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INTRODUCTION 

Information privacy issues have been gaining its first interest during the 1960s and 1970s even before the 

internet existed. In the 1980s, revelations such as the Watergate scandal rose citizens’ privacy concerns 

to their first height and made them aware of how easily their data can be (mis)used. Consumers began to 

recognize the potential downsides of the upcoming information technologies for the first time. This led to a 

public shift from general trust in institutions to distrust (Nye, Zelikow & King, 1997). From the 1990s, a new 

era of privacy development has started: the rise of the internet and Web 2.0 allows citizens to interact with 

each other through social networking sites (Westin, 2003). Furthermore, the terrorist attack on the Twin 

Towers of 9/11/2001 dramatically reshaped the landscape of information environments, leading to distrust 

in governmental institutions (Westin, 2003). 

During the 1990s, competitive strategies of successful firms largely depend on the effective use of detailed 

customer data. The business environment is forcing companies to continuously collect personal data to be 

able to compete against each other. Bessen (1993) notes that customer data forms a critical resource in 

the increasingly competitive global economy that moves from mass production and mass merchandising 

to mass customization and personal service. When the collected data is used effectively and wisely, the 

collection of customers’ data is beneficial for both the customer and the company. As such, the company 

is able to provide better customer service, target offers more accurately, develop new products that reflect 

customer preferences and lastly it enables the company to engage in relationship marketing (Glazer, 

1991). 

There is however a downside to the collection of customer data: the same practices that provide value to 

organizations and their customers simultaneously raise privacy concerns (Bloom, Milne & Adler, 1994). 

Although data is considered to be a key asset, Henderson and Snyder (1999) additionally consider 

information privacy as a key liability that business managers face. Twenty years later, their words have 

proven not to be loose shots: the amount of data breaches has risen to unseen heights during the last 

decades. The Cambridge Analytica scandal where 50 million Facebook profiles were harvested and used 

to target voters for political campaigns, was the summum of recent data breaches (“Revealed: 50 million 

Facebook profiles harvested for Cambridge Analytica in major data breach,” 2019, pp. 1–3). In July 2019, 

Facebook got fined for an amount of 5 billion dollars (“FTC Slaps Facebook With $5 Billion Fine, Forces 

New Privacy Controls,” 2019). 

All these events led to increasing demand from society regarding privacy protection and online privacy 

concerns have shifted from a private user matter to more societal concern (Baek, Kim & Bae, 2014; 

Marwick & Boyd, 2004). In response to this public concern, several countries have implemented new 

privacy legislation (Milberg, Smith & Burke,  2000). While in the USA the government relies more on self-

regulation of companies, all member states of the EU have agreed upon a new privacy regulation that is 

applicable for all countries processing the personal data of subjects that reside in the EU, regardless of 
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the company’s location. This new privacy regulation is better known as the General Data Protection 

Regulation (GDPR). 

The GDPR provides an answer to the growing consciousness about privacy of European consumers in 

the form of legislation. The implementation is ought to boosts citizens’ consciousness about their privacy 

and the debate concerning this subject increases. Although the Facebook-Cambridge scandal created a 

shockwave, many data scandals followed and we have not seen the end of it yet. 

However consumers’ privacy concerns have risen a lot during the last decades, there still is the 

phenomenon of the so-called privacy paradox. The privacy paradox addresses the discrepancy between 

information privacy attitude and actual behaviour (Norberg, Horne & Horne, 2007; Mothersbaugh, Foxx, 

Beatty & Wang, 2012): while people indicate to be very concerned they do not always act like they are.   

This research investigates how being aware of the implications about the GDPR influences one’s trust 

beliefs and one’s willingness to disclose. It might be that the GDPR alleviate privacy attitudes and are thus 

more in line with their privacy behaviour. This brings us to the research question of this master 

dissertation: Does being aware of the GDPR’s implications influence one’s trust beliefs and one’s 

willingness to disclose?  

In order to answer this research question, an extensive literature study has been conducted to get a 

holistic view of the relevant constructs. The literature research is divided into two sections: the first part 

studies the privacy paradox within a broad perspective while the second investigates literature regarding 

the GDPR within a Belgium-specific context. Consequently, the research methodology explains how the 

research is designed and provide an analysis of the results. The last part provides a discussion of the 

results and gives recommendations for future research.   
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PART I: LITERATURE STUDY 

▪ PRIVACY PARADOX 

1 INFORMATION PRIVACY 

Rosenberg (2000) distinguishes privacy into three aspects: territorial privacy which is concerned with the 

physical area surrounding a person, privacy of a person or bodily privacy which is related to the protection 

of a person against undue interference and informational privacy which is related to the controlling and 

processing personal data.  

During the past decades, information privacy has been widely discussed. Yet, it is hard to find a definition 

that comprises all elements: the term "privacy" is fragmented and usually discipline-specific with 

relationships that show no consistency in literature. Altman (1977) describes privacy as "multidimensional, 

elastic, context-dependant and dynamic in a sense that it varies with life experience". Margulis (2003) 

adds that concepts as confidentially, secrecy and anonymity add to the confusion. Other researchers 

(Solove, 2006; Bennet, 1992) define privacy as a concept in disarray and "nobody can articulate what it 

means". Solove (2007) does not attempt to define the term but describes it as "a shorthand umbrella term" 

for a related web of privacy problems derived from information collection, processing, distribution and 

invasion activities. 

Xu, Dinev, Smith and Hart (2008) argue that the definitions of privacy depend on the field, ranging from a 

“right” in law to a “state of limited access or isolation” in psychology and philosophy (Schoeman, 1984) to 

“control” in social sciences and information systems (Culnan, 1993; Westin, 1967). As the GDPR operates 

within information systems, definitions of Stone, Gueutal, Gardner and McClure (1983) define information 

privacy as “the ability of the individual to personally control information about one’s self”  and Westin 

(1967) who defined privacy as the ability to determine what information about him or herself should be 

known to others and what the conditions are. These definitions comprise privacy very accurately for the 

context that this master dissertation takes place in. 

Information privacy issues have been subject of research even before the internet era, gaining its first 

interest during the 1960s and 1970s. Due to advances in information technology in the 1980s and several 

events such as the Watergate scandal, FBI and CIA excesses, consumers began to recognize the 

potential downsides of the new technologies and there was a big public shift from general trust in 

institutions to distrust (Nye, Zelikow & King 1997). From the 1990s, a new era of privacy development has 

started (Westin, 2003; Bessen, 1993; Blattberg & Deighton, 1991, Glazer 1991). The rise of the internet, 

Web 2.0 which allows users to interact with each other through social networking sites (SNS) and the 

terrorist attack on the Twin Towers of 9/11/2001 dramatically changed the landscape of the information 

exchange environments, leading privacy concerns to new heights (Westin, 2003).  

For further writing in this thesis, “information privacy” is often referred to as “privacy”. 
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2 INFORMATION PRIVACY PARADOX 

Why do users provide so much data although they are concerned about their privacy? This question 

stands at the basis of the so-called privacy paradox. The privacy paradox addresses the discrepancy 

between information privacy attitude and actual behaviour (Norberg et al., 2007; Mothersbaugh et 

al.,  2012). This dichotomy is sometimes referred to as the ‘AB dichotomy’ where the A stands for attitude 

and the B for behaviour (Acquisti & Grossklags, 2005; Reynolds, Venkatanathan, Gonçalves & Kostakos, 

2011). Although individuals say they are highly concerned with their privacy and the collection of their 

personal information, both anecdotal and empirical evidence indicates that individuals are willing to trade 

their personal information for relatively small rewards (Kokolakis, 2015). 

The privacy paradox was mainly established by Norberg et al. (2007). They were the first to focus on the 

degree that antecedents affect the relationship between behavioural intention to disclose information and 

actual disclosure behaviour. The most investigated antecedents of privacy concerns and intentional 

behaviour up to that time were risk and trust but their impacts towards actual behaviour were less 

investigated. Besides the influence of both trust and risk, behavioural intentions have on their turn an 

influence on disclosure behaviour (Li, 2011). Norberg et al. (2007) proposed risk to significantly influence 

the response when asked about intentions but when an individual is in an actual disclosure situation, trust 

is expected to be relied upon and significantly influence the individual’s response. Furthermore, they argue 

that behavioural intention is not a predictor of actual behaviour anymore but trust influences one’s 

disclosure behaviour. 

To test the framework, Norberg et al. (2007) conducted two studies, both in two phases. Before the first 

phase took place, a pretest was done. Participants of the pretest - others than the ones participating in the 

actual test - had to rate how trustworthy and risky they felt with four different scenarios where different 

businesses request personal data. This resulted in a high score of trustworthiness and some perception 

for a reputable bank and a low score of trustworthiness for a pharmaceutical company with a bad 

reputation.   

The first study found evidence that supports the existence of the privacy paradox. In the first phase, 

participants were asked about their willingness to disclose specific personal information to a reputable 

bank - which demonstrated a higher level of trust coupled with some perception of risk. The second phase 

took place several weeks later when the same participants were asked to cooperate in research regarding 

a pilot program for a bank by providing personal information in a questionnaire. 

The second study was aimed to examine the influence of trust and risk perceptions. The measure design 

was the same as in the first study but to analyse the influence of trust and risk, participants had to choose 

between filling in their behaviour intentions - in phase one - and their actual behaviour - in phase two - for 

a pharmaceutical company or a bank. 
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The first study approved that willingness to disclose was significantly different from actual disclosure, 

supporting the existence of a privacy paradox. For the second study, support was found for the risk-

intention relation but no support was found for the trust-behaviour relationship. Gómez-Barroso (2018) 

noted however that although trust is assumed to have a mediating role, research by Norberg et al. (2007) 

was the only one to investigate its role in disclosing personal information and did not find the anticipated 

link.  

The study form Norberg et al. (2007) led to much further research on the privacy paradox for the last 

decade. Although several studies find evidence that there exists a privacy paradox, several other studies 

found evidence that raises doubts about the existence of a privacy paradox. 

2.1 Studies supporting the existence of the privacy paradox 

Brown (2001) was the first to label the privacy paradox when interviewing customers. While study 

participants stated they were concerned about their privacy, they were happy to disclose personal 

information for a minimum of gains - e.g. discounts through loyalty cards. Spiekermann, Grossklags and 

Berendt (2001) did further research on this previously undiscovered phenomenon by comparing self-

reported privacy preferences with their actual self-disclosing behaviour during an online shopping episode 

and observed the same dichotomy between voiced privacy concerns and actual disclosure behaviour. 

This is in line with qualitative research of Sayre and Horn (2000) that found that consumers disclose 

personal information for small discounts at a grocery store. 

Acquisti (2004) noted that it is unlikely that individuals can act rationally when facing privacy-sensitive 

decisions because of information asymmetry, bounded rationality and psychological distortions derived 

from behavioural economics. Acquisti (2004) developed a model that partly explains the inconsistency 

between stated privacy concerns and actual behaviour by including the immediate gratification bias in his 

model. Under this model, individuals may accept small rewards in exchange for disclosing information 

because they underestimate future damages to be smaller - when discounted over time with their 

probability of occurrence. Furthermore, he noted that sophisticated privacy advocates might think that it is 

unrealistic to protecting themselves from possible privacy intrusion and thus they might better get used to 

this. In a following empirical study in 2005, Acquisti and Grossklags (2005) found evidence to support the 

privacy paradox as well as evidence that privacy decision-making is affected by incomplete information, 

bounded rationality and psychological distortions. 

Other studies aimed to support the existence of a privacy paradox by determining customers price 

estimation to disclose certain types of information. Huberman, Adar and Fine (2005) found that the 

average demand price for age and wage was respectively 57,56 dollar and 74,06 dollar. Based on an 

experiment where individuals had to face trade-off situations between incomplete privacy protection - 

against secondary use, improper access, and errors - and benefits such as financial gains or convenience, 

protection is estimated to be worth between 30,49 dollar and 44,62 dollar (Hann, Hui, Lee & Png, 2007). 

Other research found that users value their browser history at 7 euros (Carrascal, Riederer, Erramilli & de 
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Oliveira, 2013). The same survey found that offline personal information such as age, address, economic 

status was valued at 25 euros while information concerning activities such as search history and shopping 

were only valued at respectively 2 euros and 5 euros. Data relating to interactions in finance websites and 

SNS were valued higher, respectively around 15,5 euros and 12 euros (Carrascal et al., 2013).  

Another group of researchers has focussed on providing support for the privacy paradox by proving 

evidence that there is little to no relationship between privacy concerns and information disclosure 

(Tufecki, 2008; Reynolds & Venkatanathan, Gonçalves & Kostakos, 2011; Taddicken, 2014; Hughes-

Roberts, 2013). Hughes-Roberts (2013) noted that user concern is not a valid indicator of privacy 

behaviour and questioned the reliability of previous researches that used surveys to support for the 

privacy paradox by highlighting the deficiencies in dealing with the complexity of privacy on SNS. 

2.2 Studies challenging the existence of the privacy paradox 

Despite all these aforementioned studies supporting the existence of the privacy paradox, several 

researchers challenged the privacy paradox by providing evidence that question the existence of a privacy 

paradox. Several studies concluded that there is, in fact, a measurable relationship between privacy 

concerns and purchase behaviour (D'Souza & Phelps, 2009). Wakefield (2013) noted that perceived trust, 

in contrast to the findings of Norberg et al. (2007) who stated that perceived trust is not a predictor of 

disclosure intention, is an important determinant of consumers' intention to disclose personal information. 

Tsai, Egelman, Cranor and Acquisti (2011) found that consumers are more likely to make purchases from 

online shops that provide medium to high levels of privacy protection and thus may be willing to pay a 

premium for privacy. Egelman, Felt and Wagner (2013) have built further on this study and found that a 

quarter of their sample is willing to pay a 1,50 dollar for a mobile shopping application that requested few 

permissions compared to a 0,49 dollar version requiring more personal data. Their results thus suggest 

that smartphone users are concerned with their privacy and subsequently are willing to pay a premium to 

disclose less personal information. 

During the last decade, a lot of attention went investigating differences between young and old people in 

the context of SNS.  Several studies found that youngsters may not be cautious in protecting their 

personal information in comparison to older people (Youn & Shin, 2019; Turow & Nir, 2000; Lutz & 

Strathoff, 2014). Miltgen and Peyrat-Guillard (2014) however, found that although young people are less 

concerned about their privacy, they reveal higher protective behaviour and state to have found “a 

potentially reversed privacy paradox” with regards to disclosure behaviour of young people. Blank, 

Bolsover and Dubois (2014) concluded as well that young people are more likely to take action to protect 

their privacy but in contrast to Miltgen and Peyrat-Guillard (2014) - who noted lower privacy concerns for 

youngsters - they found a positive correlation between youngsters’ intentions and behaviour. Other 

research determined that young people restrict access to their profiles and adjust their privacy settings 

(Hargittai, 2010), delete tags and photos and limit friendship requests more compared to older people 

(Young & Quan-Haase, 2013). Christofides, Muise and Desmarais (2009) noted that the need for 



7 

 

popularity is the driven factor for information disclosure on SNS and information control is affected by trust 

and self-esteem. Disclosure and control are thus not closely related but are different processes influenced 

by different personality characteristics. 

2.3 Interpretation of the contradictory results 

Literature thus shows contradictory results. Several studies find a divergence in privacy concerns and 

privacy behaviour while others do find a significant relationship between both. Why different studies find 

different results can broadly be attributed to the issue of misinterpretation, the contextual factor, sensitivity 

of privacy information, distinctions between privacy concerns and the variety of research methods and the 

model structure and method of analysis (Kokolakis, 2017). 

2.3.1 Issue of interpretation 

First of all, the results are subject to interpretation. As much research has been done to investigate the 

monetary valuation of different types of personal information, these results can be either interpreted as an 

absolute value rather or a relative value. As research from Egelman et al. (2013) indicated that 25% of the 

sample are willing to pay a premium of 1,50 dollar for a mobile shopping application that requires less 

personal data disclosure over a 0,49 dollar shopping application with similar functionality that- required 

more personal data, the values are subject to interpretation. On the one hand, 75% of the participants are 

not willing to pay an additional premium of 1,49 dollar which is not in line with their concerns, supporting 

the existence of a privacy paradox. On the other hand, 25% of the sample is, in fact, willing to pay this 

premium and although 1,50 dollar is not that much as a standalone, absolute value, it is still three times 

the initial price of 0,49 dollar. The same issue of interpretation applies to the valuation of internet users' 

browsing history and other types of personal information. Kokolakis (2017) also notes that not all users are 

aware that their data is practically unprotected and users may be willing to disclose certain types of 

information but object the uncontrolled exploitation of the same data without their consent. This is an 

ethical parameter that needs to be taken into consideration.  

Another issue that leads to diverging results is the fact that authors rely on different definitions for the 

subordinate constructs. Different subordinated constructs are used in literature: e. g. privacy concerns, 

perceived risk, privacy attitude, behavioural intention, etc. (Gerber, Gerber & Volkamer, 2018). 

2.3.2 Privacy behaviour is a highly contextual phenomenon 

Privacy is a highly contextual phenomenon and accordingly similar studies within different contexts might 

reveal different results (Morando, Iemma & Raiteri, 2014). A good example is the diverging results from 

the study from Norberg et al. (2007) compared to the study by Tsai et al. (2011). In the study from 

Norgberg et al. (2007), students participated in an experiment that took place in a classroom whereas, in 

Tsai et al.'s work (2011), online shoppers participated in a survey. The former study is of course perceived 

as a safer and more familiar environment compared to the latter which may explain the contradicting 
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results. This does not weaken the validity of both research but generalisation of the results is unsafe 

because different contexts lead to different results. 

2.3.3 Personal information is not a coherent object: sensitivity as a moderator 

The sensitivity of information is an important moderator that is often neglected. Mothersbaugh, Foxx, 

Beatty and Wang (2012) noted that the privacy paradox “may result from a failure to account for 

information sensitivity”. Information sensitivity represents the different values that are attributed to different 

types of information by individuals. This is highly subjective and depends from person to person. 

Information sensitivity can be defined as the perceived level of comfort by the data subject to disclose the 

requested personal information (Ackerman, Creanor & Reagle, 1999; Malheiros, Preibusch & Sasse, 

2013).  

The sensitivity of information has a moderating effect on privacy-related attitudes and behaviours. 

Mothersbaugh et al. (2012) predicted several effects as a function of the sensitivity of information based 

on data retrieved from an online experiment on 776 students. They found that online privacy concerns 

harm ones' willingness to disclose information when the information is perceived as more sensitive. 

Furthermore, they found that information control has a stronger positive effect on the disclosure of 

information that is perceived as sensitive and perceived customization benefits have a stronger positive 

effect on disclosing information which is perceived as less sensitive. Li (2011) and Mothersbaugh et al. 

(2012) noted that in scenarios where highly sensitive information is at stake, privacy concerns have a 

stronger negative effect on the willingness to disclose information compared to scenarios where 

information is asked that is perceived as less sensitive.  

When the requested information is perceived as highly sensitive, the collection, usage and storage go 

along with feelings of discomfort (Ackerman et al, 1999) and even privacy invasion (Woodman et al., 

1982; Tolchinsky et al., 1981). Several researchers found that individuals are more likely to omit or falsify 

when they consider the requested information as highly sensitive (Metzger, 2007; Malheiros et al., 2012) 

2.3.4 Distinctions between privacy concerns 

Additionally to a distinction between privacy sensitivity, not all privacy concerns are similar. Privacy 

concerns could be either organizational threats – secondary use, errors etc. -, social threats and improper 

access by employers or the public (Smith et al., 1996; Krasnova, Günther, Spierkmann & Koroleva, 2009) 

and different privacy concerns should be expected to have different effects on attitudes and behaviours. 

Privacy concerns are discussed more in detail further on. 

2.3.5 Variety of research methods 

Kokolakis (2017) indicates the presence of different research methodologies leading to divergent results. 

Most of them are surveys and the bigger part has been held online. He notes that surveys might be 
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appropriate to explore beliefs and attitudes but not for examining actual behaviour. In general, most 

studies are held on convenience samples which alleviates the issue of validity. 

Experiments seem to be most appropriate to investigate actual behaviour but as mentioned before, this 

makes it more difficult to draw general conclusions (Morando, Iemma & Raitieri, 2014). Huberman et al. 

(2005) and Carrascal et al. (2013) have set up the same experiment regarding the same type of 

information where participants were asked to appoint prices to personal data. The difference was 

remarkable: Participants in the former study evaluated age at around 60 dollars while participants of the 

latter study evaluated age at only 30 dollars. Additionally, it is important to have a realistic setup and 

researchers should be aware that when surveys or experiments are conducted for university purposes, 

participants can be expected to behave differently than normally (Kokolakis, 2017). 

Furthermore, the model structure and methodology of analysis is an important determinant that influences 

the final results and conclusion. Literature shows a variety of model structures and Kokolakis (2017) 

stresses the need for a comprehensive model that takes into account the diversity of personal information. 

3 EXPLAINING THE PRIVACY PARADOX 

During recent years, researchers did an attempt to fill the gap between privacy concerns and privacy 

behaviour by seeking for a possible explanation. This section describes the most popular explanations so 

far. 

3.1 Privacy calculus theory as a reference point 

One of the most established explanations for the privacy paradox is based on the core concept of the 

homo economicus where each rational individual acts to maximize its benefits. Within the privacy context, 

this means that an individual performs a trade-off between the expected loss of privacy and the potential 

gain of the disclosure. If the potential gain of disclosures surpasses the expected loss of privacy, the 

outcome leads to a disclosure of personal information (Dinev & Hart, 2006; Xu et al., 2011). Motivations 

for disclosing personal data vary but the disclosure is supposed to obtain a net benefit for the data subject 

(Gómez-Barroso, Feijóo & Martinez-Martinez, 2018). This net benefit could both be tangible – e.g. 

financial discounts through loyalty cards - and intangible – e.g. increased convenience by keeping credit 

card data stored with an online retailer - whereas the costs of disclosing privacy information are less 

tangible.  

Most data disclosure, however, occurs through social interactions where benefits are mostly intangible 

and thus hard to measure and observe. The disclosing behaviour therefore often seems unreasonable 

and inconsistent with their privacy concerns. If however, we consider the intangible rewards involved, the 

disclosing behaviour of users becomes more understandable. Several studies (Debatin et al., 2009; Lee et 

al. 2013) have confirmed that users of social networking sites (SNS) weigh risks and benefits of sharing 

private information and disclose personal information when perceived benefits outweigh observed risks.  
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Active participation in online social networks, which involves self-disclosure, is associated with three 

fundamental needs: the need for diversion and entertainment, the need for social relationships, and the 

need for identity construction (Debatin et al., 2009). The privacy calculus theory thus postulates that these 

needs should be met and the gain associated with these needs should outweigh the expected loss of 

privacy by disclosing personal data. Besides, Debatin et al. (2009), states that the use of online social has 

been ritualised and built into users’ daily life, which makes it difficult to deviate from the routine of self-

disclosure.  

Benefits of information sharing that users value most include self-clarification, social validation, 

relationship development, social control and self-representation (Lee, Park & Kim, 2013). Self-clarification 

refers to understanding oneself and clarifying one's views, beliefs, thoughts, opinions ad feelings about 

issues of interest and the process of talking about it with one other. Social validation refers to seeking 

validation of one's views or values by other people. Relationship development is realised by enhancing the 

nature of significant relationships. Social control is the result of influencing others and changing their 

attitude or behaviour and self-representation refers to establishing an image of oneself. 

The costs of sharing data are less tangible and include all sorts of risks and potential consequences. 

Concrete examples are unintended third party usage, security impairments, identity theft and social 

criticism and humiliation in a social context. 

According to the privacy calculus model, an individual is thus willing to disclose its personal information 

when the anticipated benefits of disclosing exceed the costs. Although individuals thus might express their 

concerns about their privacy, they might still disclose data. This discrepancy – the privacy paradox – can 

be explained by the privacy paradox. 

3.2 Social theory-based explanations 

The social theory explains the phenomenon of people voluntary self-disclosing behaviour regarding 

personal information as something inherent to peoples social life. To maintain their social life, people 

should disclose information about themselves despite their privacy concerns (Blank, Bolsover & Dubois, 

2014). This is, in particular, the case in collectivist societies where a strong "we" consciousness is present 

(Beldad & Kusumadewi, 2015) but also in individualist cultures where teenagers align to the example of 

how their parents represent themselves (Van Gool, Van Ouytsel, Ponnet & Walrave, 2015). Within SNS, 

some kind of pressure, based on the idea of reciprocity, can occur: “if they disclose data, it would be unfair 

not to do the same (Flender & Müller, 2012). Hull (2015 even goes further by stating that not sharing 

personal information can even become a social stigma by means that if one refuse to disclose habits, 

actions, attitudes and so on, one must have something terrible to hide. 

Lutz and Strathoff (2014) see the information privacy environment of today from a dual perspective with on 

the one hand Gemeinschaften and on the other hand Gesellschaften. The former are online communities 

(Gemeinschafts) where individuals foster their relationship and search for a feeling of belonging. 
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Individuals are willing to provide their information about themselves in order as they find this as something 

inherent to the community. Opposite to these Gemeinschaften, the latter is defined as societies with legal 

and contractual characteristics. These bigger societies are an umbrella term of Gemeinschaften. Contrary 

to Gemeinschaften, where emotions are the driving factor to disclose personal information, Gesellschaften 

are driven by rational calculations. Examples for Gemeinschaften and Gesellschaften are respectively a 

group of friends of family and Facebook or Instagram. Lutz and Stratthof (2014) conclude that these two 

types of collectives collide with each other and is often resolved in favour of Gemeinschaft perspective, 

potentially explaining the privacy paradox. 

A second social-based theory is the structuration theory from Giddens (1986), a sociological theory which 

Zafeiropoulou, Millard, Webber and O'Hara (2013) applied in the context of location data. In concrete 

terms, the structuration theory implies that people’s actions (re)produce or alter social structure which at 

the same time constraints their actions. Research from Zafeiropoulou et al. (2013) indicated that privacy 

decisions can be seen as a part of this process where individuals do not make information-sharing 

decisions as entirely free agents but are instead heavily influenced by contextual factors such as social 

norms and trust in applications. 

3.3 Bounded rationality, incomplete information and information asymmetry 

Whereas the privacy calculation theory is based on the assumption that individuals act as rational agents, 

research in behavioural economics suggest that most individuals lack the cognitive ability to make the 

cost-benefit trade-off. It seems that individuals are not able to determine the consequences of disclosing 

personal data and are thus constrained by bounded rationality (Acquisti & Grossklags, 2005).  

Secondly, individuals are often simply not aware that their data is continuously collected (Wakefield, 

2013). The data subjects mostly know less than data holders about the magnitude of the data collection 

and the use of the collected personal data. Data holders do not always provide access to this type of 

information and even if they do, it is unlikely that every consumer accesses this vast amount of information 

concerning all costs and benefits related to the data disclosure (Gerber et al., 2018).  

This previously described phenomenon is in particular prevalent in the internet and mobile market (Buck, 

Horbel, Germelmann & Eymann, 2014). Research from Buck et al. (2014) found that mobile application 

consumers are very unaware of how their data is used. They rather depend on information retrieved from 

their social environment than depending on the provided information of the application vendors which 

leads to information asymmetry. 

To make good judgement individuals are thus constrained by bounded rationality and incomplete 

information which can lead to over- or underestimation of costs and benefits. The decision of whether or 

not to disclose personal information thus may seem to be irrational to an external observer but 

simultaneously rational to the decision-maker (Flender & Müller, 2012).  
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3.4 Cognitive biases and heuristics 

As in the previous section, the underlying assumption that individuals act as rational agents is challenged. 

The presence of bounded rationality, where the decision-maker cannot process all retrieved information 

correctly and make an informed decision, results in cognitive biases and heuristics in decision-making 

(Acquisti & Grossklags, 2007). Hence, the actual behaviour might not reflect the original intention or 

expressed attitude. The most prevalent biases, derived from psychology and behavioural economics, are 

summed up ut infra. 

3.4.1 The optimism bias  

People tend to believe that they are at less risk of experiencing a negative privacy event compared to 

others. Cho, Lee and Chung (2010) found evidence that individuals judge themselves significantly less 

vulnerable towards online privacy risks than others. This is in line with research from Baek et al. (2014) 

who found that individuals perceive the likelihood of personal online infringements to be lower than that of 

others.  

3.4.2 Hyperbolic discounting 

Hyperbolic discounting, often referred to as the immediate gratification bias, implies that people tend to 

value present benefits or risks more than those in the future. Individuals tend to under-discount long-term 

risks and losses while acting in privacy-sensitive situations (Acquisti & Grossklags, 2003). A related concept 

is underinsurance. People might underinsure themselves against future losses that might incur with low 

probability but may impose high risks – e.g. identity theft that can lead to financial harm. Hyperbolic 

discounting could also simply occur when people are asked about their intentions to adopt a privacy-

protecting strategy in the future. When the future actually comes, their preferences might have changed. 

When people are asked about their preferences, they calculate the future benefits of privacy protection 

compared to the benefits of information disclosure and might find the former to be more significant. The 

privacy paradox can thus be interpreted as the inability of individuals to predict their future decisions as they 

base their preferences are time-inconsistent (Kokolakis, 2017).  

3.4.3 The affect heuristic 

People often judge very quickly based their affective impressions, resulting in underestimating risks for 

things they like and overestimate risks for things they dislike (Slovic, Finucane, Peters & MacGregor, 

2007). The same reasoning is applicable with regards to over- and underestimating benefits: Kehr, 

Kowatsch Wentzel and Fleisch (2015) found that users tend to underestimate risks of information 

disclosure when confronted with a user interface that elicits positive affect. Consequently, positive 

affection is positively related to personal data disclosure (Wakefield, 2013). 
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3.4.4 Overconfidence  

People tend to exhibit overconfidence in their skills and knowledge. Jensen et al. (2005) conducted a 

study where participants were asked about privacy-enhancing technologies and subsequently had to fill in 

a questionnaire to probe their knowledge. Results were that less than 25% of the participants that 

declared to be accustomed to the technologies were able to answer simple questions about it. 

Brandimarte, Acquisti and Loewenstein (2013) investigated the influence of being in control over the 

release and accessibility of their personal data which enhances people’s confidence. In all three studies 

they conducted, they observed that perceived control over data release plays a critical role in 

(over)sharing personal information, exposing the data subjects to risks. 

3.4.5 Fuzzy boundary and benefit heuristic 

The fuzzy boundary and benefit heuristic relates to priming. Sundar, Kang, Wu, Go and Zhang (2013) 

researched within two groups. One group was shown a video that illustrated how personal data can be 

misused by third parties – relating to fuzzy boundary heuristic – while the other group was shown a video 

that highlighted the benefits of personalization – relating to the benefit heuristic. Subsequently, both 

groups had to fill in a questionnaire where personal data was requested. The results led to the conclusion 

that people who are primed with the fuzzy boundary heuristic were less likely to disclose personal data 

compared to the other group that was shown the benefit heuristic. The authors suggest that self-reported 

privacy concerns could a product of systematic processing while the actual behaviour are affected by 

heuristic processing. 

3.4.6 Benefit immediacy and risk diffusion 

Wilson and Valacich (2012) introduced a new model called benefit immediacy and risk diffusion. 

According to their model, people tend to perceive the benefits to be higher compared to risks when the 

benefits of disclosure are immediate rather than delayed. When personal data is, for example, to be 

collected by companies during the following years from the moment of consent– e. g. based on their 

shopping behaviour, cookies, application usage etc. – people tend to perceive the risks to be lower. This 

model has not yet been empirically tested and the relevance of this model has thus not yet been 

investigated (Kokolakis, 2017). 

3.4.7 Other cognitive biases and heuristics 

This section describes other cognitive biases and heuristics that might explain the dichotomy between 

privacy intention and privacy behaviour. Although these could potentially explain the privacy paradox, they 

have not been investigated thoroughly yet in the context of information privacy (Gerber et al., 2018).  

• The framing effect: how questions are framed influence participants responses (Tversky & 

Kahneman, 1981). 
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• The confirmation bias: people tend to seek or interpret information that fits their beliefs and 

assumptions (Plous, 1993). 

• The valence effect: people tend to overestimate the likelihood of favourable events (Gold & 

Brown, 2009). 

• The availability bias: people tend to overestimate the probability of events they can easily recall, 

e.g. when mentioned often in the media or on social media (Schwarz, Bless, Strack, Klimpp, 

Rittenauer-Schatka & Simons, 1991). 

• The phenomenon of rational ignorance: people ignore the potential costs of data sharing due to 

the costs of studying them, e.g. reading the privacy policies (Gerber et al., 2018). 

3.5 Quantum theory homomorphism 

Flender and Müller (2012) expand the explanation of the privacy paradox to a broader, non-traditional 

discipline: the quantum theory. They claim the human decision making to be parallel with the 

measurement process in quantum experiments. From this point of view, the result of the decision-making 

process is determined at the time the decision is made and is thus isolated from the decision-making 

process prior to it – thus referring to the intentional behaviour. This effect is called "indeterminacy" as 

individuals may alter their previously stated preferences when the actual decision is made (Kokolakis, 

2017; Gerber et al., 2018). 

4 DISENTANGLING THE PRIVACY CALCULUS MODEL 

This section concerns the bigger part of the literature research. Staring from the privacy calculus theory, 

the most important factors literature considers to determine privacy attitudes and privacy behaviour, are 

discussed. According to the privacy calculus model, individuals make a trade-off between perceived 

benefits and costs (Dinev & Hart, 2006). Thus the model is twofold: the costs are embodied by privacy 

concerns whereas the perceived benefits serve as a counterparty. Privacy concerns serve as a central 

construct and are influenced by a vast amount of factors. Privacy concerns on their turn cause behavioural 

intention which is to a higher level influenced by trust beliefs and perceived privacy risk and is expected to 

be related to actual disclosure behaviour. The starting point of this model is thus that there is a 

relationship between behavioural intention and actual behavioural, implying that there is no privacy 

paradox.   

4.1 Privacy concerns as a central construct 

Privacy concerns have gained an enormous amount of attention in the literature. Information privacy 

concerns address the potential downside of detailed customer data collection and usage. Privacy 

concerns are concerns over the loss of privacy and the need for protection against unwarranted 

communication and use of personal information (Smith, Milberg & Burke, 1996). It can be seen as the 

uncomfortableness to disclose data, taking into account the possibility of losing control over the 
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information itself, security of the exchange of this information and potentially inappropriate usage of this 

information by the data receiver (Lanier & Saini, 2008; Son & Kim, 2008). 

Mason (1986) was one of the first to stress the importance of rising ethical issues of information privacy, 

calling it one of the most important issues of the information age. Already during the 1990s, Public opinion 

polls held by Harris in name of Equifax showed the rising concerns of American citizens about privacy 

(Smith et al., 1996). Ironically, the same company that gathered public opinions about privacy concerns, 

suffered a data breach affecting 145 million US customers in 2017 (“Equifax finds more hit by 2017 

breach,” 2018). 

Solove (2007) suggest that information practises, particularly of poor organizational privacy programs, can 

result in a variety of privacy problems associated with consumers’ concerns for information privacy. 

Multiple researchers (Smith, et al., 2011; Chan, Culnan, Greenaway, Laden, Levin & Smith, 2005; 

Davidson, Clarke, Langford, Kuo & Smith, 2003) stated that information privacy is of growing concern to 

stakeholders including business leaders, scholars, the government, and individual consumers. 

Smith et al. (1996) distinguish four dimensions of privacy concerns: collection, errors, secondary use and 

unauthorized access. Their research implies that people with a high level of privacy concerns perceive 

that, respectively to the four dimensions, too much data is gathered, much of it is inaccurate, companies 

use personal data for undisclosed purposes and companies fail to protect access to personal data. 

Krasnova, Günther, Spierkmann and Koroleva (2009) argue that privacy embodies more than these 

organizational privacy concerns and add social threats – such as bullying and stalking – and improper 

access by employers or the public.   

The relationships between antecedents, privacy concerns and consequences have been controversial in 

the existing literature. E.g. some studies treated trust as a predictor of privacy concerns (Pavlou, Liang & 

Xue, 2007; Tsarenko & Tojib, 2009) while other researchers handled it as a consequence of privacy 

concerns (Casalo Flavian & Guinalíu, 2007; Chiu, Chang, Cheng & Fang, 2009; Eastlick, Lotz & 

Warrington, 2006; Malhotra, Kim & Agarawal, 2006; Liu, Marchewka, Lu & Yu, 2005; Van Slyke, Shim 

Johnson & Riang, 2006). The same controversy applies for risk belief which is studied both as an 

antecedent of privacy concerns (Xu et al., 2008; Dinev & Hart, 2006; Dinev, Hart, Russo, Serra & Colautti, 

2006) and as a consequence of privacy concerns (Van Slyke et al., 2006; Malhorta et al., 2006). 

4.2  Antecedents of privacy concerns 

The antecedents are segregated over three levels of antecedents: individual factors, macro-environmental 

factors and contextual factors. All of these are more thoroughly explained further in this section. This 

section tries to draw a better understanding of existing research on these factors and explains the most 

important factors that have been studied. Since the vast amount of research in the privacy field, it is 

impossible to include all existing factors. 
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4.2.1 Individual factors 

Individual factors seem to be the most frequently analysed factors that explain privacy concerns in literature. 

These individuals on their turn are divided into six groups, namely demographic factors, personality traits, 

knowledge and experience, computer anxiety, computer anxiety, computer self-efficacy and the need for 

privacy. 

4.2.1.1 Demographic factors 

Demographic factors such as gender, age, income, education etc. are frequently investigated in the 

research. Research regarding these demographic factors shows a lot of inconsistencies through literature. 

Although few studies deny a significant relationship between gender and privacy concerns (Yao, Rice & 

Wallis, 2007; Ji & Lieber, 2010), most researches indicate that women are more concerned about their 

privacy (O'Neil, 2001; Fogel & Nehmad, 2009; Hoy & Milne, 2010; Joinson, Reips, Buchanan & Schofield, 

2010) while others state that these findings are rather a trend than statistically significant (Jensen, Potts & 

Jensen, 2005).  

Age seems to show inconsistent results through literature. Some researchers find support for a positive 

relationship with privacy concerns (Joinson et al., 2010; Laric, Pitta & Katsanis, 2009) while others seem 

to find little or no significant relationship at all (Hoofnagle, King, Li & Turow, 2010; Taddicken, 2014). 

Research from Zhang, Chen and Wen (2002) might explain these inconsistencies by finding evidence that 

the influence of age varies for different cultural, economic and technological environments. Blank et al. 

(2014) found that younger people are more likely to better manage privacy settings while older people are 

more likely to show protective usage. Madden, Lenhart, Cortesi, Gasser, Duggan, Smith and Beaton 

(2013) on the other hand found that teens are not in particular concerned about their privacy but their 

parents are in fact concerned about their teens. This phenomenon arises because of parental mediation 

which is further discussed under social-relational factors. 

The influence of education and its effect on privacy concerns have been less investigated but support has 

been found that individuals that are less educated tend to be less concerned with privacy issues while 

higher educated people are more likely to use privacy-protective behaviour (Blank et al., 2014; O'Neil, 

2001, Rainie, Kiesler, Kan, Madden, Duggan, Brown & Dabbish, 2013). Other research found no 

significant impact on education as well as for income on privacy concerns (Chen et al., 2009; Zhang et al., 

2002; Ji & Lieber, 2010).  

The most important demographic factors and their influence on privacy concerns are summarized in table 

1 underneath. 
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Demographic factors Influence on privacy concerns 

Age Inconsistent results (Joinson et al., 2010; Laric, 

Pitta & Katsanis, 2009; Hoofnagle, King, Li & 

Turow, 2010; Taddicken, 2013; Zhang, Chen & 

Wen, 2002;  

Gender Women are more concerned (Fogel & Nehmad, 

2009; Hoy & Milne, 2010; Joinson, Reips, 

Buchanan & Schofield, 2010) 

Income No significant impact (Chen et al., 2009; Zhang et 

al., 2002; Ji & Lieber, 2010) 

Education Inconsistent results (Chen et al., 2009; Zhang et 

al., 2002; Ji & Lieber, 2010). 

Table 1: Demographic factors and their influence on privacy concerns 

4.2.1.2 Personality traits 

Personality traits are mostly measured by The Big Five personality traits. This is a measurement tool that 

is very often used in the human resource area. Most, if not all, traits of personality can be adequately 

subsumed within the Big Five (Saucier & Goldberg, 1998). The Big Five personality traits consists of 

agreeableness (defined as an individual’s propensity to strive for harmony and low levels of conflicts in 

interpersonal relationships), conscientiousness (defined as an individual’s strive for dependability and 

attention to detail and exact effort), intellect or openness to experience (defined as an individual’s curiosity 

and propensity to try new things and to experience new situations), neuroticism or emotional stability 

(defined as an individual’s tendency to stay emotionally balanced across situations) and extraversion 

(defined as an individual’s predisposition to experience positive life events).  

Junglas, Johnson and Spitzmüller (2008) and Korzaan and Boswell (2008) did research on the influence 

of the Big five personality traits on privacy concerns. Although research from Junglas et al. (2008) and 

Korzaan and Boswell (2008) were unable to find consistent results and further research is needed, Li 

(2011) indicates that their research approves the presence of influential personality traits on privacy 

concerns. 

Smith et al. (1996) investigated the impact of cynical distrust , paranoia – the persistent misperception of 

oneself as the target of another’s thoughts or action (Fenigstein & Vanable, 1992) - and social criticism – 

the degree of acceptance or rejection of the values norms and practices of society (Jessor & Jessor, 

1977). All three personality traits seem to have a positive relationship with privacy concerns. Dinev and 

Hart (2005) found a positive relationship between social awareness – defined as passive involvement and 
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raised interest in social issues – and internet privacy concerns. Additionally, research revealed a positive 

effect on computer anxiety on privacy concerns as well (StewarT & Segars, 2002). 

Table 2 provides an overview of the influences personality traits have on privacy concerns. 

Personality traits Influence on privacy concerns 

Agreeableness Inconsistent results (Junglas et al., 2008; 

Korzaan & Boswell, 2008) 

Conscientiousness Inconsistent results (Junglas et al., 2008; 

Korzaan & Boswell, 2008) 

Openness to experience or intellect  Positive (Junglas et al., 2008) 

Emotional stability or neuroticism No significant impact (Junglas et al., 2008) 

Extraversion No significant impact (Junglas et al., 2008; 

Korzaan & Boswell, 2008) 

Paranoia Positive (Smith et al., 1996) 

Social criticism  Positive (Smith et al., 1996) 

Cynical distrust Positive (Smith et al., 1996) 

Social awareness Positive (Smith et al., 1996) 

Table 2: Psychological factors and their influence on privacy concerns 

4.2.1.3 Psychological factors 

Psychological factors embody beliefs, attitudes, ideological factors and psychological factors itself. In 

literature, a lot of attention has especially been drawn to trust beliefs and perceived risks. These are rather 

special concepts because both are at the same time considered to be an antecedent and a consequence 

of privacy concerns – and thus an antecedent of intentional behaviour. Li (2011) notes that trust and risk 

beliefs both have an additional impact on behavioural intention and this explains their position in the 

framework as an antecedent and a consequence of privacy concerns.  

Many researchers have tested the impact of perceived internet privacy risks and trust beliefs. This is 

approved by Xu et al. (2005) who provide evidence that there is a negative relationship between both. 

Evidence has been found that perceived internet privacy risks increase privacy concerns (Dinev & Hart, 

2006; Dinev et al., 2006; Xu et al., 2008) and consequently trust beliefs mitigate privacy concerns. Dinev 

and Hart (2004) found evidence that perceived vulnerability is also positively related to privacy concerns. 

The perceived vulnerability is the perceived potential negative outcome that goes along with the disclosure 

of the personal data. When a positive outcome might occur as a result from the data disclosure – e.g. a 

job offer that derives from data disclosure, individuals perceive less privacy invasion than those who did 
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not experience a positive outcome (Fusilier & Hoyer, 1980). Li (2011) notes that based on their definitions, 

risk and perceived vulnerability terms are equivalent concepts and it is thus no wonder that both concepts 

seem to reveal the same relationship with privacy concerns. 

Yao et al. (2007) found that the stronger a person's beliefs in privacy rights are, the more likely this person 

will be concerned about online privacy. Computer anxiety – defined as the tendency to be uneasy, 

apprehensive or fearful about current or future use of computers (Parasuraman & Igbaria, 1990) – is 

positively related to privacy concerns (Steward & Segars, 2002). Phelps et al. (2001) found that when 

consumers desire more control, they will be more concerned about their privacy. Accordingly, Chen, Ping, 

Xu and Tan  (2009) found that when individuals are given more control regarding all sorts of actions with 

their personal data – e.g. processing, individuals are less concerned.  

Computer anxiety, which denotes the tendency of individuals to be uneasy, apprehensive, or fearful about 

current or future use of computers have a positive relationship with consumers’ privacy concerns (Stewart 

& Segars, 2002). Computer anxiety is closely related to computer self-efficacy which is defined as a 

person’s belief in its own capabilities and cognitive resources needed to cope with given events (Yao et 

al., 2007). No evidence of a direct impact of self-efficacy on privacy concerns has been found however 

(Argawal, Sambamurthy & Stair, 2000; Yao et al., 2007). 

The need for privacy, also called privacy disposition, seems to have a positive relationship with privacy 

concerns (Yao et al., 2007, Xu et al., 2008). Fuchs (2013) states that this need is also strongly related to 

ideology. More left-oriented people, tend to be more negative and restrictive towards surveillance but this 

field of research is rather scarce to derive conclusions (Bergström, 2015). 

Table 3 provides an overview of the most important psychological factors and their influence on privacy 

concerns. 

Psychological factors Influence on privacy concerns 

Perceived risks Positive (Dinev & Hart, 2006; Dinev et al., 2006; 

Xu et al., 2008) 

Trust beliefs Negative (Dinev & Hart, 2006; Dinev et al., 2006; 

Xu et al., 2008) 

Perceived vulnerability Positive (Dinev & Hart, 2004) 

Beliefs in privacy rights Positive (Yao et al., 2007) 

Consumers’ desired control over personal 

information 

Positive (Phelps et al., 2001) 

Decisional control Negative (Chen, Ping, Xu & Tan, 2009) 
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Computer anxiety Positive (Stewart & Segars, 2002) 

Self-efficacy No significant impact (Argawal, et al., 2000; Yao 

et al., 2007). 

Privacy disposition Positive (Yao et al., 2007; Xu et al., 2008) 

Table 3: Psychological factors and its influence on privacy concerns 

4.2.1.4 Knowledge and experience factors 

Personal knowledge and experience decrease information asymmetry and enhances an individual's ability 

to make rational choices regarding privacy issues and is subsequently ought to decrease privacy 

concerns. Experience factors are mostly studied together with knowledge factors as knowledge and skills 

are highly correlated. Empirical research show relatively consistent results through literature. Knowledge 

of media coverage on information misuse (Smith et al., 1996) has a positive impact on privacy concerns 

as well. More specific, internet literacy decreases privacy concerns (Dinev & Hart, 2005). 

Internet experience in general decreases privacy concerns (Bellman, Johnson, Kobrin & Lohse, 2004). 

More in specific, whether or not an individual already experienced information misuse and disclosure 

(Smith et al., 1996; Okazaki, Li & Hirose, 2009) or online privacy invasion (Bansal et al., 2010; Zviran, 

2008) seems to increase privacy concerns. Zviran (2008) found a positive relationship between web 

usage and the use of enhancing mechanism – e.g. using false names – and privacy concerns. For web 

skills and web experience, no significant relationship was found (Janda & Fair, 2004; Zviran, 2008) and 

internet use fluency an sich showed inconsistent results (Yao, Rice & Wallis, 2007; Yao & Zhang, 2008). 

Li (2011) noted that the inconsistent results for the latter might be explained by a potential curvilinear 

relationship where a person may become more concerned as the knowledge of privacy grows but the 

further accumulation of this knowledge might increase the ability to avoid privacy risks and accordingly 

decrease privacy concerns.  

Table 4 provides an overview of an individuals’ knowledge and experience factors and its influence on 

privacy concerns. 

Knowledge and experience factors Influence on privacy concerns 

Knowledge of media coverage on information 

misuse 

Positive (Smith et al., 1996) 

Previous experience with information misuse and 

disclosure 

Positive (Smith et al., 1996; Okazaki, Li & Hirose, 

2009) 

Previous experience with online privacy invasion Positive (Bansal et al., 2010; Zviran, 2008) 
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Internet experience Negative (Bellman, Johnson, Kobrin & Lohse, 

2004) 

Web usage and use of privacy-enhancing 

mechanisms 

Positive (Zviran, 2008) 

Web skills and web experience No significant impact (Janda & Fair, 2004; Zviran, 

2008) 

Internet use fluency and internet use Inconsistent results (Yao, Rice & Wallis, 2007; 

Yao & Zhang, 2008) 

Table 4: Knowledge and experience factors and its influence on privacy concerns 

4.2.2 Contextual factors 

4.2.2.1 Organizational factors and privacy interventions 

Privacy concerns are in the first place due to improper information practice by organizations and thus it is 

no surprise organizations themselves have an impact on an individuals’ privacy concerns. To decrease 

privacy concerns, organizations choose to establish privacy policies and empower them with third party 

assurances. Several studies found that both organizational initiatives reduce privacy concerns (Lwin, Wirtz 

& Williams, 2007; Andrade, Kaltcheva & Weitz, 2007; Wirtz, Lwin & Williams, 2007). Faja and Trimi (2006) 

found that each type of intervention that represents actions taken by the company to assure customers’ 

privacy - e.g. links to other websites, third party seals, and so on - positively impact the privacy perception 

of the company.   

To reduce uncertainties in a virtual environment, companies may also adopt alternative techniques. 

Pavlou, Lian and Xue (2007) tested the impact of social presence – the extent to which a consumer feels 

that the online environment closely resembles a physical interaction with a seller and creates the notion of 

human touch - and website informativeness – the level to which a consumer perceives that a website 

provides resourceful and helpful information about the seller. Both techniques alleviate privacy concerns 

(Pavlou et al., 2007). The reputation and trustworthiness of an organization also reduce privacy concerns 

towards that specific organization (Andrade et al., 2002; Yousafzai, Palister & Foxall, 2009). 

Table 5 provides an overview of organizational factors and privacy interventions and their influence on 

privacy concerns. 

Organizational factors & privacy interventions Influence on privacy concerns 

Establishment of privacy policies Negative (Lwin et al., 2007; Andrade et al., 

2007; Wirtz et al., 2007) 
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Third-party assurances Negative (Lwin et al., 2007; Andrade et al., 

2007; Wirtz et al., 2007) 

Privacy interventions that assure customers’ 

privacy 

Negative (Pavlou et al., 2007) 

Social presence Negative (Pavlou et al., 2007) 

Website informativeness Negative (Pavlou et al., 2007) 

Reputation of an organization Negative (Andrade et al., 2002; Yousafzai et al., 

2009) 

Trustworthiness of an organization Negative (Andrade et al., 2002; Yousafzai et al., 

2009) 

Table 5: Organizational factors and privacy interventions and their influence on privacy concerns 

4.2.2.2 Information contingencies 

Information contingencies is a term for the phenomenon that different people might perceive the same 

request to disclose personal data not as equally sensitive (Li, 2011). Information sensitivity and 

information types are two types of information contingencies. 

Literature indicates that information contingencies show similarities across different information types. 

When companies request several information types such as social security number (Metzger, 2007), 

financial data (Phelps, Nowak & Ferrel, 2000) and medical data (Röhm & Milne, 2004; Ackerman et al., 

1999; Bansal & Gefen, 2010), these requests go along with more privacy concerns. Rohm and Milne 

(2004) found that for medical data, this is, in particular, the case when their data is used by other 

companies with whom they have less frequent contact – e.g. companies that use their data for marketing 

versus the frequently visited drug store. In contrast, lifestyle characteristics and purchasing habits raise 

fewer privacy concerns than the aforementioned types of information (Nowak & Phelps, 1992; Sheehan & 

Hoy, 2000; Phelps et al. 2000). Malheiros et al. (2013) and Ji and Lieber (2010) noted that the more 

personally identifying the data is, the more it raises privacy concerns. Others, however, argue that we 

cannot assume that each individual is capable of knowing how data can be linked to identify individuals 

(Schomakers, Lidynia, Müllman & Ziefle, 2019). 

While certain types of information might be considered to increase or decrease privacy concerns, these 

assumptions – derived from research – might not be rules of thumb and thus not be applicable for all 

individuals (Zimmer, Arsal, Marzouq, Moore & Grover, 2010). Kokolakis (2017) pointed to the importance 

of information sensitivity as a moderator and the fact that plenty of research lacks inclusion of information 

sensitivity, leading to divergent results across literature. Information boundary control (Stanton & Stam, 

2003) notes that the perception of information is influenced by contextual factors and interpersonal 

relations. 
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To bridge this gap, few researchers have included the sensitivity of information as a moderated in their 

research model. Malhotra et al. (2004) examined the impact of information sensitivity on trust beliefs and 

behavioural intention and found that more sensitive information exerts a negative effect on users' attitudes 

and behaviour towards disclosing personal data. Lwin, Wirtz and Williams (2007) found that privacy 

concerns depend on the relevance of the requested data: concerns will rise if the requested data is 

irrelevant. 

4.2.3 Macro factors 

Macro-environmental factors are factors that transcend companies or data subjects. It serves as an 

umbrella term for cultural values, regulatory structures and social-relational factors. Culture and regulatory 

structures are strongly connected with each other: a country's regulatory approach to information privacy 

is the result of its cultural value and its citizens' privacy concerns (Milberg et al., 2000).  

4.2.3.1 Culture 

In literature, cultural values are often segregated over Hofstede's cultural values: power distance, 

individualism, masculinity and uncertainty avoidance. Milberg, Smith and Burke (2000) found support that, 

except for the latter which was found to have a negative impact of privacy concerns, all of these values 

are positively related to privacy concerns. Krasnova, Veltri and Günther (2012) consider uncertainty 

avoidance even to be a potential explanation for the privacy paradox as cultures with low uncertainty 

avoidance are more likely to fall to the optimistic bias – where people adhere an "it won't happen to me"-

attitude.   

Others investigated the impact of culture on information sensitivity. Schomakers et al. (2019) held a 

survey on German internet users where participants evaluated different data types and compared them to 

similar research in Brazil and the USA (Markos, Milne & Peltier, 2017). They noted several distinct 

differences in sensitivity perceptions between these countries but the rank orders of the perceived 

sensitivity was found very similar, indicating that there is a consensus on what characterizes information 

sensitivity across countries.  

4.2.3.2 Regulatory structure 

A country's regulatory approach to information privacy is the result of its cultural value and its citizens' 

privacy concerns (Milberg et al., 2000). Milberg et al. (2000) distinguish five regulation models: the self-

help model, the voluntary control model, the data commissioner model, the registration model and the 

licensing model. The self-help model depends on the data subjects themselves who are responsible to 

detect problems and approach the court. The voluntary control model relies on self-regulation of 

companies and the law defines specific rules such as the requirement for each company to appoint a 

representative that is responsible in the case of non-compliance. The data commissioner model relies on 

an ombudsman who handles complaints, offers advice on data handling and performs inspections of data-

processing operations. The registration model adds to the previous model the requirement that each data 
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bank containing personal information should be registered by a separate governmental institution. The 

final model, the licensing model, is most regulated. Whereas in the registration model the supervisory 

institution has no right to "deregister" information systems until complaints are received and investigation 

justifies the complaint, companies' information systems should meet specific conditions regarding the 

collection, storage and use of personal data and require approval for any use of data. The last model thus 

has anticipatory enforcement of principles whereas the previous one has a remedial one. 

This section is where the General Data Protection Regulation (GDPR) is situated. As the GDPR was only 

implemented in May 2018, research is very limited for this particular regulation. The GDPR is extensively 

discussed in part two of this literature research. 

Researchers observe an increasing demand from society regarding privacy protection and online privacy 

concerns have shifted from a private user matter to more societal concern (Baek, et al., 2014; Marwick & 

Boyd, 2004). Bellman, Johnson, Korbin and Lohse (2004) found that citizens of countries where no 

privacy regulation is present are more concerned about errors in databases and online transaction 

security. 

4.2.3.3 Social-relational factors 

According to the consumer socialization theory, parents play an important role as socialization agents and 

may influence the formation of youngsters privacy concerns (Liu, Rebecca & Lwin, 2013; Buijzen & 

Valkenburg, 2005; Moscardelli & Divine, 2007). Socialization agents are individuals or organizations who 

transform norms and attitudes to young consumers through modelling, social interaction and reinforcement 

(John, 1999). The phenomenon where parents use strategies to supervise the children's media use or help 

interpret media content is called parental mediation (Warren, 2001). There are two types of parental 

mediation: active and restrictive mediation. In the former, parents discuss with their children both the positive 

and negative aspects of internet content, teach them how to protect themselves etc. The latter is a term for 

parents that use restrictions to limit their children's internet use, e.g. limiting the number of hours they can 

spend surfing on the internet or deny access to certain web sites (Miyazaki, Stanaland & Lwin, 2009). Youn 

(2008) found support that both types of mediation are positively related to privacy concern, whereas the 

impact of active mediation is stronger (Youn, 2008; Nathanson, 1999). Another important socialization agent 

is peers (Youn & Shin, 2019) due to the presence of social norms within peer groups. Xu, Dinev, Smith and 

Hart (2008) discovered that social norms are found to be a significant predictor of disposition to value privacy 

and thus impact privacy concerns but no specific antecedents were recognized. In general, studies 

investigating social-relational factors are limited. 

4.3 Consequences of privacy concerns 

Literature review from Li (2011) distinguishes a vast amount of consequences that derive from privacy 

concerns. Trust and risk are the two most salient beliefs in information privacy-related context and 

evidence prove both concepts influence one's privacy disclosure intention (Malhotra et al., 2004). 
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Remarkably is that these concepts are proven to be antecedents of privacy concerns too, where they are 

included as a psychological factor. Li (2011) notes that literature provides evidence for an additional 

impact of both on behaviour intentions and therefore they are considered to be both an antecedent as a 

consequence of privacy concerns. 

4.3.1 Trust beliefs 

Trust is a concept that has been studied extensively through literature and its importance in the 

ecommerce environment has been widely recognized. However, there is a lot of disagreement about the 

definition, its characteristics, antecedents and outcomes. Most researchers agree that trust consist of 

three distinct beliefs or factors: ability, benevolence and integrity (Ridings, Gefen & Arinze, 2002). Ability 

refers to the skills or competencies that enable a party to have influence in a certain area. As such, ability 

is context-specific. In the context of this research, ability refers to the ability to preserve customers data 

privacy. Benevolence is the extent to which the expectation that trusting party will have a positive desire to 

do good to the trustee rather than just maximize profit. Thirdly, integrity is the trusting party’s perception 

that the trusted party will be honest and adhere to an acceptable set of principles (McKnight, Choudhury & 

Kacmar, 2002; Ridings, Gefen & Arinze, 2002). Malhotra et al. (2004) studied trust in a privacy-related 

context and define trust beliefs as the degree to which peoples believe a firm is dependable in protecting 

consumers’ personal information.  

The trust-building process towards a company is influenced by various factors as firm reputation, 

perceived security, social presence, privacy policies (Bansal et al., 2008; Culnan & Armstrong, 1999). This 

is thus more than just providing customers with privacy policies. Joinson, Reips, Buchanan and Schofield 

(2010), for example, recommend increasing companies trustworthiness with a professional look and feel 

of a companies’ website rather than providing strict privacy policies. 

Trust beliefs could go further than trust beliefs towards firms. This could concern trust beliefs towards 

other members of SNS or towards governments as well. The latter barely has been investigated in the 

literature. Dwyer and Hiltz (2007) investigated the interactions of privacy concerns, trust and disclosing 

behaviour on Facebook and MySpace. Participants stated similar levels of privacy concerns for both SNS 

but Facebook members indicated to have more trust towards the website and its members than MySpace 

members. Consequently Facebook members were more willing to share identifying information in their 

profile but MySpace members were remarkably more active in their development of new relationships. 

Dwyer and Hiltz (2007) did not find evidence for a potential driving factor but highlight the complicated 

interactions between privacy concerns, trust beliefs and disclosing behaviour. 

A lot of studies have investigated the impact of privacy concerns on trust beliefs in several contexts and 

most of them find a negative impact but sometimes no relationship and, surprisingly, even a positive 

relationship was found (Bansal, Zahedi & Gefen, 2010, Van Slyke et al., 2006). Li (2011) notes this is due 

to the complex relationship between both. 
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4.3.2 Perceived risks and uncertainties 

Perceived risks refer to the expectation that a high potential for loss is associated with the release of 

personal information to the firm (Malhotra et al., 2004). In contrast to trust beliefs, results show more 

consistency through literature. As trust beliefs and perceived risks are negatively correlated (Xu et al., 

2005), privacy concerns have a positive effect on perceived risks (Malhotra et al., 2004, Van Slyke et al., 

2006).  

Perceived risks and uncertainties are two concepts that come together. Perceived uncertainty refers to the 

extent to which the outcome of a transaction cannot be accurately predicted by the buyer because of the 

seller and product-related factors. Accordingly, this is positively related to privacy concerns as well 

(Pavlou et al., 2007).   

4.3.3 Behavioural intention 

Behavioural intention embraces a lot of forms. Literature has investigated forms as the intention to 

disclose personal data, to transact, to undertake protective actions, to opt-in etc. In general, privacy 

concerns have a positive relationship with the intention to disclose or transact and accordingly a positive 

relationship with the intention to protect oneself (Li, 2011). Belanger, Hiller & Smith (2002) however argue 

that other factors such as pleasure attributes – e.g. satisfying and enjoyable experience for the customer - 

might influence behavioural intention too. 

4.3.4 Perceived benefits 

As the privacy calculus postulates, disclosing data has its benefits as well. These benefits could be both 

monetary as non-monetary. Monetary benefits are usually discounts or free shipping. Literature reveals a 

positive impact of monetary benefits on behavioural intention (Li, Sarathy & Xu, 2010; Yang & Wang, 

2009; Hann, Hui, Lee, & Png, 2007). Andrade et al. (2002) however note that the inappropriate 

compensations unnecessarily raises privacy concerns. Non-monetary benefits include societal benefits, 

compensations and other kinds of benefits such as memberships (Zimmer et al., 2010). Son and Kim 

(2008) found that complaining  about services, products or even employers on SNS, is beneficial for the 

one who shares this because they desire to seek a remedy for themselves as well as the desire to prevent 

others from having the same problem. Another example of societal benefits is increasing one's network by 

disclosing personal data (Krasnova et al., 2009). Compensations embody forms of convenience such as 

customized marketing or websites, timesaving – e.g. one-click ordering on e-commerce websites – and so 

on (Hann et al., 2007). It is no surprise that perceived benefits alleviate intentional disclosure (Hann et al., 

2007; Andrade et al., 2002; Li et al., 2010; Yang & Wang, 2009) 

4.3.5 Actual behaviour 

How privacy concerns influence – whether or not through behaviour intention - actual behaviour, is where 

the privacy paradox takes place. For more literature research on this relationship between, we refer to 
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section two as it already extensively discusses the relationship between privacy concerns and privacy 

behaviour.   

Just as behavioural intention, actual behaviour comes in many forms. This could be disclosing behaviour 

in general, protective behaviour, transaction behaviour and so on. These behaviours could be split up on 

their turn as well. Protective behaviour can imply misrepresentation, refusal to provide information, 

removal of information, negative word-of-mouth, complaining to the company and complaining to third 

parties, refraining of surfing, cancelling online spending, reducing online spending and so on (Son & Kim, 

2008; Zviran, 2008). 

4.4 Proposed framework based on the existing literature 

Based on a previous framework from Li (2011), Xu et al. (2014) and Miltgen and Guillard (2014), a 

framework is proposed for this research in order to gain a holistic view of the complex relationships 

between antecedents and consequences of privacy concerns. Privacy concerns form a central construct 

between antecedents – factors that influence privacy concerns – and consequences of privacy concerns. 

Research shows it is a very complex matter to identify all factors that influence and correlate with privacy 

concerns and privacy behaviour (Gerber et al., 2018). As the privacy paradox can be seen as to whether 

or not there is a significant relationship between privacy attitude and privacy behaviour, we choose to use 

this framework to investigate the privacy paradox. 

Phelps, D'Souza and Nowak (2000) state that researchers need to determine the antecedents of privacy 

concerns. Almost all empirical privacy research in social sciences relies on the measurement of a privacy-

related proxy. This is due to the complexity and existing inconsistencies in defining privacy and due to the 

observation that privacy relies more on cognitions and perceptions rather than on rational assessments 

(Xu et al., 2011).  Consequently, this is a highly personal matter and thus makes it hard for researchers to 

derive general conclusions. Over time, the focus has shifted from privacy-related proxies labelled as 

"privacy beliefs", "privacy attitudes" and "privacy perceptions" to "privacy concerns" as a central construct 

(Xu et al., 2011) - in particular within the field of information systems. Figure 1 summarizes a proposed 

framework of privacy construct, based on the existing literature. 
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▪ GDPR 

1 WHAT DOES THE GDPR STAND FOR?  

GDPR is short for General Data Protection Regulation and replaces the Data Protection Directive 

95/46/EC. The regulation consists of 11 chapters divided into 99 articles. 

The key difference between the GDPR and the Directive 95/46/EC is that the GDPR is a regulation which 

means it is an enforceable law in all member states of the EU. Whereas previous data regulation 

concerned a directive which sets a goal that EU countries must achieve and provides them with the 

freedom to devise their own laws to reach these goals (General Data Protection Regulation, 2016). This 

led to a great variety of national laws within the EU. Not surprisingly, the GDPR is implement to harmonize 

data privacy laws across Europe to protect and empower all EU citizens data privacy to a bigger extent 

and reshape the way organizations approach data privacy. 

The GDPR requires each member state to establish an independent public authority that is held 

responsible to supervise the application of the GDPR. This body is called the Data Protection Authority 

(DPA). Additional to its supervision task, the DPA provides advice regarding GDPR issues and handles 

complaints regarding the GDPR. 

Noteworthy is that the GDPR makes a distinction between different categories of personal data. By doing 

so, the GDPR tries to anticipate the existence of information sensitivity. It grants special categories of 

personal data a higher level of protection. These special categories are seen as more sensitive than 

others and are determined as data that reveal racial or ethnic origin, political opinions, religious or 

philosophical beliefs, trade union membership, genetic and biometric data, health data, data regarding 

one's legal history or data concerning one's sex life or sexual orientation. Except for some cases, it is In 

principle prohibited to collect, register or ask the disclosure of this type of personal information. 

Logically, the effect of the GDPR is twofold: it has implications for both data subjects – consumers – and 

data objects – controllers and processors of personal data. Of course, both sides interfere with each other: 

each acquired right for the data subjects have implications for the data objects. The latter should strive to 

maintain the preservation of the data subjects' rights. 

2 DEFINITIONS (ARTICLE 4) 

Before deepening further into the GDPR, four relevant definitions are cited from the GDPR (General Data 

Protection Regulation, 2016). These definitions are integrally copied from the GDPR itself.  

(1) ‘personal data’ means any information relating to an identified or identifiable natural person (‘data 

subject’); an identifiable natural person is one who can be identified, directly or indirectly, in particular by 

reference to an identifier such as a name, an identification number, location data, an online identifier or to 
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one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social 

identity of that natural person. 

(2) ‘processing’ means any operation or set of operations which is performed on personal data or on sets 

of personal data, whether or not by automated means, such as collection, recording, organisation, 

structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, 

dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction. 

(7) ‘controller’ means the natural or legal person, public authority, agency or other body which, alone or 

jointly with others, determines the purposes and means of the processing of personal data; where the 

purposes and means of such processing are determined by Union or Member State law, the controller or 

the specific criteria for its nomination may be provided for by Union or Member State law. 

(8) ‘processor’ means a natural or legal person, public authority, agency or other body which processes 

personal data on behalf of the controller. 

3 IMPLICATIONS FOR THE DATA OBJECTS 

3.1 Increased territorial scope (article 3) 

The GDPR applies to all companies processing and controlling personal data of data subjects residing in 

the EU, regardless of the company’s location. This implies that the GDPR is also applicable for processors 

and controllers that are established outside the EU. Moreover, non-EU businesses that process data of 

EU citizens are required to appoint a representative in the EU. 

3.2 Penalties (article 83) 

Non-compliant organizations are subject to administrative fines. Each Member State has at least one 

independent public supervisory authority that is held responsible for monitoring the application on the 

GDPR (article 51).   

The altitude of the administrative fines are determined by several criteria such as the gravity and duration 

of the infringement, whether the infringement was intentional or due to negligence, whether or not any 

action was taken to mitigate the damage suffered by the data subjects, which categories of personal data 

was affected – thus related to the sensitivity of the data, the degree of responsibility the company has 

regarding the measurements taken to be GDPR-compliant, which history the data object has regarding 

previous infringements, and so on.  

Infringements of the GDPR criteria are subject to administrative fines. Based on the aforementioned 

criteria these fines can be divided into two categories. The first category can mount up to 10 000 000 EUR 

or in the case of an undertaking, up to 2% of the total worldwide annual turnover of the preceding financial 

year – whichever is higher. The second category can mount up to 20 000 000 EUR or in the case of an 
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undertaking, up to 4% of the total worldwide annual turnover of the preceding financial year – whichever is 

higher. 

3.3 Data protection officer (DPO) (article 37 – 39) 

A controller or processor of personal data has to appoint a data protection officer when one of the 

following conditions are met: the processing is done by a public authority or the company’s core activities 

consist of processing personal data on a large scale or personal data of special categories or data relating 

to criminal convictions and offences.  

The DPO serves as a point of contact for both data subjects as the supervisory authority. Furthermore, the 

DPO is held responsible to inform and advise the controller or processor its employees who carry out the 

processing, monitor compliance with the GDPR, provide advice to the top management and cooperate 

with the supervisory authority. 

The DPO has to be appointed based on professional qualities and in particular expert knowledge of data 

protection law. The DPO may be a staff member of the controller or an external service provider. He 

cannot carry out any other tasks that could result in a conflict of interest and must report directly to the 

highest level of management. The controller must provide any resources necessary to carry out his task 

and must have all access to personal data and processing operations. 

3.4 Data protection by design and by default (article 25) 

Controllers and processors must include data protection from the onset of the designing of systems, rather 

than an addition. Appropriate technical and organisational measures have to be done to ensure that only 

the necessary data for a specific purpose are processed. This principle is also known as ‘data 

minimisation' and applies for the amount of personal data collected, the extent of their processing, the 

period of their storage and their accessibility. In particular, such measures must ensure that by default 

personal data are not made accessible without the individual's intervention to others. 

4 IMPLICATIONS FOR DATA SUBJECTS 

4.1 Transparent information and communication (article 12 & 13) 

The controller needs to take appropriate measures to provide information relating to the processing of the 

data subject. This needs to communicate in a concise, transparent and easily accessible form. 

Additionally, the data subject has the right to request more information and this request should be 

answered within one month. From the very moment personal data is collected, the controller should 

provide the identity and contact details of the controller or those of the DPO when the company employs 

one. Subsequently, the data subject should be informed about the purpose of the processing for which the 

personal data are intended as well as the legal basis and more details about the data processing such as 

the time period for which the personal data will be stored and whether or not the personal data is 
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exchanged with a third country. The controller has to remind the data subject of his rights regarding the 

usage of their personal data.  

4.2 Right of access (article 15) 

The data subject has the right to obtain confirmation whether or his or her personal data are being 

processed. If this is the case, the data subject has the right to access this personal data and request for 

which purpose this personal data is gathered, how it is processed and to which recipients it will be 

disclosed. This change is a dramatic shift to data transparency and empowerment of data subjects. 

4.3 Right to rectification (article 16) 

Data subjects have the right to rectify inaccurate personal data concerning him or her. Additional he/she 

has the right to complete lacking personal data. 

4.4 Right to be forgotten (article 17) 

Data subjects have the right to compel the controller to erase personal data if one of the following three 

conditions is met: the personal data are no longer relevant in relation to the purpose of the data collection 

or processing, the data subject withdraws his or her consent or in the case the collection or processing 

lacks a legal ground. This erasure has to be done immediately if one of these conditions are met. In some 

cases, this right is not exercisable – e.g. when the collection of the personal data has a scientific purpose 

or is used for legal cases and so on. 

4.5 Right to restriction of processing (article 18) 

In certain scenarios, the data subject has the right to restrict the processing of his or her data. The data 

subject can exercise when one of the following conditions is met: the accuracy of the personal data is 

contested by the data subject, the processing is unlawful (the data subject might opt the restriction of 

processing instead of erasing the personal data) or when the controller no longer needs the personal data 

for the initial purposes of the processing. 

4.6 Right to data portability (article 20) 

The data subject has the right to get a view on their own personal data which he / she has provided to a 

controller. Furthermore, the data subject has the right to transmit those data to another controller. This 

data should be provided in a structured, commonly used and machine-readable format. The controller has 

one month to respond to this request. 

4.7 Right to object (article 21) 

In certain circumstances, the data subject has the right to object the processing of his or her personal 

data. This could be countered by the controller by demonstrating compelling legitimate grounds which 

override the interests, rights and freedom of the data subject or in the case of legal claims. If the personal 
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data are processed for direct marketing purposes such as profiling to the extent that it is related to direct 

marketing, the data subject has the right to object. 

4.8 Breach notification (article 33) 

In the case of a personal data breach which is likely to result in risk regarding the data subjects' rights and 

freedoms of natural persons, the controller has to notify this to the supervisory authority immediately and 

where feasible, within 72 hours after having become aware of it. 

4.9 Consent (article 7) 

The request for consent has to be presented in a manner which is distinguishable from other information 

in an intelligible and easily accessible form, using clear and plain language. The data subject has the right 

to withdraw his consent at any time. Withdrawing consent must be as easy as giving consent.  

5 THE GDPR AND PRIVACY IN BELGIUM: STATUS QUO 

5.1 The GDPR from a business perspective 

The introduction of the GDPR created a lot of buzz in Belgium. A lot of companies feared the high fines for 

non-compliance and consultancy agencies gladly benefited from this. The fear that prevailed was however 

misplaced: the Belgian Data Protection Authority (DPA) – which is called 

“Gegevensbeschermingsauthoriteit” (GBA) – took a very passive role as barely any controls were held, no 

fines were issued and few to none complaints were notified. In January 2019, six months after the GDPR’s 

implementation, only 442 data leaks were notified. This is 0,27% of the total amount of complaints the 

European Commission received. For comparison: in the Netherlands, the number of complaints amounted 

up to 21.000 (“Privacywaakhond controleert strenger op naleving GDPR-regels,” 2019). Except for most 

banks, insurers, multinationals and a handful entrepreneurs with good intentions, the majority of Belgian 

companies did not or not sufficiently take action to comply with the GPDR and this despite the buzz it 

created for a vast amount of companies. The underlying reason is based on the fact that these non-

complaint companies noted that checks were barely made and certainly, no fines were imposed by the 

GBA (“Eén jaar GDPR: een last of een lust voor ondernemers? - Sirius Legal,” 2019).  

The GBA issued its first fine one year after the implementation of the GDPR, and this only for an amount 

of 2.000 euros (“Belgische gegevensbeschermingsautoriteit schrijft eerste GDPR-boete uit,” 2019). The 

fine was issued to a mayor who misused email addresses for the upcoming municipal elections in October 

2018. The GBA reportedly said they wanted this fine to be a symbolic fine to set an example rather than a 

punishment. Since the Cambridge Analytica data scandal revealed that personal data of millions of 

people’s Facebook profiles were used without their consent for pollical advertising, usage of personal data 

for electoral purposes has been raising a lot of ethical questions. During the most recent national 

elections, Vlaams Belang, an extreme-right wing party did remarkably better than previous years while at 
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the same time they also spent most on Facebook adds. This on his turn rose debate about the use of 

Belgian citizens’ data (“Onrust over politieke advertenties op Facebook,” 2019).  

The reason the GBA held a passive position is due to a structural matter: as Belgium has three official 

languages, all three languages should be represented in the executive committee. Besides the Dutch and 

French-speaking part, Belgium has a minor part that speaks German. Finding a German speaking 

member for the executive committee, took longer than expected and only on the 24th of April 2019, eleven 

months after the introduction of the GDPR, a suitable German speaking member was found and members 

of the committee could finally take the oath. The president of the committee announced that now the 

executive committee finally has taken place, the GBA will take more actions to punish non-compliant firms 

and play a more prominent role rather (“Privacywaakhond controleert strenger op naleving GDPR-regels,” 

2019). 

Not surprisingly, the first year of the GDPR is viewed very sceptically by privacy critics, saying that in 

theory it all sounds very good but seems to be different in practice. After all, these critics all agree that it 

surely has a positive impact and it led to a necessary change in mentality from companies. Others see the 

GDPR as an opportunity to get more insight in which data their company collects, where they get collected 

and how they could be used more efficiently, opportunities to digitalize their company, optimize processes 

and interference between business departments and so on. 

5.2 The GDPR from a governmental perspective 

Data collection by the government has not been undisputed during the last several years. The various 

terrorist attacks in Europe in general and especially the one in Brussels in March 2016, led to additional 

measures taken by the Belgian to identify criminals and prevent organized crimes and terrorist attacks. 

The first measure the Belgian government took was making use of the so-called Automatic Number Plate 

Recognition (ANPR) cameras. On the long term, 3.000 of these cameras will be distributed over the whole 

country and are intended to prevent terrorist attacks and organized crimes. These smart cameras are 

capable of more than just identifying number plates of criminals: facial recognition technology is 

implemented and data of all citizens – and thus not only criminals - is stored for one year. The government 

is thus, in fact, able to accurately watch citizens' driving behaviour and movements in general (“ANPR-

camera’s fotograferen niet enkel nummerplaat,” 2017). 

The terrorist attacks in Brussels in March 2016 and Paris in November 2015 revealed that terrorists were 

able to travel freely as a result of identity fraud. This led to the proposal to include fingerprints on the ID's 

of Belgian citizens. Although the privacy commission negatively advised this proposal by stating that "it 

does not comply the current privacy law", the proposal was eventually enforced: from April 2019, you are 

only able to receive a new ID in return for your fingerprints ("Vanaf april 2019 vingerafdrukken op 

identiteitskaart,” 2018). More recently, the federal police announced to make use of smart cameras in the 
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Zaventem-based airport for the same purposes as the ANPR cameras (“Topman federale politie: ‘We 

gaan camera’s met gezichtsherkenning inzetten in Zaventem,’” 2019). 

This list of recent actions by the Belgian government is not undisputed and raise a lot of questions as they 

are seen as an intrusion of Belgian citizens' privacy by privacy critics and the media and opponents even 

argue that Belgium shows tendencies to become a police state (eg. “‘Geen wettelijke basis voor camera’s 

met gezichtsherkenning op luchthaven,’” 2019; “‘Kom niet klagen als er binnen twee jaar een camera voor 

je deur staat, het is voor je eigen veiligheid,’” 2018). Professor and privacy expert De Hert questions 

whether the GBA will have as much attention for the Belgian government as for the big technology 

companies. 

5.3 Consumer perspective 

Research that investigates Belgian consumers’ perspective on privacy is rather limited. A survey – called 

the Digimeter - from Imec on 4547 Flemish citizens, however, provides insight on the use of media and 

technology in Flanders. In their most recent survey – they did this survey each year from 2009 on – they 

note that the revelations from the Cambridge Analytica data scandal were a turning point to view online 

privacy as a fundamental human right (Imec, 2019). Furthermore, they indicate that the implementation of 

the GDPR increased consciousness about privacy right. 

Concretely, the survey revealed that 20% of the sample reports to read the general privacy policies for half 

of the situations where they register online. They indicate a positive relationship between age and reading 

privacy policies as well as a positive relationship between the daily usage of smartphones and reading 

privacy policies. Additionally, they found that people who think they have control over the collection of their 

data, tend to take less action to protect their privacy. In general, Imec determines a negative perception of 

Flemish citizens about the way companies treat their personal data: two out of three states to have no 

control over what data is being collected and pities the lack of companies’ transparency regarding data 

usage (Imec, 2019). The older they are, the more negative their perceptions are about companies’ 

transparency.  

A report from Sirius Legal, a business law firm, noted that the GDPR has boosted consumer awareness. 

This in particular in terms of a growing consciousness with regards to what is done with their collected 

data and especially what could be done with it. They note that consumers value their privacy more 

because they are more aware of how companies use their data and are at the same time more aware that 

their data is being sold to third parties. Consumers no longer wat to be questioned, watched and analysed. 

They want more control about what data is being shared and with whom. This new perception consumers 

have about privacy creates opportunities for companies who want to distinguish themselves, promoting 

data privacy to be real sales argument (“Eén jaar GDPR: een last of een lust voor ondernemers? - Sirius 

Legal,” 2019). Unfortunately Sirius Legal does not provide evidence but as it is in line with the Digimeter 

from Imec, these are no loose calls.  
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PART II: METHODOLOGY 

1 GOAL & HYPOTHESES 

The extensive literature research barely found any studies that investigated the impact of privacy 

regulation on privacy attitudes and behaviour, not to say it is non-existent. Our goal is to contribute to this 

gap and investigate the impact the GDPR has on personal information disclosure behaviour and trust. The 

research is thus twofold: on the one hand, it studies the relationship between privacy regulation and 

personal information disclosure behaviour and on the other hand, it studies the relationship between 

privacy regulation and trust.  

Literature research postulates a complex relationship between trust and privacy concerns as research 

finds evidence that it is both an antecedent and a consequence of the central construct privacy concerns. 

This phenomenon is implemented in the proposed framework as trust beliefs can be found as an 

individual factor determining privacy concerns and as a consequence of privacy concerns, on its turn 

determining behavioural intention. 

We suggest the GDPR increases trust and this in two particular ways. Firstly we propose that trust beliefs 

towards companies will grow because the enforcement of the GDPR requires companies to take more 

privacy measures to preserve consumers' data in general, its territoriality is increased as it is now 

applicable for all companies collecting or processing data of EU-citizens and penalties for non-complaint 

firms increased compared to previous privacy laws. Therefore we suggest: 

Hypothesis 1a: Having knowledge about the GDPR and its implications has a positive influence on data 

subjects’ trust towards companies. 

The same reasoning applies for trust towards the government. We propose that the GDPR will benefit 

citizens' trust towards the government as they should comply with the GDPR as well. Governments are 

the ones to set an example for companies to comply with the GDPR but sometimes people see the 

government as a "Big brother" that continuously tracks citizens' behaviour. We do think that those people 

who see the government in such a manner might change their view when they have enough knowledge 

about the GPDR and what it stands for. 

Hypothesis 2a: Having knowledge about the GDPR and its implications has a positive influence on data 

subjects’ trust towards the government. 

The other aspect of the research focusses on the effect of the GDPR on disclosure behaviour while taking 

into account the moderating effect of information sensitivity. We propose a different impact of the GDPR 
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on personal information disclosure behaviour for personal information that is perceived as highly sensitive 

and personal information that is perceived as less sensitive. Therefore we propose the following: 

Hypothesis 3a: Having knowledge of the GDPR and its implications has a positive influence on data 

subjects’ willingness to disclose personal information perceived as highly sensitive. 

Hypothesis 4a: Having knowledge of the GDPR and its implications has a neutral impact on data subjects’ 

willingness to disclose personal information perceived as less sensitive. 

2 DESIGN 

The research has a 2 (low knowledge about the GDPR vs. high knowledge about the GDPR) x 2 (low 

sensitivity vs. high sensitivity) mixed design. To which group each individual belongs, depends on the 

knowledge participants have about the GDPR’s implications and on how sensitive participants perceive 

the requested information to be.  

As we assume it is not very likely that a lot of people have a lot of knowledge of the implications of the 

GDPR, we manipulate this by providing half of the participants with additional information about the 

GDPR. Participants are thus exposed to either the condition of receiving additional information or the 

condition not to receive additional information about the GDPR and are randomly assigned to one of both 

conditions. The manipulated group is named the treatment group hereafter whereas the group that did not 

receive extra information about the GDPR is labelled as the control group. 

To keep the experiment as accessible and understandable as possible, the provided information is kept 

simple and brief without getting too much lost in details but at the same time extensively enough as no 

information about the GDPR should be withheld.  

At the end of the experiment, a manipulation check is included. Participants are shown five statements 

about the implications the GDPR has on personal data and are asked to honestly state whether or not 

they have knowledge of these implications. Participants that indicate to be aware of at least four out five of 

the implications, are registered to have high knowledge about the GDPR. 

For the first two hypotheses that investigate the impact of participants knowledge about the GDPR on trust 

behaviour, we simply compare the level of trust of the high knowledge group with the results of the low 

knowledge group. For the other two hypotheses, we compare the participants' willingness to disclose 

moderated by perceived information sensitivity. 

3 PROCEDURE & MEASURES 

As a matter of introduction, all participants are informed of what is meant with personal data. For the 

control group, this was the only information they received whereas the treatment group received additional 

information about the GDPR. As the research focusses on the Flemish population, the experiment was 
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held in Dutch. By means of not to mistranslate the provided info the participants received, these sections 

are not translated to English. 

Both groups received the following information about personal data at the start of the survey: 

Gelieve onderstaande tekst aandachtig te lezen. Dit is van cruciaal belang voor het onderzoek. 

Persoonsgegevens is een overkoepelde term voor alle informatie die direct of indirect iets over jou of 

iemand anders zegt. Dit is iets zeer breed en kan bijvoorbeeld het volgende zijn: naam, adres, 

geboortedatum en –plaats, klantennummer, e-mailadres maar ook bijvoorbeeld uiterlijke kenmerken, 

locatiegegevens, browsergeschiedenis, bloedgroep, gewicht, lengte, hobby’s enzovoort. 

Persoonsgegevens worden ook vaak gewoon “gegevens” of “data” genoemd. Wanneer in de vragenlijst 

gesproken wordt over gegevens of data, wordt dus eigenlijk persoonsgegevens bedoeld. 

As sensitivity is investigated as a moderator, perceived sensitivity is measured before the manipulation 

took place. Participants received ten items for which they had to rate to which extent they find the 

requested information to be sensitive. 

After the sensitivity has been measured, the treatment received the following information at the start of the 

survey: 

Op 25 mei 2018 ging de GDPR, een nieuwe privacywet, in België (en anderen EU-lidstaten) van kracht. 

De GDPR heeft als doelstelling om de Belgische (en Europese) burger zijn of haar privacy beter te 

behouden en meer controle te geven over de manier waarop zijn of haar persoonsgegevens gebruikt 

worden. De GDPR biedt een duidelijke structuur waarbinnen bedrijven kunnen opereren in die zin dat de 

privacy van de burgers behouden wordt. Deze wetgeving geldt voor alle bedrijven en overheden die 

persoonsgegevens van Belgische (en Europese) burgers bezit.  

Wat zegt de GDPR over het verzamelen van persoonsgegevens? 

• Persoonsgegevens mogen enkel verzameld worden als men hier uitdrukkelijk toestemming voor 

gegeven heeft (bijvoorbeeld om een wekelijkse nieuwsbrief te sturen).  

• Indien uw persoonsgegevens verzameld worden, moet degene die uw persoonsgegevens 

verzamelt uitdrukkelijk vermelden welke gegevens verzameld worden en waarom deze precies 

verzameld worden. 

• Persoonsgegevens mogen enkel en alleen verzameld worden gedurende een periode die in lijn 

ligt met de reden waarom ze verzameld worden. 

Wat zegt de GDPR over het opslaan van persoonsgegevens? 

• Persoonsgegevens mogen enkel opgeslagen wanneer deze voldoende beschermd kunnen 

worden. 
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• Wanneer deze bescherming niet meer gegarandeerd kan worden en er mogelijkheid is tot het 

verlies van data (met andere woorden: mijn persoonsgegevens worden blootgesteld aan 

anderen), moet dit binnen de 72 uur gemeld worden. 

• Wanneer uw persoonsgegevens opgeslagen worden, heeft u het recht om deze gegevens te 

bekijken, gebruiken, verbeteren en laten verwijderen. Men moet u ook een elektronische kopie 

kunnen voorzien van alle data die men heeft over u. 

• Wanneer u bedrijven toestemming gegeven heeft om uw data op te slaan, heeft u het recht om 

deze toestemming terug in te trekken. Het intrekken van deze toestemming moet even 

gemakkelijk zijn als het geven van deze toestemming. 

Wat zegt de GDPR over het toezien op het naleven van de GDPR? 

• Bedrijven waar meer dan 250 werknemers werken, moeten een zogenaamde Data Protection 

Officer aanstellen die toeziet op het naleven van deze privacy wetgeving. 

• In België is er een onafhankelijke instelling die toeziet op de naleven van de GDPR. Deze 

instelling heeft de macht om monsterboetes uit te delen wanneer men de GDPR niet naleeft. 

After participants have read this information, they had to express their willingness to disclose for the same 

items they previously indicated the perceived sensitivity. Consequently, their level of trust towards 

respectively companies and governments was measured by providing five statements which they had to 

rate on a seven-point Likert scale. The statements to measure trust towards companies included a check 

to identify unwary participants or robots (the statement "Select ‘agree' here"). Afterwards, participants had 

to indicate their age, gender, education and select whether they live in Flanders, Brussels or Wallonia. 

Finally, the manipulation check was done where participants were asked to state their knowledge about 

the GDPR and were thanked for their participation. 

4 SAMPLE 

The data used in this research was collected during the 29th of July until the 31st of July 2019. During 

these days, the experiment was heavily distributed through social media. Most of the data collection took 

place by sharing the link via Facebook. The experiment was posted in several Facebook group which had 

an enormous impact on the number of participants. This led to a sample of 490 participants.   

The research has been conducted on Belgian citizens that live in the northern, Flemish part. Each year, 

Imec, an R&D hub in digital technologies, examines the so-called Digimeter that measures to what extent 

Flemish citizens are digitalized by taking surveys. The Digimeter has a similar Walloon counterpart, but is 

less comprehensive and does not gauge the particular insight towards privacy-related attitudes and 

behaviour as the Digimeter does. Datanews compared two reports in 2017 and found that, based on 

digital usage such as the families having an internet connection, smartphones, tablets, computers and so 

on, there is a slight distinction between digitalisation for Flemish and Walloon inhabitants (“Wallonië loopt 
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achter op Vlaanderen in digitalisering," 2017). To preserve homogeneity within the sample, we chose only 

to survey inhabitants of the Flemish region. Furthermore, this enables us to compare our sample results 

with the Digimeter that was held in 2019 as a section of the experiment uses the same questions that 

were used in the Digimeter. As the research only focusses on the Flemish population, one observation 

has been removed that indicated not to live in Flanders.   

The questionnaire included a check to identify unwary participants and robots where participants simply 

had to select ‘agree’ on the statement “Select agree here”. Unfortunately, 132 participants did not pass 

this check as they did not select ‘agree’. This makes their observations invalid, reducing the sample from 

489 to 357 valid observations. From these 357 observations, 169 participants received additional 

information about the GDPR while 188 did not receive any additional information as can be seen in table 

6. For the output in SPSS, we refer to appendix 2. 

 Treatment group Control group 

N 169 188 

Table 6: Sample's distribution for the treatment group and control group 

Gender showed a 40% versus 60% distribution for respectively males and females. 60% of the sample 

had either accomplished a bachelor (40%) or master (20%) degree while the other 60% indicated to have 

a high school diploma. Although the experiment was mostly distributed through social media, the sample 

showed a good distribution concerning participants’ age (M = 38,77; SD = 14,70). Despite this good 

distribution, frequencies indicated that younger people were most represented: one-quarter of the sample 

was less than 25 years old, while 15% was aged between 22 and 24 years old. People older than 65 

years are less presented. How the sample is distributed in terms of age categories can be seen in table 7 

underneath. For the output in SPSS, we refer to appendix 3. 

Age (years) % 

< 25 26,6 

25-34 19,6 

35-44 17,9 

45-54 17,1 

55-64 13,7 

> 65 5,0 

Total 100,0 

Table 7: Sample’s distribution for age categories  

5 MEASURES: VARIABLES 

To recapitulate, the first two hypotheses investigate the impact of an individuals’ knowledge about the 

GDPR on trust towards companies and trust towards the government. The third and fourth hypothesis 
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investigate the impact of an individuals’ knowledge about the GDPR on ones willingness to disclose 

personal data moderated by information sensitivity. 

5.1 Dependent variables 

As this research investigates the impact of the GDPR on people's trust and their willingness to disclose, 

the dependent variables vary for the different hypotheses. The following section distinguishes two 

dependent variables: one's willingness to disclose and trust. 

5.1.1 Trust 

As noted before, we make a distinction between trust towards companies and trust towards the 

government. In order to do so, ten relevant statements are provided which participants have to rate on a 

seven-point Likert scale - ranging from “1 strongly disagree to “7 strongly agree”. These statements are 

derived from Malhotra et al.’s (2004) research that studied trust towards companies by using five 

statements for which participants had to indicate to what extent they agree with these statements.  

To measure trust towards the government, the actual statements were slightly adapted from the original 

instruments to capture trust towards the government. They are modified as little as possible as this 

enables us to better identify whether knowledge about the GDPR has a different impact on trust towards 

companies when compared to trust towards the Belgian government.  

5.1.2 Willingness to disclose 

To measure one's willingness to disclose, participants have to indicate to what extent they are willing to 

disclose certain types of information based on a 7-point Likert scale ranging from “1 never willing” to “7 

always willing”. This is setup is similar to the research set-up of Imec’s Digimeter of 2019. By doing so, we 

are able to compare our results directly with the results obtained from Imec’s Digimeter. Participants are 

asked to do this for 10 different types of information. These types of information are the same selection of 

items that were asked in research from Imec’s Digimeter..  

5.2 Independent variables 

5.2.1 Knowledge about the GDPR 

As mentioned in the research setup, we manipulate for knowledge about the GDPR by providing the 

treatment group additional information. It is however possible that participants that are not given additional 

information about the GDPR might have a lot of knowledge of the GDPR and its implications. Therefore 

we check this manipulation by providing the participants from both the control group and the treatment 

group statements to which they have to indicate whether or not they are aware of the statement (“I am 

aware of this” vs. “I am not aware of this”). These statements are the same statements that are literally 

provided to the treatment group at the beginning of the survey. Participants that did not receive additional 

information but score high on this and thus report to have high knowledge about the GDPR are then 

relocated to the treatment group. These questions are asked at the end of the questionnaire to avoid that 
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people from the control group link the survey with the GDPR. As no research has been done yet to 

measure participants’ knowledge about the GDPR, this section of the questionnaire has unfortunately not 

been validated so far.   

5.2.2 Sensitivity of requested information 

A distinction is made between how sensitive participants perceive the requested information to be. For 

each type of requested information, participants have to indicate how sensitive they consider the 

requested information to be on a 7-point Likert scale ranging from “1 not sensitive at all” to “7 very 

sensitive”. This measurement method has precedence in prior research (Schomakers et al., 2019; Markos 

et al., 2017; Mothersbaugh et al., 2007).  

5.3 Control variables 

The research controls for a few demographic factors. These control variables are also used to get more 

insight into the characteristics of both the control and treatment group and to identify differences and 

similarities between both. Age, gender, income, education, occupation are requested from the 

participants. These characteristics are frequently used in previous research and are ought to be most 

important (Phelps, D’Souza & Nowak, 2001; Dinev & Hart, 2006). Although the integrative framework 

mentions plenty more variables that might have an impact on trust and willingness to disclose, it is out of 

our reach to study these numerous relationships.  

6 RESULTS 

6.1 Manipulation check 

To see if the manipulation actually manipulated its intended purpose (participants' knowledge about the 

GDPR), a manipulation test was held at the end of the survey. All participants were shown five statements 

about the implications the GDPR has regarding the usage of their personal data. Participants had to state 

whether or not they are aware of these implications. When participants stated to be aware of at least four 

out of five implications, they were considered to have high knowledge about the GDPR. Participants from 

the treatment group are expected to score high on this manipulation check while we expect that the bigger 

part of the control group will score low this section that gauges their knowledge about the GDPR that form 

the manipulation check. It is of course possible that a part is aware of the implications the GDPR has 

without explicitly receiving additional information about the GDPR 

Analysis, however, showed that the manipulation did not manipulate participants' knowledge about the 

GDPR to the extent we intended it to do: 70 participants from the treatment group scored high for 

knowledge about the GDPR while 99 stated not to have knowledge of the GDPR. This is probably due to 

the phenomenon that, although they were explicitly asked to do so, a lot of people did not read the 

provided information about the GDPR. Unfortunately, it is impossible to check who have read the provided 

information and who did not. We reasoned that the duration of completing the survey might give us an 
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indication of whether or not people have read the provided information about the GDPR. Participants that 

passed the manipulation check are expected to take more time to complete the survey as is takes some 

time to read the provided information about the GDPR. Participants who did not pass the manipulation 

check are expected to complete the survey faster as they might not have read the provided information. 

In order to verify or refute this reasoning, we did an independent samples t-test to compare the average 

time spent on the survey from participants from the treatment group who stated to have knowledge about 

the GDPR with the average time spent (in seconds) by participants from the treatment group that stated to 

have no knowledge about the GDPR. In order to do so, we firstly removed outliers (14 observations were 

removed) to prevent that participants that for example started the survey, took a break during the survey 

and finished it later, influenced the test. Although the mean time spent on the survey was slightly higher 

for participants that had high knowledge about the GDPR (M = 332,78; SD = 99,90) compared to 

participants from the treatment group that had low knowledge about the GDPR (M = 330,77; SD = 104,10; 

t(136,91) = 0,12), no significant difference was found (p = 0,904). 

To gain further insight in what might explain the reason that not all participants from the treatment group 

did not pass the manipulation check or, in other words, were not aware of the GDPR’s implications to the 

extent we had foreseen, additional independent samples t-test were done to identify differences in age 

and education. The analysis showed that age does not significantly differ within group, although the high 

knowledge group has a higher mean (M = 41,10; SD = 12,87) than the low knowledge group (M = 38,87; 

SD = 15,85; t(163,74) = 1,01).  Concerning education however, people that are very aware of the GDPR’s 

implications are significantly higher educated (M = 1,73; SD = 0,78) than people that are not aware of 

GDPR’s implications (M = 2,03; SD = 0,70; t(157,60) = 2,63; p = 0,010) within the treatment group. The 

numbers for the education variable have to be interpreted as follows: a lower number means that the 

participants have a lower degree and vice versa (or will have in some cases as the questionnaire stated 

that they could indicate their degree with what they are currently studying too).  

Table 8 summarizes the results of the independent samples t-test for the time that the treatment group 

has spent on completing the survey, age and education within the treatment group. For the output in 

SPSS, we refer to appendix 4. 

 M SD t(df) p 

Time spent on 

survey (seconds) 

MHigh knowledge & treatment group = 332,78 

MLow knowledge &  treatment group = 330,77 

99,90 

104,10 

t(136,91) = 0,12 0,904 

Age 

(years) 

MHigh knowledge & treatment group = 41,10 

MLow knowledge &  treatment group = 38,87 

12,87 

15,85 

t(163,74) = 1,01 0,315 

Education MHigh knowledge & treatment group = 2,03 

MLow knowledge &  treatment group = 1,73 

0,70 

0,78 

t(157,60) = 2,63  0,010 

Table 8: Differences between the time spent on the survey, age and education. 
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From the 188 participants that formed the control group, 51 participants scored high on the knowledge 

scale. Although it is not surprising that one fourth is, in fact, aware of the implications the GDPR, we 

wanted to get insight of what might explain that some are aware of the GDPR's implications and some are 

not. Therefor an independent t-test has been executed to identify differences in age or education for both 

groups (group high knowledge about the GDPR within the control group vs. group low knowledge about 

the GDPR within the control group). 

In line with the findings for the control group, the independent samples t-test revealed that, within the 

control group, the means are higher for the high knowledge group for both age (M = 40,14; SD = 11,88) 

and education (M = 1,92; SD = 0,77) relative to the means for age (M = 37,01; SD = 15,56; t(116,77) = 

1,47) and education (M = 1,82; SD = 0,78; t(90,11) = 0,76) of the low knowledge group. For both age (p = 

0,14) as for education (p = 0,44) these differences were however not significant. An overview of the 

independent samples t-test can be find ut infra in table 9. For the output in SPSS, we refer to appendix 5. 

 M SD t(df) p 

Age MHigh knowledge & control group = 40,14 

MLow knowledge &  control group = 37,01 

11,88 

15,56 

t(116,77) = 1,47 0,144 

Education MHigh knowledge & control group = 1,92 

MLow knowledge & control group = 1,82 

0,77 

0,77 

t(90,11) = 0,76 0,447 

Table 9: Independent samples t-test for age and education. 

In general, we can say the manipulation did not go entirely as planned. Only a fraction (41,42%) of the 

treatment group were manipulated in that way that they indicated to be highly aware of the GDPR's 

implications. Nonetheless, a total amount 121 participants (70 from the treatment group and 51 from the 

control group) indicated to have high knowledge about the GDPR and its implications while 237 (99 from 

the treatment group and 138 from the control group) indicated not to be aware of the GDPR's implications. 

Due to the large size of the sample, we are still able to test our hypotheses as planned. To verify or reject 

our hypotheses we make use of two groups: a first group "high knowledge about the GDPR" and a second 

"low knowledge about the GDPR" group. These two groups are not the same as the treatment and control 

group as these do not share the same definition for this research. A clear overview of how the high and 

low knowledge group about the GDPR are formed can be found in table 10 underneath. During further 

writing, both groups are respectively called "high knowledge" and "low knowledge" or similarly.  
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  N 

Treatment group Low knowledge GDPR 99 

 High knowledge GDPR 70 

 Total 169 

Control group Low knowledge GDPR 137 

 High knowledge GDPR 51 

 Total 188 

   

Low knowledge GDPR From control group 137 

 From treatment group 99 

 Total 236 

High knowledge GDPR From control group 51 

 From treatment group 70 

 Total 121 

Table 10: Composition high and low knowledge GDPR groups 

6.2 Cronbach's alpha: internal consistency of the scale 

To make sure the seven-point Likert scale that was used to measure trust levels towards companies and 

towards the government, is internally consistent, Cronbach’s alpha was estimated. Table 11 shows that 

both constructs are internally consistent. Consequently, the means and standard deviations for both 

constructs were measured and are respectively 3,60 and 1,02 for trust towards companies and 4,28 and 

1,26 for trust towards the government. Table 11 summarizes these values. For the output in SPSS, we 

refer to appendices 6 and 7. 

 α M SD 

Trust towards companies 0,785 3,60 1,02 

Trust towards the government 0,919 4,28 1,26 

Table 11: Cronbach’s alpha, means and standard deviation of the trust constructs. 

6.3 Impact of GDPR knowledge on trust beliefs 

To test the first hypothesis: 

Hypothesis 1a: Having knowledge about the GDPR and its implications has a positive influence on data 

subjects’ trust towards companies, 

an independent samples t-test was done to measure differences in trust levels towards companies 

between the high knowledge and the low knowledge group. However the mean of trust towards 

companies for the high knowledge group (M = 3,66; SD = 1,10) is higher compared to the mean of the low 

knowledge group (M = 3,56; SD = 0,99; t(221,23) = 0,90; p = 0,427), the analysis did not find a significant 
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difference (p = 0,427) and thus the hypothesis cannot be confirmed. These values can be found in table 

12 at the bottom of the page. 

For the second hypothesis: 

Hypothesis 2a: Having knowledge about the GDPR and its implications has a positive influence on data 

subjects’ trust towards the government, 

again an independent samples t-test was done. Contrary to the first hypothesis, a significant difference (p 

= 0,004) was found between the high knowledge and low knowledge group. People with high knowledge 

about the GDPR indicate to have more trust (M = 4,55, SD = 1,31) in the government than people who do 

not have a lot of knowledge about the GDPR (M = 4,13, SD = 1,20; t(224,35) = 2,91, p = 0,004). The 

analysis thus confirms our second hypothesis. These numbers are summarized in table 12 underneath. 

For the output in SPSS, we refer to appendices 8 and 9. 

 M SD t(df) p 

Trust towards companies MHigh knowledge = 3,66  

MLow knowledge = 3,56 

 

1,10 

0,99 

t(221,23) = 0,90 0,427 

Trust towards government MHigh knowledge = 4,55 

MLow knowledge = 4,13 

1,31 

1,20 

t(224,35) = 2,91 0,004 

Table 12: Independent samples t-test for trust towards companies and trust towards the government. 

6.4 Impact of GDPR knowledge on willingness to disclose 

To investigate the other two hypotheses: 

Hypothesis 3a: Having knowledge of the GDPR and its implications has a positive influence on data 

subjects’ willingness to disclose personal information perceived as highly sensitive, 

and 

Hypothesis 4a: Having knowledge of the GDPR and its implications has a neutral impact on data subjects’ 

willingness to disclose personal information perceived as less sensitive. 

recoding had to be done. Sensitivity (and accordingly willingness to disclose) was measured for ten 

different items on a scale from “1: not sensitive at all” to “7: very sensitive”. For all items, the means and 

standard deviations were measured. Based on the means of each items, items were divided into two 

groups: the first group contained all items that had a mean between “1: not sensitive at all” and “4: 

neutrally sensitive” and were consequently on average considered to be less sensitive. A second group 

contained all items that had a mean above 4 and were accordingly, on average, perceived as highly 

sensitive. Table 13 shows an overview of all items, based on their sensitivity means, ranked from low to 

high sensitivity. The list of less sensitive items contained (ranked from least sensitive to more sensitive): 

origin, marital status, sexual orientation, birth date, religion and name. The list of highly sensitive items 
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contained (ranked from least sensitive to most sensitive): political preference, address, medical 

information and financial information. For the output in SPSS, we refer to appendix 10. 

 N M SD 

Sensitivity origin 357 2,52 1,603 

Sensitivity marital status 357 2,65 1,517 

Sensitivity sexual orientation 357 2,85 1,763 

Sensitivity birth date 357 2,91 1,628 

Sensitivity religion 357 2,96 1,768 

Sensitivity name 357 3,29 1,781 

Sensitivity political preferences 357 4,29 1,767 

Sensitivity address 357 5,53 1,429 

Sensitivity medical information 357 5,82 1,273 

Sensitivity financial information 357 6,52 0,830 

Table 13: Means and standard deviations for sensitivity of personal data. 

A Pearson correlation test was done to identify correlations between perceived information sensitivity for 

all ten items. The correlation matrix showed a lot of significant correlations. Most of them were correlated 

weakly and thus economically negligible. As the number of correlations is that extensive, only the 

strongest correlations are discussed. For the extensive Pearson’s correlation matrix, we refer to appendix 

11.  The Pearson correlation matrix indicates stronger correlations for perceived sensitivity between 

marital status and birthdate (r = 0,60; p < 0,001), origin and sexual orientation (r = 0,58; p < 0,001) and 

origin and religion (r = 0,55; p < 0,001). Those who thus, for example, perceive marital status as very 

sensitive information will perceive sexual orientation as very sensitive too. The same reasoning applies to 

the other correlated variables. 

For the same list of items, participants had to indicate how sensitive they perceived the requested 

information to be, participants had to state their willingness to disclose these items. Based on the 

distinction that has been explained earlier for less and highly sensitive information, for each participant, an 

average of their willingness to disclose was computed for both less sensitive information and highly 

sensitive information. Based on the ten items, we thus computed a value for each participant concerning 

his or her willingness to disclose less sensitive information and his or her willingness to disclose highly 

sensitive information. 

Analogue with sensitivity, willingness to disclose less sensitive information is computed as the average of 

willingness to disclose origin, marital status, sexual orientation, birth date, religion and name. The average 

number for highly sensitive information is computed as the average of one's willingness to disclose his or 

her political preference, address, medical information and financial information. To test both hypotheses, 

two different independent samples t-test were done. 
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The first hypothesis was tested through an independent t-test to identify whether knowledge about the 

GDPR influences participants’ willingness to disclose highly sensitive information. Although no significant 

difference was found (p = 0,468), the difference in means for one's willingness to disclose highly sensitive 

information was the opposite of what we hypothesized. The means for participants that have high 

knowledge of the GDPR their willingness to disclose highly sensitive information (M = 1,90; SD = 0,61) are 

lower than the means for participants that have less knowledge about the implications the GDPR (M = 

1,95 ; SD = 0,59; t(233,64) = -0,73). Consequently, the hypothesis is rejected. 

The second hypothesis was tested similarly: an independent samples t-test was done to compare the 

mean for participants’ with high knowledge about the GDPR their willingness to disclose less sensitive 

information relative to participants with low knowledge about the GDPR. Although we hypothesized 

knowledge about the GDPR would have a neutral impact (and thus no difference), the analysis found a 

significant difference (p = 0,038). Albeit the difference is small, participants that have high knowledge 

about the GDPR (M = 3,44; SD = 0,93) are surprisingly less willing to disclose information that is 

perceived less sensitive compared to participants that are less aware of the implications the GDPR has (M 

= 3,65; SD = 0,87; t(227,39) = -2,09; p = 0,038). Table 14 provides a summary of the independent 

samples t-tests. For the output in SPSS, we refer to appendices 11 and 12. 

 M SD t(df) p 

Willingness to disclose highly 

sensitive information 

MHigh knowledge = 1,90  

MLow knowledge = 1,95 

0,61 

0,59 

t(233,64) = -0,73 0,468 

Willingness to disclose less 

sensitive information 

MHigh knowledge = 3,44 

MLow knowledge = 3,65 

0,93 

0,87 

t(227,39) = -2,09 0,038 

Table 14: Independent samples t-test for willingness to disclose less and highly sensitive information. 

An additional independent samples t-test was done to identify differences between the high and low 

knowledge group for participants’ willingness to disclose for each item separately. The results from this 

test are summarized underneath in table 15. All items are ordered from less sensitive to highly sensitive 

and the second column contains the mean for perceived sensitivity which has already been discussed 

previously. The lower the mean, the less sensitive the item is perceived by participants. As earlier 

stipulated in the research, items with a mean above 4 are considered to be highly sensitive. The outcome 

is in line with the previous tests where participants’ willingness to disclose was computed for a pool of less 

sensitive and highly sensitive items. 

Table 15 (see appendix 14 for output in SPSS) reveals that participants’ willingness to disclose their name 

and financial information have the same mean for people from the high GDPR knowledge group and 

people from the low GDPR knowledge group. Except for participants' willingness to disclose their address, 

people who have less knowledge about the GDPR have a higher mean for disclosing the other seven data 

items than people who are highly aware of the GDPR's implications.   
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Significant differences were found for four items: three items were perceived as less sensitive information. 

People with high knowledge about the GDPR are less likely to share their sexual orientation (M = 3,33; SD 

= 1,35) than people who are less aware about the GDPR (M = 3,66; SD = 1,21; t(219,33) = 2,24; p = 

0,026). The same reasoning applies for sexual orientation and religion: people with high knowledge about 

the GDPR are less likely to share their sexual orientation (M = 3,33; SD = 1,35) and religion (M = 3,20; SD 

= 1,30) than people who are less aware about the GDPR (values for sexual orientation: M = 3,66; SD = 

1,21; t(219,33) = 2,24; p = 0,026; values for religion: M = 3,53; SD = 1,27; t(237,89) = 2,33; p = 0,20). 

One item that is perceived as highly sensitive showed a significant difference between the high and low 

knowledge about the GDPR. People who are very aware of the implications the GDPR has, seems to be 

less likely to share their medical information (M = 1,51; SD = 0,82) than people who are less aware of the 

GDPR’s implications (M = 1,72; SD = 0,92; t(269,18) = -2,13; p = 0,034). 

As noted already, the mean for participants’ willingness to disclose their address was, although no 

significant difference was found, higher for people with high knowledge about the GDPR (M = 2,19, SD = 

2,19) than for people with low knowledge about the GDPR (M = 2,04; SD = 1,07; t(228,05); p = 0,238). For 

financial information, the means for participants’ willingness to disclose were the same for people with 

high and low knowledge about the GDPR (M = 1,34; SDHigh knowledge = 0,61; SDLow knowledge = 0,65; t(254,47) 

= -0,002; p = 0,988).  

Based on these analyses we reject both hypothesis 3 and 4. 
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 MSensitivity MWTD SDWTD tWTD(df) pWTD 

Origin 2,52 MHigh knowledge = 3,50 

MLow knowledge = 3,83 

1,28 

1,10 

t(211,30) = -2,43 0,016 

Marital status 2,65 MHigh knowledge = 3,63 

MLow knowledge = 3,72 

1,14 

1,12 

t(237,14) = -0,70 0,488 

Sexual orientation 2,85 MHigh knowledge = 3,33 

MLow knowledge = 3,66 

1,35 

1,21 

t(219,33) = 2,24 0,026 

Birth date 2,91 MHigh knowledge = 3,49 

MLow knowledge = 3,67 

1,16 

1,10 

t(229,73) = -1,46 0,146 

Religion 2,96 MHigh knowledge = 3,20 

MLow knowledge = 3,53 

1,30 

1,27 

t(237,89) = 2,33 0,020 

Name 3,29 MHigh knowledge = 3,50 

MLow knowledge = 3,50 

1,15 

1,76 

t(247,24) = -0,32 0,975 

Political 

preferences 

4,29 MHigh knowledge = 2,55 

MLow knowledge = 2,69 

1,28 

1,17 

t(223,18) = -1,02 0,311 

Address 5,53 MHigh knowledge = 2,19 

MLow knowledge = 2,04 

1,14 

1,07 

t(228,05) = 1,18 0,238 

Medical 

information 

5,82 MHigh knowledge = 1,51 

MLow knowledge = 1,72 

0,82 

0,92 

t(269,18) = -2,13 0,034 

Financial 

information 

6,52 MHigh knowledge = 1,34 

MLow knowledge = 1,34 

0,61 

0,65 

t(254,47) = -0,002 0,988 

Table 15: Independent samples t-test for participants’ willingness to disclose personal data. 
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PART III: DISCUSSION 

1 DISCUSSION OF THE RESULTS 

This research attempts to find an answer to the question if knowledge about the GDPR’s implication 

influences trust beliefs and behavioural intention. As no research has been found that explicitly 

investigates the impact laws have on privacy attitudes (such as trust beliefs) and privacy behaviour or 

intentions (such as willingness to disclose), this makes it hard to compare our results with previous 

research. Notwithstanding, this makes the research the more interesting. 

However the manipulation did not entirely succeed, the research enabled us to gain insight about the 

impact of the GDPR on consumer beliefs and intentions. The fact that the manipulation partly failed, 

intrigued us and gained further insight on what could explain why not all people that were provided 

information about the GDPR, passed the manipulation check. Analysis of the treatment group (and thus 

participants that were manipulated by receiving extra additional information about the GDPR) showed a 

significant difference between people that are highly aware of the GDPR’s implications and people that 

have less knowledge about the GDPR’s implications concerning their level of education. This could 

explain why not all participants succeeded in gaining awareness about the GDPR’s implications. Although 

we tried to keep the provided information as easily readable and accessible for everyone, the failed 

manipulation might be a consequence of the rather difficult substance the GDPR handles. It might be that 

information about the GDPR’s implications is not as easily understandable for people that are less 

educated.  

The first two hypotheses investigate the impact of participants’ GDPR knowledge on their trust beliefs 

towards companies and the government. Although the existing literature did not investigate the impact that 

citizen’s awareness of the implications can have on trust levels, researchers were unanimous about one 

thing: trust shows a very complex relationship within the privacy context (Li, 2011) as it often shows 

inconsistent relationships with other privacy concepts. 

The first hypothesis that has been investigated, stipulates that one’s awareness of the GDPR’s 

implications has a positive influence on trust towards companies. This hypothesis has been rejected as no 

significant difference was found between people that are highly aware of the GDPR’s implications and 

people who are not. A possible explanation might be due to the possibility that some people who are 

aware of the GDPR’s implications, are also aware that the Belgian Data Protection Authority (DPA) has 

not been very active in Belgium since the GDPR has been enforced. On the one hand, it might seem too 

optimistic to assume this but on the other hand, it is reasonable as we observed that a significant part of 

the control group indicated to have high knowledge about the GDPR. As participants of the control group 

did not receive additional information about the GDPR, it might indicate that they are in fact aware of what 

the current situation is regarding the supervision of GDPR and how the DPA copes with non-compliant 

firms – or not copes with them. The GDPR that improves consumers’ privacy rights might also lead to the 
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perception that this new law was really necessary to defend consumers against companies that have bad 

intentions regarding consumer’s data. However the implementation of the GDPR definitely benefits 

citizens, it does not seem to have diminished the amount of scandals, the contrary is even true. These 

scandals deteriorate the perception consumers have about companies. Irrespectively of the 

implementations the GDPR has, it might be that people that are of the GDPR are also more aware about 

what happens with their data and this might deteriorate consumers’ trust towards companies simply 

because before they did not know the value of their privacy. 

Regardless whether or not people are aware about the passive role the Belgian DPA adopted in the first 

year of the GDPR’s implementation, the media drew a lot of attention to citizens’ privacy. The combination 

of on the one hand the implementation of the GDPR and on the other hand the recent scandals that 

occurred concerning citizens’ data, have increased consciousness about privacy rights (Imec, 2019). 

Sirius Legal, a business law firm noted the implementation of the GDPR has boosted consumer 

consciousness regarding to what is done with their collected data and especially what could be done with 

it (“Eén jaar GDPR: een last of een lust voor ondernemers? - Sirius Legal,” 2019). They note that 

consumers value their privacy more because they are more aware of how companies use their data and 

are at the same time more aware that their data is being sold to third parties. So irrespectively of really 

knowing the implications the GDPR has, being aware of how companies treat or can treat your data might 

create a negative perception towards companies. This perception might additionally be fed by the 

numerous privacy scandals that have occurred such as for example the all-known Cambridge Analytica 

scandal. The report from Imec (2019) also indicates a negative perception about the way companies treat 

their personal data: two out of three states to have no control over what data is being collected and pities 

the lack of companies’ transparency regarding data usage.  

Support has been found for the second hypothesis that stipulates that ones’ awareness of the GDPR’s 

implications positively influences trust towards the government. An independent samples t-test found a 

significant difference between participants that have high knowledge about the GDPR and participants 

that have not. A possible explanation is that people have the perception that the government is ought to 

set an example and accordingly be the first to comply with the GDPR. This might be driven by the thought 

that “if our government does not comply with the GDPR, then who will?”. This belief might lead to more 

trust in the government regarding their data usage.  

The third and fourth hypotheses investigate the impact of GDPR knowledge on one’s willingness to 

disclose data. The third hypothesis postulates a positive impact of GDPR knowledge on data subjects’ 

willingness to disclose highly sensitive information. A first independent samples t-test identified differences 

for the high versus low knowledge group based on the average value for participants’  willingness to 

disclose highly sensitive information but no significant difference was found. For the additional sampled t-

test that identifies differences for each item separately, a significant relationship was found for one’s 

willingness to disclose medical information. It rejects however, the hypothesis as a negative relationship 



53 

 

was found: people with high awareness about the GPDR’s implications are less likely to share their 

medical information relative to people who are not aware of the GDPR’s implications.  

The fourth hypothesis states that knowledge about the GDPR will have a neutral impact on one’s 

willingness to disclose personal data perceived as less sensitive. Analysis rejects this hypothesis as it 

found negative relationship between GDPR knowledge and one’s willingness to disclose less sensitive 

information: people who are highly aware of the implications the GDPR has, are less willing to disclose 

lowly sensitive information.  

The additional analyses that investigates differences between the low and high knowledge group about 

the GDPR are in line with the analysis that compares a pool of items. The tests revealed significant 

differences for three items perceived as lowly sensitive: people with high awareness of the GDPR’s 

implications are less likely to disclose these items relative to people who have less knowledge about the 

GDPR. These three items are origin, sexual orientation and religion.  

Literature research revealed that trust – although its relationship with privacy-related behaviour and 

attitudes is not always very clear – might have an impact on data subjects’ willingness to disclose. The 

results from the analyses on the third and fourth hypothesis could thus be related to the other two 

hypothesis. When people have more trust in the party they have to share the data with, they are more 

likely to disclose their data.  

Bellman, et al. (2004) found that citizens of countries where no privacy regulation is present, are more 

concerned about errors in databases and online transaction security. As this often showed a relationship - 

although the relationship has shown to be inconsistent (Bansal, Zahedi & Gefen, 2010, Van Slyke et al., 

2006) – with trust beliefs, the weak role of the Belgian DPA might have an influence on trust beliefs and 

consumers’ willingness to disclose. 

This research investigates how being aware of the implications about the GDPR influences one’s trust 

beliefs and one’s willingness to disclose. In sum, some significant differences are found but most of them 

show not the relationship we thought it would have. The research finds support that trust towards the 

government is positively related to having knowledge about the GDPR while no significant difference was 

found regarding trust towards companies. The impact of awareness about the GDPR’s implications 

revealed a negative relationship for several items, perceived both less and highly sensitive. 

2 PRACTICAL IMPLICATIONS 

2.1 Scientific relevance 

Research concerning the influence of the specific laws on consumers attitudes, beliefs and behaviours is 

still non-existing.  Although an extensive list of privacy constructs and their influences on each other have 

been subject to research, this field leaves a big gap. The GDPR is situated under macro-environmental 
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factors that influence privacy constructs such as privacy concerns and trust beliefs. This research might 

serve as a basis for further research.  

Although nobody challenges the GDPR as being a milestone for privacy regulation and its impact on 

companies has been enormous, it is interesting to further study the influence the GDPR can have on the 

mindset (privacy attitudes and beliefs) of data subjects.  

2.2 Social relevance 

The information age has pushed companies to a data-driven business since the early 1960s and 1970s 

and from the 1990s on, it is nearly impossible to survive as a company without data collection and usage.  

The business environment is forcing companies to continuously collect personal data to be able to 

compete against each other. Bessen (1993) notes that customer data forms a critical resource in the 

increasingly competitive global economy that moves from mass production and mass merchandising to 

mass customization and personal service. When the collected data is used effectively and wisely, the 

collection of customers’ data is beneficial for both the customer and the company. As such, the company 

is able to provide better customer service, target offers more accurately, develop new products that reflect 

customer preferences and lastly it enables the company to engage in relationship marketing (Glazer, 

1991). 

There is however a downside to the collection of customer data: the same practices that provide value to 

organizations and their customers simultaneously raise privacy concerns (Bloom, Milne & Adler, 1994). 

Recent events, both positive (such as the GDPR and fining Facebook for 5 billion dollar) and negative 

(e.g. the Cambridge Analytica scandal and other data breaches) have increased citizens consciousness 

about their privacy rights (Imec, 2019). Privacy is omnipresent in today’s media and privacy concerns 

have risen to new heights during the last decade. The omnipresence of privacy makes this research the 

more interesting and has implicates for both the government as for companies.  

Support has been found that people that are aware of the GDPR’s implications, are less willing to disclose 

items that are perceived as less sensitive, compared the people who are not aware. For medical 

information, that is perceived as highly sensitive, the same phenomenon where people with high 

awareness about the GDPR’s implications are less willing to share their data compared to people who are 

not. This is however not what we expected (and hypothesised) as one would expect a positive (or at least 

a neutral) influence of GDPR knowledge and intentional disclosure. This has implications for both 

companies as for the government that should do an attempt to ease their customers / citizens to share 

their data. This is in the first place a task for the government. The role of the GBA has been very passively 

during its first year. A more prominent role of the GBA in terms of taking on non-compliant firms, could 

ease citizens to disclose their data as they would know the security of their data is strictly supervised by 

the GBA. Analysis showed support for the hypothesis that people with high GDPR knowledge have more 

trust in the government than people that have less knowledge about the GDPR. This trust should not be 
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damaged by the passive role of the GBA and therefore the institution should not wait any longer to punish 

non-compliant firms.  

Research from Imec (2019) notes that consumers’ awareness has increased because of the GDPR’s 

implementation. Analysis of the (partly) failed manipulation showed a significant difference for education 

between those who succeeded the manipulation test and those wo did not. This could explain why not all 

participants succeeded in gaining awareness about the GDPR’s implications. Although we tried to keep 

the provided information as easily readable and accessible for everyone, the failed manipulation might be 

a consequence of the rather difficult substance the GDPR handles. It might be that information about the 

GDPR’s implications is not as easily understandable for people that are less educated. It is thus the task 

of the government to really inform people in an easily understandable manner about the implication the 

GDPR has in order to regain their trust in companies and ameliorate privacy attitudes and beliefs. 

Analysis showed no significant difference between the low versus high knowledge about the GDPR group 

for trust towards companies. As consumers value their privacy more because they are more aware of how 

companies use or could use their data (Imec, 2019; (“Eén jaar GDPR: een last of een lust voor 

ondernemers? - Sirius Legal,” 2019). This creates opportunities for companies that want to distinguish 

themselves by turning data privacy into a real sales argument. 

2.3 Shortcomings 

The research is however subject to a number of shortcomings and limitations. First of all, the one can 

question its representativity: the sample for this research amounted to 357 which is very little to draw 

conclusions for the whole population of Flemish inhabitants. Additionally, to the matter of representativity, 

the survey has solely been distributed via social media (through Facebook, Instagram and personal 

messages through Facebook Messenger, WhatsApp, …). This means that all participants at least have an 

account on these social media. A consequence might be that all participants at least have a minimum of 

internet literacy which has been found to be a significant antecedent of several privacy constructs such as 

trust beliefs regarding companies and their data usage.  

Secondly, the manipulation could be questioned too: since the manipulation did not go entirely as planned 

as not all manipulated participants stated to be highly aware of the GDPR’s implications, questions arise 

corning what might be the underlying reason. Although support has been found that education might have 

influenced the manipulation, there might be other explanatory variables that cause this. The most obvious 

reason would be that the participants from the treatment group who score low on the manipulation check 

that gauges participants knowledge about the GDPR, simply did not read the provided information about 

the GDPR. Although we analysed the time spent on the survey as a proxy to see if participants have read 

the information about the GDPR, this proxy is not optimal. Unfortunately, it is out of our reach to find the 

driver that explains why the manipulation did not succeed with the data we collected. Additionally, the 

manipulation check might not be ideal as participants have to state themselves whether or not they are 

aware of the GDPR’s implications. Participants might state they are aware of the implications while they 
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are in fact not aware of the implications and thus lie. This phenomenon is also known as social desirability 

bias as they might want to put themselves in good daylight by stating that they are aware of the 

implications. Next to this matter of internal validity, the construct validity could be questioned. The survey 

does include a section where other potential consequences are measured. Providing the treatment group 

with information about the GDPR they are supposed to read, might fatigue the participant and influence 

his or her state of mind and accordingly the results of the experiment. 

A third limitation is that, to test the third and fourth hypotheses, we divide the ten personal information 

types into two groups: a first group of items that are perceived as less sensitive and a second group that is 

perceived as highly sensitive. To which group each item belongs, is based on the mean that is computed 

for each item regarding how participants indicate that they perceive the requested information to be. By 

doing so, we assume that this the means for sensitivity are perceived equally by all participants while 

perceived sensitivity is very subjective and differs from person to person. The perfect example for this 

caveat is the information type “sexual orientation” which is ranked as the third least sensitive item of the 

list. While a heterosexual might find it not sensitive at all to reveal its sexual orientation, a homosexual 

might find this highly sensitive. 

A last, general shortcoming might be that the experiment only includes a few control variables. The 

literature research gave an overview of the factors that have or might have an influence on trust beliefs 

and one’s willingness to disclose.  

3 FUTURE RESEARCH 

Based on the shortcomings and limitations, this section provides recommendations for future research. To 

have a more representative sample, more participants should participate in the experiment but more 

importantly, the survey should be distributed through other mediums than solely social media. Although 

written questionnaires are rather cumbersome, this could be of value as you might reach people that are 

not active on social media. A different option might be to include more control variables such as internet 

literacy or how frequent participants make use of the internet. This leads us directly to the 

recommendation to include more control variables in the research. The literature research summed up an 

extensive list of variables that might influence privacy constructs such as trust beliefs or willingness to 

disclose. 

To better succeed the manipulation, future research should find a way to be sure people actually read the 

provided information about the GDPR. This could, for example, be done to oblige participants to spend for 

example one minute on the page where they are informed about the GDPR’s implications. Of course, 

there remains the possibility that participants do not spend this time to read the information. A more 

sophisticated option is to register the eye movement of the participant to be sure they read the provided 

information. To limit the social desirability bias, the manipulation check where participants are asked to 

state their knowledge about the GDPR, could be replaced by open questions where participants’ 
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knowledge about the GDPR is tested. An alternative is to interview participants. Both alternatives, 

however, might go along with other limitations.  

To overcome the problem regarding the subjectivity of sensitivity, one could do the same tests that have 

been done in this research but identify differences for items that are perceived equally for the whole 

sample. When the sample is large enough, it might, for example, be useful to analyse to compare 

participants’ willingness to disclose for items that are perceived equally sensitive. To give a concrete 

example: it could be, for example, interesting to compare participants’ willingness to disclose sexual 

orientation between a group that is highly aware of the GDPR’s implications and a group that is not aware 

of the GDPR’s implications for participants that perceive the requested information to be equally sensitive 

- for example all participants perceive sexual orientation to be very sensitive). 

Lastly, the observation that education might influence one’s capabilities to understand the GDPR’s 

implication might be an interesting field of future research. 

4 CONCLUSION 

This research investigates how being aware of the implications about the GDPR influences one’s trust 

beliefs and one’s willingness to disclose.  

In sum, our research notes that knowing the GDPR’s implication does not significantly improve trust 

beliefs towards companies, nor willingness to disclose information (regardless its sensitivity). For 

willingness to disclose, it even finds a negative relationship for some items: people with high awareness of 

the GDPR’s implications are less likely to disclose these items relative to people who have less knowledge 

about the GDPR. For trust beliefs towards the government, this research does find support that people 

that aware of the GDPR’s implications, have more trust in the government regarding their data usage. 

The partly failed manipulation is might be a very interesting topic for further research. Analysis of the 

treatment group (and thus participants that were manipulated by receiving extra additional information 

about the GDPR) showed a significant difference between people that are highly aware of the GDPR’s 

implications and people that have less knowledge about the GDPR’s implications concerning their level of 

education. This could explain why not all participants succeeded in gaining awareness about the GDPR’s 

implications. This is however very suggestive and has to be interpret cautiously. 

The research question “Does being aware of the GDPR’s implications influence one’s trust beliefs and 

one’s willingness to disclose?” can, based on this research, only partly be confirmed. The research 

however enables us to gain a first insight of the influence awareness about the GDPR might have on trust 

beliefs and privacy attitudes. The research forms a basis for further research to fill a big gap in the existing 

literature and suggest several interesting implications for both the government as for companies. 
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APPENDICES 

1 APPENDIX 1: QUESTIONNAIRE (IN DUTCH) 

Introduction: 

Hoi! Eerst en vooral wil ik, Jonathan Verheire, jou van harte bedanken dat je enkele minuten van je tijd wil 

vrijmaken. Hoewel dit een kleinigheidje is voor jou, maakt dit voor mij een wereld van verschil: zo draag jij 

je steentje bij in het behalen van mijn diploma Handelswetenschappen!     De rode lijn doorheen de 

vragenlijst heeft de laatste jaren veel aandacht gekregen in de media: privacy. Privacy is echter een vaag 

begrip en is ook niet altijd even makkelijk te vatten. Net daarom vind ik het zo interessant en doe ik hier 

onderzoek naar. In de vragenlijst wordt vaak het begrip “persoonsgegevens” gebruikt.       

Persoonsgegevens is een overkoepelde term voor alle informatie die direct of indirect iets over jou of 

iemand anders zegt. Dit is iets zeer breed en kan bijvoorbeeld het volgende zijn: naam, adres, 

geboortedatum en –plaats, klantennummer, e-mailadres maar ook bijvoorbeeld uiterlijke kenmerken, 

locatiegegevens, browsergeschiedenis, bloedgroep, gewicht, lengte, hobby’s enzovoort. Persoonsgegevens 

worden ook vaak gewoon “gegevens” of “data” genoemd. Wanneer in de vragenlijst gesproken wordt over 

gegevens of data, wordt dus eigenlijk persoonsgegevens bedoeld.         

Weet dat de gehele vragenlijst volledig anoniem verwerkt wordt en jouw privacy dus verzekerd is! 

  



72 

 

Q1: In welke mate vindt u de volgende informatie gevoelig om te delen met apps, websites en/of 

bedrijven?   

  

  

    

 

Helemaal 
niet 
gevoelig 
(1) 

Niet 
gevoelig 
(2) 

Eerder 
niet 
gevoelig 
(3) 

Neutraal 
(4) 

Eerder 
wel 
gevoelig 
(5) 

Gevoelig 
(6) 

Zeer 
gevoelig 
(7) 

Naam en 
voornaam (1)  o  o  o  o  o  o  o  
Geboortedatum 
(2)  o  o  o  o  o  o  o  
Burgerlijke staat 
(3)  o  o  o  o  o  o  o  
Afkomst (4)  o  o  o  o  o  o  o  
Seksuele 
geaardheid (5)  o  o  o  o  o  o  o  
Religie (6)  o  o  o  o  o  o  o  
Adresgegevens (7)  o  o  o  o  o  o  o  
Politieke voorkeur 
(8)  o  o  o  o  o  o  o  
Medische 
informatie (9)  o  o  o  o  o  o  o  
Financiële 
gegevens 
(rekeningnummer, 
...) (10)  

o  o  o  o  o  o  o  
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Manipulation that half of the participants receive: 

Gelieve onderstaande tekst aandachtig te lezen. Dit is van cruciaal belang voor het onderzoek. 

Op 25 mei 2018 ging de GDPR, een nieuwe privacywet, van kracht in België (en anderen EU-lidstaten). De 

GDPR heeft als doelstelling om de Belgische (en Europese) burger zijn of haar privacy beter te behouden 

en deze meer controle te geven over de manier waarop zijn of haar persoonsgegevens gebruikt worden. 

De GDPR biedt een duidelijke structuur waarbinnen bedrijven kunnen opereren waarbinnen de privacy 

van de burgers behouden wordt. Deze wetgeving geldt voor alle bedrijven en overheden die 

persoonsgegevens van Belgische (en Europese) burgers bezit.    

Wat zegt de GDPR over het verzamelen van persoonsgegevens?     

• Persoonsgegevens mogen enkel verzameld worden als men hier uitdrukkelijk toestemming 

voor gegeven heeft (bijvoorbeeld om een wekelijkse nieuwsbrief te sturen).    

• Indien uw persoonsgegevens verzameld worden, moet degene die uw persoonsgegevens 

verzamelt uitdrukkelijk vermelden welke gegevens verzameld worden en waarom deze precies 

verzameld worden.   

• Persoonsgegevens mogen enkel en alleen verzameld worden gedurende een periode die in lijn 

ligt met de reden waarom ze verzameld worden.    

Wat zegt de GDPR over het opslaan van persoonsgegevens?     

• Persoonsgegevens mogen enkel opgeslagen worden wanneer deze voldoende beschermd 

kunnen worden.  Wanneer deze bescherming niet meer gegarandeerd kan worden en er 

mogelijkheid is tot het verlies van data (met andere woorden: mijn persoonsgegevens worden 

blootgesteld aan anderen), moet dit binnen de 72 uur gemeld worden.   

• Wanneer uw persoonsgegevens opgeslagen worden, heeft u het recht om deze gegevens te 

bekijken, gebruiken, verbeteren en te laten verwijderen. Men moet u ook een elektronische 

kopie kunnen voorzien van alle data die men heeft van u.   

• Wanneer u bedrijven toestemming gegeven heeft om uw data op te slaan, heeft u het recht om 

deze toestemming terug in te trekken. Het intrekken van deze toestemming moet even 

gemakkelijk zijn als het geven van deze toestemming.    

Wat zegt de GDPR over het toezien op de naleving van de GDPR?     

• Bedrijven die meer dan 250 werknemers tewerkstellen, moeten een zogenaamde Data 

Protection Officer aanstellen die toeziet op het naleven van de GDPR.   

• In België is er een onafhankelijke instelling die toeziet op het naleven van de GDPR. Deze 

instelling heeft de macht om monsterboetes uit te delen wanneer men de GDPR niet naleeft.  
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Q2: In welke mate bent u bereid onderstaande persoonlijke informatie te delen met apps, websites en/of 

bedrijven?       

 
Helemaal niet 
geneigd (1) 

Eerder niet 
geneigd (2) 

Neutraal (3) 
Eerder geen 
probleem (4) 

Helemaal geen 
probleem (5) 

Naam en 
voornaam (1)  o  o  o  o  o  
Geboortedatum 
(2)  o  o  o  o  o  
Burgerlijke staat 
(3)  o  o  o  o  o  
Afkomst (4)  o  o  o  o  o  
Seksuele 
geaardheid (5)  o  o  o  o  o  
Religie (6)  o  o  o  o  o  
Adresgegevens (7)  o  o  o  o  o  
Politieke voorkeur 
(8)  o  o  o  o  o  
Medische 
informatie (9)  o  o  o  o  o  
Financiële 
gegevens 
(rekeningnummer, 
...) (10)  

o  o  o  o  o  
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Q3: In welke mate gaat u akkoord met de volgende stellingen? 

 

Helemaal 
niet 
akkoord 
(1) 

Niet 
akkoord 
(2) 

Eerder 
niet 
akkoord 
(3) 

Neutraal 
(4) 

Eerder 
akkoord 
(5) 

Akkoord 
(6) 

Helemaal 
akkoord 
(7) 

Bedrijven kunnen 
vertrouwd worden 
in het omgaan met 
mijn 
persoonsgegevens. 
(1)  

o  o  o  o  o  o  o  

Bedrijven zijn 
eerlijk en komen 
de beloftes die ze 
gemaakt hebben 
met betrekking tot 
mijn 
persoonsgegevens 
na. (2)  

o  o  o  o  o  o  o  

Ik vertrouw erop 
dat bedrijven mijn 
persoonsgegevens 
behandelen in 
functie van mijn 
belang. (3)  

o  o  o  o  o  o  o  

Bedrijven zijn in 
het algemeen 
voorspelbaar en 
consistent in het 
behandelen van 
mijn 
persoonsgegevens. 
(4)  

o  o  o  o  o  o  o  

Bedrijven zijn altijd 
eerlijk ten opzichte 
van hun klanten als 
het gaat over het 
gebruik van mijn 
persoonsgegevens. 
(5)  

o  o  o  o  o  o  o  

Duid hier 
"akkoord" aan. (6)  o  o  o  o  o  o  o  
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Q4: In welke mate gaat u akkoord met de volgende stellingen? 

 

Helemaal 
niet 
akkoord 
(1) 

Niet 
akkoord 
(2) 

Eerder 
niet 
akkoord 
(3) 

Neutraal 
(4) 

Eerder 
akkoord 
(5) 

Akkoord 
(6) 

Helemaal 
akkoord 
(7) 

De overheid kan 
vertrouwd worden 
in het omgaan met 
mijn 
persoonsgegevens. 
(1)  

o  o  o  o  o  o  o  

De overheid is 
eerlijk en komt de 
beloftes die ze 
gemaakt heeft met 
betrekking tot mijn 
persoonsgegeven 
na. (2)  

o  o  o  o  o  o  o  

Ik vertrouw erop 
dat de overheid 
mijn 
persoonsgegevens 
behandelt in 
functie van mijn 
belang. (3)  

o  o  o  o  o  o  o  

De overheid is in 
het algemeen 
voorspelbaar en 
consistent in het 
behandelen van 
mijn 
persoonsgegevens. 
(4)  

o  o  o  o  o  o  o  

De overheid is 
altijd eerlijk ten 
opzichte van 
burgers als het 
gaat over het 
gebruik van mijn 
persoonsgegevens. 
(5)  

o  o  o  o  o  o  o  

 

 

Q5: Wat is uw leeftijd? 

________________________________________________________________ 
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Q6: Wat is uw geslacht? 

o Man  (1)  

o Vrouw  (2)  

o Anders  (3)  

 

Q7: Wat is het hoogste diploma die u in uw bezit heeft? Indien u momenteel nog student bent, gelieve 

dan aan te vinken waar u momenteel voor studeert.  

o Middelbaar diploma  (1)  

o Academische of professionele bachelor  (2)  

o Master  (3)  

o Doctoraat of hoger  (4)  

 

Q8: In welk gewest woont u?  

o Vlaamse Gewest  (1)  

o Brussels Hoofdstedelijk Gewest  (2)  

o Waals Gewest  (3)  
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Q9: In deze ronde wordt gepeild naar de kennis die u heeft over de huidige wetgeving. Gelieve de vragen 

eerlijk te beantwoorden en aan te geven of u op dit moment kennis heeft van de volgende stellingen. 

 
Ik ben hier niet van 
op de hoogte (1) 

Ik ben hier van op 
de hoogte (2) 

Mijn persoonsgegevens mogen enkel verzameld worden wanneer 
ik hier uitdrukkelijk toestemming voor geef. Ik kan deze 
toestemming nadien ook terug intrekken. Het intrekken van deze 
toestemming moet even gemakkelijk zijn als het geven van deze 
toestemming. (1)  

o  o  

Mijn persoonsgegevens mogen enkel verzameld worden wanneer 
mij een gegronde reden wordt gegeven waarom deze precies 
verzameld worden. (2)  o  o  
Wanneer de bescherming van mijn persoonsgegevens niet meer 
gegarandeerd kan worden en er mogelijkheid is tot het verlies van 
mijn persoonsgegevens (met andere woorden: mijn 
persoonsgegevens worden blootgesteld aan anderen), moet dit 
binnen de 72 uur gemeld worden. (3)  

o  o  

Bedrijven waar meer dan 250 werknemers werken, moeten een 
zogenaamde Data Protection Officer aanstellen die toeziet op het 
naleven van de privacywetgeving. (4)  o  o  
In België is er een onafhankelijke instelling die toeziet op de 
naleving van de privacywetgeving. Deze instelling heeft de macht 
om monsterboetes uit te delen wanneer men de privacywetgeving 
niet naleeft. (5)  

o  o  
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2 APPENDIX 2: FREQUENCIES TREATMENT AND CONTROL GROUP 

Statistics 

M   

N Valid 357 

Missing 0 

 

Manipulation 

 Frequency Percent Valid Percent 

Cumulative 

Percent 

Valid Manipulated group 169 47,3 47,3 47,3 

Control group 188 52,7 52,7 100,0 

Total 357 100,0 100,0  

 

3 APPENDIX 3: DESCRIPTIVES AND FREQENCIES SAMPLE 

Statistics 

 M Age categorie Gender Education 

N Valid 357 357 357 357 

Missing 0 0 0 0 

 

Descriptive Statistics 

 N Minimum Maximum Mean Std. Deviation 

Age 357 14 78 38,77 14,701 

Valid N (listwise) 357     

 

Gender 

 Frequency Percent Valid Percent 

Cumulative 

Percent 

Valid Male 136 38,1 38,1 38,1 

Female 220 61,6 61,6 99,7 

Other 1 ,3 ,3 100,0 

Total 357 100,0 100,0  
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Education 

 Frequency Percent Valid Percent 

Cumulative 

Percent 

Valid High school degree 132 37,0 37,0 37,0 

Bachelor degree 149 41,7 41,7 78,7 

Master degree 73 20,4 20,4 99,2 

Phd or higher 3 ,8 ,8 100,0 

Total 357 100,0 100,0  

 

Age category 

 Frequency Percent Valid Percent 

Cumulative 

Percent 

Valid <25 95 26,6 26,6 26,6 

25-34 70 19,6 19,6 46,2 

35-44 64 17,9 17,9 64,1 

45-54 61 17,1 17,1 81,2 

55-64 49 13,7 13,7 95,0 

> 65 18 5,0 5,0 100,0 

Total 357 100,0 100,0  

 

4 APPENDIX 4: INDEPENDENT SAMPLES T-TESTS FOR TREATMENT GROUP 

 

Group Statistics 

 Knowledge group GDPR N Mean Std. Deviation Std. Error Mean 

Time_spent High knowledge GDPR 63 332,78 99,895 12,586 

Low knowledge GDPR 92 330,77 104,099 10,853 
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Independent Samples Test 

 

Levene's 

Test for 

Equality of 

Variances t-test for Equality of Means 

F Sig. t df 

Sig. (2-

tailed) 

Mean 

Difference 

Std. Error 

Difference 

95% Confidence 

Interval of the 

Difference 

Lower Upper 

Time_spent Equal variances 

assumed 

,082 ,775 ,120 153 ,905 2,006 16,748 -31,082 35,094 

Equal variances 

not assumed 
  

,121 136,913 ,904 2,006 16,619 -30,857 34,869 

 

Group Statistics 

 Knowledge group GDPR N Mean Std. Deviation Std. Error Mean 

Education High knowledge GDPR 70 2,03 ,701 ,084 

Low knowledge GDPR 99 1,73 ,780 ,078 

Age High knowledge GDPR 70 41,10 12,873 1,539 

Low knowledge GDPR 99 38,87 15,851 1,593 

 

Independent Samples Test 

 

Levene's 

Test for 

Equality of 

Variances t-test for Equality of Means 

F Sig. t df 

Sig. (2-

tailed) 

Mean 

Difference 

Std. Error 

Difference 

95% 

Confidence 

Interval of the 

Difference 

Lower Upper 

Education Equal variances 

assumed 

10,579 ,001 2,577 167 ,011 ,301 ,117 ,071 ,532 

Equal variances not 

assumed 
  

2,625 157,601 ,010 ,301 ,115 ,075 ,528 

Age Equal variances 

assumed 

9,584 ,002 ,972 167 ,332 2,231 2,295 -2,299 6,762 

Equal variances not 

assumed 
  

1,007 163,744 ,315 2,231 2,215 -2,142 6,605 
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5 APPENDIX 5: INDEPENDENT SAMPLES T-TESTS FOR CONTROL GROUP 

Group Statistics 

 Knowledge group GDPR N Mean Std. Deviation Std. Error Mean 

Age High knowledge GDPR 51 40,14 11,878 1,663 

Low knowledge GDPR 137 37,01 15,559 1,329 

 

 

Group Statistics 

 Knowledge group GDPR N Mean Std. Deviation Std. Error Mean 

Education High knowledge GDPR 51 1,92 ,771 ,108 

Low knowledge GDPR 137 1,82 ,776 ,066 

 

Independent Samples Test 

 

Levene's Test 

for Equality of 

Variances t-test for Equality of Means 

F Sig. t df 

Sig. (2-

tailed) 

Mean 

Difference 

Std. Error 

Difference 

95% Confidence 

Interval of the 

Difference 

Lower Upper 

Education Equal variances 

assumed 

,981 ,323 ,762 186 ,447 ,097 ,127 -,154 ,347 

Equal variances not 

assumed 
  

,764 90,109 ,447 ,097 ,127 -,155 ,348 

Independent Samples Test 

 

Levene's 

Test for 

Equality of 

Variances t-test for Equality of Means 

F Sig. t df 

Sig. (2-

tailed) 

Mean 

Difference 

Std. Error 

Difference 

95% Confidence 

Interval of the 

Difference 

Lower Upper 

Age Equal variances 

assumed 

13,256 ,000 1,302 186 ,195 3,130 2,405 -1,614 7,874 

Equal variances not 

assumed 
  

1,470 116,766 ,144 3,130 2,129 -1,087 7,347 



83 

 

6 APPENDIX 6: CHRONBACH’S ALPHA FOR TRUST TOWARDS THE GOVERNMENT 

(TTG) 

 

Case Processing Summary 

 N % 

Cases Valid 357 100,0 

Excludeda 0 ,0 

Total 357 100,0 

a. Listwise deletion based on all variables in the 

procedure. 

 

Reliability Statistics 

Cronbach's 

Alpha 

Cronbach's 

Alpha Based on 

Standardized 

Items N of Items 

,919 ,920 5 

 

Item Statistics 

 Mean Std. Deviation N 

TTG1 4,24 1,476 357 

TTG2 4,16 1,386 357 

TTG3 4,75 1,512 357 

TTG4 4,33 1,352 357 

TTG5 3,89 1,494 357 

 

Inter-Item Correlation Matrix 

 TTG1 TTG2 TTG3 TTG4 TTG5 

TTG1 1,000 ,755 ,635 ,703 ,739 

TTG2 ,755 1,000 ,649 ,741 ,816 

TTG3 ,635 ,649 1,000 ,626 ,617 

TTG4 ,703 ,741 ,626 1,000 ,695 

TTG5 ,739 ,816 ,617 ,695 1,000 
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Item-Total Statistics 

 

Scale Mean if 

Item Deleted 

Scale Variance 

if Item Deleted 

Corrected Item-

Total Correlation 

Squared 

Multiple 

Correlation 

Cronbach's 

Alpha if Item 

Deleted 

TTG1 17,13 25,302 ,807 ,657 ,898 

TTG2 17,22 25,587 ,853 ,750 ,889 

TTG3 16,62 26,280 ,703 ,497 ,919 

TTG4 17,05 26,692 ,784 ,620 ,903 

TTG5 17,49 25,003 ,819 ,709 ,895 

 

Scale Statistics 

Mean Variance Std. Deviation N of Items 

21,38 39,472 6,283 5 

 

7 APPENDIX 7: CHRONBACH’S ALPHA FOR TRUST TOWARDS COMPANIES (TTC) 

Case Processing Summary 

 N % 

Cases Valid 357 100,0 

Excludeda 0 ,0 

Total 357 100,0 

a. Listwise deletion based on all variables in the 

procedure. 

 

Reliability Statistics 

Cronbach's 

Alpha 

Cronbach's 

Alpha Based on 

Standardized 

Items N of Items 

,785 ,794 5 

 

Item Statistics 

 Mean Std. Deviation N 

TTC1 3,57 1,453 357 

TTC2 3,42 1,278 357 

TTC3 4,17 1,657 357 

TTC4 3,80 1,308 357 

TTC5 3,01 1,253 357 
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Inter-Item Correlation Matrix 

 TTC1 TTC2 TTC3 TTC4 TTC5 

TTC1 1,000 ,473 ,397 ,400 ,457 

TTC2 ,473 1,000 ,395 ,477 ,661 

TTC3 ,397 ,395 1,000 ,365 ,353 

TTC4 ,400 ,477 ,365 1,000 ,369 

TTC5 ,457 ,661 ,353 ,369 1,000 

 

Item-Total Statistics 

 

Scale Mean if 

Item Deleted 

Scale Variance 

if Item Deleted 

Corrected Item-

Total Correlation 

Squared 

Multiple 

Correlation 

Cronbach's 

Alpha if Item 

Deleted 

TTC1 14,40 17,303 ,567 ,323 ,743 

TTC2 14,55 17,489 ,668 ,523 ,713 

TTC3 13,81 16,883 ,487 ,241 ,779 

TTC4 14,18 18,646 ,523 ,289 ,757 

TTC5 14,96 18,237 ,603 ,468 ,734 

 

Scale Statistics 

Mean Variance Std. Deviation N of Items 

17,98 26,264 5,125 5 

 

 

8 APPENDIX 8: INDEPENDENT SAMPLES T-TEST FOR TRUST TOWARDS 

COMPANIES (TTC) 

Group Statistics 

 K_G N Mean Std. Deviation Std. Error Mean 

TTC_T High knowledge GDPR 121 3,6579 1,09558 ,09960 

Low knowledge GDPR 236 3,5636 ,98768 ,06429 
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Independent Samples Test 

 

Levene's Test for 

Equality of 

Variances t-test for Equality of Means 

F Sig. t df 

Sig. (2-

tailed) 

Mean 

Difference 

Std. Error 

Difference 

95% Confidence 

Interval of the 

Difference 

Lower Upper 

TTC_T Equal variances 

assumed 

1,738 ,188 ,822 355 ,411 ,09429 ,11465 -,13119 ,31978 

Equal variances 

not assumed 
  

,795 221,229 ,427 ,09429 ,11855 -,13933 ,32792 

 

9 APPENDIX 9: INDEPENDENT SAMPLES T-TEST FOR TRUST TOWARDS THE 

GOVERNMENT (TTG) 

 

 

Independent Samples Test 

 

Levene's Test for 

Equality of 

Variances t-test for Equality of Means 

F Sig. t df 

Sig. (2-

tailed) 

Mean 

Difference 

Std. Error 

Difference 

95% Confidence 

Interval of the 

Difference 

Lower Upper 

TTG_T Equal variances 

assumed 

,492 ,483 2,991 355 ,003 ,41567 ,13895 ,14240 ,68894 

Equal variances 

not assumed 
  

2,908 224,353 ,004 ,41567 ,14292 ,13404 ,69730 

 

  

 

Group Statistics 

 K_G N Mean Std. Deviation Std. Error Mean 

TTG_T High knowledge GDPR 121 4,5504 1,31435 ,11949 

Low knowledge GDPR 236 4,1347 1,20452 ,07841 
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10 APPENDIX 10: DESCRIPTIVES FOR SENSITIVITY ITEMS 

 

Descriptive Statistics 

 N Minimum Maximum Mean Std. Deviation 

Sensitivity name 357 1 7 3,29 1,781 

Sensitivity birth date 357 1 7 2,91 1,628 

Sensitivity marital status 357 1 7 2,65 1,517 

Sensitivity origin 357 1 7 2,52 1,603 

Sensitivity sexual orientation 357 1 7 2,85 1,763 

Sensitivity religion 357 1 7 2,96 1,768 

Sensitivity adress 357 1 7 5,53 1,429 

Sensitivity political 

preferences 

357 1 7 4,29 1,767 

Sensitivity medical 

information 

357 1 7 5,82 1,273 

Sensitivity financial 

information 

357 2 7 6,52 ,830 

Valid N (listwise) 357     

11 APPENDIX 11: PEARSON CORRELATION MATRIX FOR SENSITIVITY ITEMS 

Correlations 

 SName 

SBirth 

day 

SMarital 

status SOrigin 

SSexual 

orientation SReligion SAddress 

SPolitical 

preferences 

SMedical 

information 

SFinancial 

information 

Sensitivity 

name 

Pearson 

Correlation 

1 ,467** ,350** ,348** ,189** ,204** ,489** ,137** ,284** ,192** 

Sig. (2-tailed)  ,000 ,000 ,000 ,000 ,000 ,000 ,009 ,000 ,000 

N 357 357 357 357 357 357 357 357 357 357 

Sensitivity 

birth date 

Pearson 

Correlation 

,467** 1 ,597** ,428** ,349** ,408** ,296** ,275** ,381** ,266** 

Sig. (2-tailed) ,000  ,000 ,000 ,000 ,000 ,000 ,000 ,000 ,000 

N 357 357 357 357 357 357 357 357 357 357 

Sensitivity 

marital 

status 

Pearson 

Correlation 

,350** ,597** 1 ,480** ,487** ,422** ,233** ,259** ,296** ,157** 

Sig. (2-tailed) ,000 ,000  ,000 ,000 ,000 ,000 ,000 ,000 ,003 

N 357 357 357 357 357 357 357 357 357 357 

Sensitivity 

origin 

Pearson 

Correlation 

,348** ,428** ,480** 1 ,576** ,554** ,139** ,324** ,271** ,164** 

Sig. (2-tailed) ,000 ,000 ,000  ,000 ,000 ,009 ,000 ,000 ,002 
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N 357 357 357 357 357 357 357 357 357 357 

Sensitivity 

sexual 

orientation 

Pearson 

Correlation 

,189** ,349** ,487** ,576** 1 ,537** ,086 ,337** ,311** ,117* 

Sig. (2-tailed) ,000 ,000 ,000 ,000  ,000 ,106 ,000 ,000 ,028 

N 357 357 357 357 357 357 357 357 357 357 

Sensitivity 

religion 

Pearson 

Correlation 

,204** ,408** ,422** ,554** ,537** 1 ,102 ,436** ,282** ,144** 

Sig. (2-tailed) ,000 ,000 ,000 ,000 ,000  ,055 ,000 ,000 ,006 

N 357 357 357 357 357 357 357 357 357 357 

Sensitivity 

adress 

Pearson 

Correlation 

,489** ,296** ,233** ,139** ,086 ,102 1 ,054 ,339** ,286** 

Sig. (2-tailed) ,000 ,000 ,000 ,009 ,106 ,055  ,312 ,000 ,000 

N 357 357 357 357 357 357 357 357 357 357 

Sensitivity 

political 

preferences 

Pearson 

Correlation 

,137** ,275** ,259** ,324** ,337** ,436** ,054 1 ,264** ,112* 

Sig. (2-tailed) ,009 ,000 ,000 ,000 ,000 ,000 ,312  ,000 ,034 

N 357 357 357 357 357 357 357 357 357 357 

Sensitivity 

medical 

information 

Pearson 

Correlation 

,284** ,381** ,296** ,271** ,311** ,282** ,339** ,264** 1 ,265** 

Sig. (2-tailed) ,000 ,000 ,000 ,000 ,000 ,000 ,000 ,000  ,000 

N 357 357 357 357 357 357 357 357 357 357 

Sensitivity 

financial 

information 

Pearson 

Correlation 

,192** ,266** ,157** ,164** ,117* ,144** ,286** ,112* ,265** 1 

Sig. (2-tailed) ,000 ,000 ,003 ,002 ,028 ,006 ,000 ,034 ,000  

N 357 357 357 357 357 357 357 357 357 357 

**. Correlation is significant at the 0.01 level (2-tailed). 

*. Correlation is significant at the 0.05 level (2-tailed). 
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12 APPENDIX 12: INDEPENDENT SAMPLES T-TEST FOR WTD LESS SENSITIVE 

INFORMATION. 

 

Group Statistics 

 Knowledge group GDPR N Mean Std. Deviation Std. Error Mean 

WTD_LOW High knowledge GDPR 121 3,4394 ,92971 ,08452 

Low knowledge GDPR 236 3,6511 ,86541 ,05633 

 

Independent Samples Test 

 

Levene's Test 

for Equality of 

Variances t-test for Equality of Means 

F Sig. t df 

Sig. 

(2-

tailed) 

Mean 

Difference 

Std. Error 

Difference 

95% Confidence 

Interval of the 

Difference 

Lower Upper 

WTD_LOW Equal variances 

assumed 

1,154 ,283 -2,133 355 ,034 -,21174 ,09925 -,40693 -,01654 

Equal variances 

not assumed 
  

-2,085 227,386 ,038 -,21174 ,10157 -,41188 -,01159 

 

13 APPENDIX 13: INDEPENDENT SAMPLES T-TEST FOR WTD HIGHLY SENSITIVE 

INFORMATION. 

Group Statistics 

 Knowledge group GDPR N Mean Std. Deviation Std. Error Mean 

WTD_HIGH High knowledge GDPR 121 1,8967 ,61464 ,05588 

Low knowledge GDPR 236 1,9460 ,59025 ,03842 
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Independent Samples Test 

 

Levene's Test 

for Equality of 

Variances t-test for Equality of Means 

F Sig. t df 

Sig. (2-

tailed) 

Mean 

Difference 

Std. Error 

Difference 

95% Confidence 

Interval of the 

Difference 

Lower Upper 

WTD_HIGH Equal variances 

assumed 

,806 ,370 -,736 355 ,462 -,04928 ,06693 -,18091 ,08235 

Equal variances 

not assumed 
  

-,727 233,6

36 

,468 -,04928 ,06781 -,18288 ,08432 

 

14 APPENDIX 14: INDEPENDENT SAMPLES T-TEST FOR WTD FOR ALL ITEMS 

Group Statistics 

 Knowledge group GDPR N Mean Std. Deviation Std. Error Mean 

WTD1 High knowledge GDPR 121 3,50 1,148 ,104 

Low knowledge GDPR 236 3,50 1,176 ,077 

WTD2 High knowledge GDPR 121 3,49 1,163 ,106 

Low knowledge GDPR 236 3,67 1,095 ,071 

WTD3 High knowledge GDPR 121 3,63 1,141 ,104 

Low knowledge GDPR 236 3,72 1,115 ,073 

WTD4 High knowledge GDPR 121 3,50 1,279 ,116 

Low knowledge GDPR 236 3,83 1,091 ,071 

WTD5 High knowledge GDPR 121 3,33 1,350 ,123 

Low knowledge GDPR 236 3,66 1,205 ,078 

WTD6 High knowledge GDPR 121 3,20 1,295 ,118 

Low knowledge GDPR 236 3,53 1,269 ,083 

WTD7 High knowledge GDPR 121 2,19 1,142 ,104 

Low knowledge GDPR 236 2,04 1,067 ,069 

WTD8 High knowledge GDPR 121 2,55 1,278 ,116 

Low knowledge GDPR 236 2,69 1,165 ,076 

WTD9 High knowledge GDPR 121 1,51 ,818 ,074 

Low knowledge GDPR 236 1,72 ,922 ,060 

WTD10 High knowledge GDPR 121 1,34 ,613 ,056 

Low knowledge GDPR 236 1,34 ,649 ,042 

Independent Samples Test 
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Levene's Test for 

Equality of 

Variances t-test for Equality of Means 

F Sig. t df 

Sig. (2-

tailed) 

Mean 

Difference 

Std. Error 

Difference 

95% Confidence 

Interval of the 

Difference 

Lower Upper 

WTD1 Equal variances 

assumed 

,086 ,770 -,032 355 ,975 -,004 ,130 -,261 ,252 

Equal variances 

not assumed 
  

-,032 247,239 ,975 -,004 ,129 -,259 ,251 

WTD2 Equal variances 

assumed 

,893 ,345 -

1,488 

355 ,138 -,186 ,125 -,432 ,060 

Equal variances 

not assumed 
  

-

1,460 

229,732 ,146 -,186 ,127 -,437 ,065 

WTD3 Equal variances 

assumed 

,087 ,768 -,700 355 ,484 -,088 ,126 -,335 ,159 

Equal variances 

not assumed 
  

-,695 237,144 ,488 -,088 ,127 -,337 ,161 

WTD4 Equal variances 

assumed 

9,665 ,002 -

2,552 

355 ,011 -,330 ,129 -,585 -,076 

Equal variances 

not assumed 
  

-

2,425 

211,298 ,016 -,330 ,136 -,599 -,062 

WTD5 Equal variances 

assumed 

3,873 ,050 -

2,323 

355 ,021 -,326 ,140 -,602 -,050 

Equal variances 

not assumed 
  

-

2,239 

219,329 ,026 -,326 ,146 -,613 -,039 

WTD6 Equal variances 

assumed 

,052 ,819 -

2,348 

355 ,019 -,336 ,143 -,617 -,054 

Equal variances 

not assumed 
  

-

2,333 

237,894 ,020 -,336 ,144 -,619 -,052 

WTD7 Equal variances 

assumed 

2,528 ,113 1,209 355 ,228 ,148 ,122 -,093 ,388 

Equal variances 

not assumed 
  

1,182 228,053 ,238 ,148 ,125 -,098 ,394 

WTD8 Equal variances 

assumed 

2,038 ,154 -

1,047 

355 ,296 -,141 ,135 -,406 ,124 

Equal variances 

not assumed 
  

-

1,016 

223,286 ,311 -,141 ,139 -,414 ,132 
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WTD9 Equal variances 

assumed 

2,597 ,108 -

2,051 

355 ,041 -,204 ,099 -,399 -,008 

Equal variances 

not assumed 
  

-

2,132 

269,183 ,034 -,204 ,096 -,392 -,016 

WTD10 Equal variances 

assumed 

,023 ,879 -,002 355 ,998 ,000 ,071 -,140 ,140 

Equal variances 

not assumed 
  

-,002 254,467 ,998 ,000 ,070 -,138 ,138 

 


