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Abstract  

When government institutions fail to be transparent an environment for whistleblowing is 

created. Therefore, whistleblowing can be said to be a product of democracy. In this paper we 

consider the release of the Pentagon Papers by Daniel Ellsberg and the NSA revelations by 

Edward Snowden. We suggest that both cases have demonstrated that American democracy 

was, and still is, being threatened by government abuse. The Pentagon Papers revelations 

about United States’ involvement in the Vietnam War, the subsequent newspaper injunction 

and the prosecution of Ellsberg illustrate the abuse of executive power and indicate a move 

toward an imperial presidency. The NSA revelations about intrusive U.S. government 

surveillance programs, the lack of transparency, the failure of the system of checks and 

balances and the violation of privacy reinforce the notion that individual freedom is being 

eroded by the increasing need to protect the state.  
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Introduction 

On June 13, 1971 The New York Times published an article based on a leaked Pentagon study
1
 

about the United States’ involvement in the Vietnam War. In the piece, headlined “Vietnam 

Archive: Pentagon Study Traces 3 Decades of Growing U.S. involvement” it revealed how 

the United States administration (past the Tonkin Gulf incident, August 1964) conducted 

extensive actions in attempting to provoke the North Vietnamese into a violent response 

which, in turn, justified greater U.S. participation in the war (Sheehan, 1971). This article was 

the first in a series The New York Times
2
  published based on the comprehensive Pentagon 

study it was given by government whistle blower Daniel Ellsberg. The forty-year-old 

government official was then working for the Massachusetts Institute of Technology (MIT) 

but previously had been employed by the Defense and State Department as well as Rand (a 

research organization performing classified analyses for the Defense Department).  

Over the years Ellsberg had become disillusioned with the American involvement in Vietnam; 

coming to see it as an unwinnable war. The disclosures of the Pentagon Study, which he co-

wrote, satisfied his need to tell the American people what was really happening: “…as a 

responsible citizen I felt that I could no longer cooperate in concealing this information from 

the American public. I acted of course at my own jeopardy, and I am ready to answer to all of 

the consequences of my decisions. That includes personal consequences to me and my family; 

whatever these may be, they cannot after all be more serious than the ones that I, along with 

millions of Americans, have gladly risked before serving this country. This has been for me an 

act of hope and trust. Hope that the truth will free us of war. Trust that informed Americans 

will direct their public servants to stop lying and to stop killing and dying by Americans in 

Indochina” (Ellsberg, 2002; 408). Ellsberg believed that since conventional attempts to raise 

attention to this matter remained unfruitful, he felt he had no other choice than to secretly 

copy the Pentagon Papers and release them to The New York Times to publish. The American 

people could see, with their own eyes that it had, for years, been deceived by the U.S. 

administration on the war efforts in Vietnam.  

Over four decades later, a similar case unfolded in the United States. On June 5, 2013 the U.S. 

edition of The Guardian, a British newspaper revealed government’s misdemeanors. The 

newspaper broke the story that the National Security Agency’s (NSA) daily activity was 

                                                           
1 The study consists of over seven thousand pages and forty seven volumes (Sheehan et al., 1971).  

2 This has also subsequently been published by The Washington Post.  
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collecting phone calls of millions of Verizon Customers in the United States (Greenwald, 

2013).  It was the first in a series of articles in which intrusive, possibly unconstitutional, 

government mass surveillance practices were unveiled; violating the privacy of the American 

people. Once again, these articles were based on leaked government documents provided by a 

whistleblower. Edward Snowden, a twenty-nine-year-old former technical assistant for the 

CIA, at the time of the leaks, contracted at defense contractor Booz Allen Hamilton, who had 

employed him at the NSA (Poitras, 2014). Just like Ellsberg, Snowden had at first tried to go 

through official channels but he was told that he ‘should stop asking questions’ (Snowden & 

Williams, 2014). He too decided to use the act of ‘whistle blowing’ to inform the public about 

the government’s abuses of power. In a note accompanying the first set of documents he 

provided to The Guardian journalists, he wrote:  “My sole motive is to inform the public as to 

that which is done in their name and that which is done against them. The U.S. government, 

[…] have inflicted upon the world a system of secret, pervasive surveillance from which there 

is no refuge. They protect their domestic systems from the oversight of citizenry through 

classification and lies, and shield themselves from outrage in the event of leaks by 

overemphasizing limited protections they choose to grant governed” (Greenwald, 2014; 23-

24). “I understand that I will be made to suffer for my actions, [but] I will be satisfied if the 

federation of secret law, unequal pardon and irresistible executive powers that rule the world 

that I love are revealed even for an instant” (Greenwald, MacAskill & Poitras, 2013).  

Whistleblowing  

Why the need to blow the whistle? Whistleblowers, like Ellsberg and Snowden, are 

individuals who on their own initiative decide to disclose ‘illegal or immoral acts’ of 

government. Hence, whistleblowing can be viewed as ‘the process by which insiders ‘go 

public’ with their claims of malpractices by, or within, powerful organizations’ (Perry, 1998; 

235), and by revealing these wrongdoings, protect the community, promote the public good, 

and extend the rule of law (Mansbach, 2011; 13). Since the United States is a democracy, in 

which we elect or appoint certain organizations with the responsibility for implementing the 

democratic processes, it is our right to know what decisions are being made by these 

organizations. For transparency is a vital component of democracy. However, one always 

debates, how much should we be told? Notwithstanding, when these institutions or 

organizations fail to be transparent the environment for whistleblowers is created. 

Whistleblowing in a sense is a product of democracy (Lewis & Vandekerckhove, 2011). 

Furthermore, the ‘free speech’ whistleblowing of Ellsberg and Snowden (the kind in which 
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illegal or morally wrong practices by powerful actors are revealed) is a reminder to the 

political elite that the people have entrusted them with the power to govern on their behalf 

(Mansbach, 2011).  

Government abuse  

The acts of Ellsberg and Snowden themselves can be said to benefit democracy; the 

misdemeanors they disclosed represent the opposite. Ellsberg in the early 1970s revealed that 

consecutive presidents
3
 and their cabinets lied about the nature and the extent of American 

involvement in the war in Vietnam. It misled Congress and the American people into thinking 

that the war was not only winnable but was being fought for the sake of United States’ 

national security. After the Pentagon Papers had been leaked the Nixon administration 

responded by charging Daniel Ellsberg under the Espionage Act
4
 also they filed an injunction 

against The New York Times and The Washington Post for publishing the Papers. This was an 

attempt to restrict further revelations, for some it infringed the First Amendment.  

Snowden in the summer of 2013 revealed that the NSA had been secretly surveilling millions 

of citizens by collecting telephone records from telecom operators and internet 

communications from U.S. internet giant Google and Facebook and tapping into internet 

cables carrying domestic and international mail (MacAskill et al.,, 2013). The Obama 

administration and the NSA responded in a similar manner as Nixon four decades earlier 

when they claimed that the data collection had been crucial to the successes of counter-

terrorism operations and that ‘the modest encroachments on privacy that are involved in 

getting phone numbers … that on net, it was worth us doing’ (Obama, 2013). The practices of 

these administrations and the responses of Presidents Nixon and Obama have exposed a 

continued tendency toward the protection of national security at the expense of constitutional 

law. A worrisome evolution which I believe threatens the health of American democracy.  

I will argue that the revelations of the Pentagon Papers and its subsequent events have shown 

that American democracy was and still is, being threatened by the abuse of executive power. 

Moreover, the American presidency has obtained the characteristics of an imperial presidency 

and the survival of democracy is in jeopardy. Subsequently, the NSA revelations revealed 

                                                           
3 Truman through to Johnson (plus incumbent President Nixon).  

4 The Espionage Act of 1917 made it illegal (during wartime) to copy, take or make any photograph, map, blueprint, 

document, writing or note of anything connected with the national defense. It is a criminal offense if the government has 

reason to believe that the person obtaining this information will use it to injure the United States (Strassfeld, 2004).  
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forty years later, just reinforced this notion that individual freedom is being eroded by the 

increasing need to protect the state.  

Therefore, we will look at the revelations of the Pentagon Papers, offering a short theoretical 

framework on the separation of powers and the risks of unilateral executive power, 

government secrecy and the concept of securitization. Consequently, giving a chronologic 

description of the events that occurred before and after Daniel Ellsberg leaked the Pentagon 

Papers, including the personal motivations of Ellsberg. The third chapter will focus on my 

main argument; explaining the basis of the leaks, the newspaper injunction and the 

prosecution of Ellsberg. Why I believe that American democracy was being threatened by the 

abuse of executive power.  

We then consider the revelations concerning the NSA. I will give a short theoretical 

framework on the laws and statutes that make mass surveillance possible. Then a 

chronological description of the events that occurred before and after Snowden decided to 

leak the NSA files, giving an insight in why he felt he needed to make these documents 

public. Moreover, I will once again center on my main argument and state on the basis of the 

ill-functioning FISA court, lack of congressional oversight and the violation of privacy, why 

American democracy continues to be threatened. However, this ‘threat’ has now widened 

from the executive branch to the whole of U.S. governance. 

I am well aware of the challenges of writing about a contemporary issue like the NSA 

revelations since as yet little academic literature has been devoted to this matter. However, I 

strongly believe that based on the firsthand accounts of The Guardian journalists
5
, 

accompanied by articles from high quality and renowned newspapers, a thorough and detailed 

analysis can be made.  

Whilst the Ellsberg elements have been ‘confirmed’ by academics and historians, the 

Snowden elements are part of an ongoing discussion. Consequently, the perspectives I offer 

might change over time.  

 

 

 

                                                           
5 Glenn Greenwald, Laura Poitras and Ewen MacAskill.   
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1- The separation of powers 

When the Founding Fathers created the Republic and constructed the U.S. Constitution their 

main idea centered on the separation of powers. Competition was seen as the guarantee of 

freedom for the people, therefore, they chose to disperse authority amongst three independent 

branches of government; the legislative, the executive and the judiciary. As Madison, 

architect of the Constitution, said: … “protection against tyranny must be supplied, by so 

contriving the interior structure of the government as that its several constituent parts may, 

by their mutual relations, be the means of keeping each other in their proper places” (Shane, 

2009; 6) Furthermore, the separation of powers doctrine equipped the different branches with 

‘the necessary constitutional means and personal motives to resist encroachments of the 

others’ (Schlesinger, 1973; vii). Therefore, the Constitution institutionalized competition 

sitting it at the heart of American politics.  

Subsequently, the Founding Fathers looked to create a government that would serve 

democracy and would work effectively to advance the interests of American society. The 

remaining questions left to be resolved were: How could such a system be best made to work 

and, more importantly, would it work?  

1.1 Balance  

The practicalities of creating a separation of powers were complex and a balance of autonomy 

and interdependence was needed. To create this balance, all branches were given the authority 

to hold to review the exercise of power of the other branches
6
. To further increase the balance 

of power, all branches were put in a position of partial institutional dependency
7
. This system 

gave each branch not only positive incentives to cooperate but also weapons to retaliate 

against uncooperative behavior of the others. Moreover, this system protected the values of 

American democracy (Shane, 2009).  

                                                           
6 The President for example, reviews legislation through his veto power and can override the exercise of judicial authority by 

his power of pardon. Congress, thereafter, has the power to impeach and remove any officer of the United States, including 

the President. It can thus review and respond to individual wrongdoing by federal officers. Finally, the Supreme Court has the 

power to nullify legislation (Shane, 2009).  

7 Partial institutional dependency means that each branch needs the consent of the other two branches in order to do their job. 

Therefore, Congress cannot execute laws once passed, the President is dependent for most of his initiatives on officials 

appointed and confirmed by the Senate, and the judiciary does not execute its own judgments and depends on Congress for 

appropriation of its jurisdiction (Shane, 2009).   
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Nonetheless, as the nation developed it appeared that this balance was not entirely practical 

since ironically, this system of checks and balances would only work if one of the branches 

took initiative. More importantly, it was largely the executive through vigorous presidential 

leadership who took the initiative overcoming the tendency toward inertia, since a system of 

checks and balances inadvertently created gridlock. This need for a strong Presidency also 

created a tension and maybe even a misbalance between the executive and the other branches 

of government (Schlesinger, 1973).  

Waging a defensive war  

This imbalance can be seen through the process of declaring war. The Constitution vests this 

responsibility in the legislative; however, the President is authorized to wage a ‘defensive’ 

war without recourse to Congress, which, in contemporary society, clearly represents a 

potential breach in the congressional position. But when the Founding Fathers reserved this 

presidential power, the world was very different with the Framers probably envisioning 

attacks upon the United States. At present, an attack on a nation-state far from the U.S. shores 

can have direct impact on U.S. national security, or at least, be seen as such. Consequently, 

the Constitution leaves the President with the power to determine whether the circumstances 

of particular armed attack on other nation-states is a ‘clear and present danger’ to the United 

States without informing Congress. In other words, conflict anywhere around the world can 

be interpreted as an attack on the United States, if the President so judges. Add to this power 

the president’s role as Commander in Chief, which the Founding Fathers had given to the 

President for when Congress was divided on the course of war. In essence, this suggests that 

from the dawn of the republic, national security had primacy over democracy. As these 

functions of the presidency give the executive every notion of virtual exclusivity over foreign 

policy. Or as Abraham Lincoln more frankly observed; ‘the view that one man had the power 

of bringing the nation-state into war placed our Presidents where Kings had always stood’ 

(Schlesinger, 1973; 187).  

1.2 Self-restraint  

A system of separation of powers can only work if every branch is committed to effective 

governance. As no paper law can guarantee a more thoughtful exercise of power; 

responsibility is needed to prevent abuses of power. Thus it is not only the existence of the 

checks and balances system on paper that is crucial for the functioning of American 

democracy; ‘it is the web of attitudes, beliefs, and informal practices surrounding the 
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implementation of the Constitution that gives life to the document’s underlying purposes’ 

(Shane, 2009; 10). Especially the adoption of a culture of self-restraint is crucial in this 

perspective. This self-restraint is the product of a common belief in the necessity of an active, 

problem-solving government, the motivation to represent the broad range of public opinions 

and a designed internal structure that promotes deliberation.  

Nonetheless, there is a problem with a system of ‘self-constraint’ within the executive branch. 

As it is the most unitary branch of the three, decisions can be made within a more insulated 

environment. In conversations, the only voices present may be that of a high-level official, a 

lower-level official and some assistants accountable to those officials. In such settings, it 

would require a strong form of self-discipline for the persons involved to actually concern 

themselves with interests and perspectives other than the shared agenda. They would have to 

be able to play the devil’s advocate on many of the decisions being made. This is especially 

true for lower-level decisions that will never be reviewed by Congress as they are to invisible 

or ‘insignificant’. This enables unilateral executive power  to exist (Shane, 2009; Ellsberg, 

2010).  

Unsurprisingly, Presidents like their power and, in general, desire to create more unilateral 

influence. It makes their lives easier, politically speaking, if they can wield without 

accountability to the legislative and judiciary. Moreover, unilateral power can be very 

effective. Accordingly, they will use their obtained power to reinforce, not diffuse presidential 

authority. As a result, the risk of excessively unilateral executive power is real. This is 

reinforced by the fear of both the legislative and the judiciary that strong-arming the 

Presidency can reflect badly on their own performance. Congress prefers to keep public 

attention focused on the President with regard to hard policy decisions, so that they do not pay 

the price at election times. And the courts are anxious to make decisions in areas where they 

lack expertise, for they could be perceived as intruding the policy making process (Shane, 

2009).  

This fear of speaking out against the President can be further reinforced by the internal 

process of ‘groupthink’. This idea by social psychologist Irving Janis tries to explain why the 

quality of decision-making can degrade in certain situations of group interaction. ‘When a 

group responsible for evaluating the environment [for example] resists and even rejects 

alternative viewpoints and becomes fixated on one interpretation and one implication for 

policy, you can say they are suffering from ‘groupthink’ ’ (Shane, 2009; 60). As John Levine 
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and Richard Moreland (in; Shane, 2009; 60) explain: ‘[…] the antecedents of groupthink 

include high group cohesion, structural faults, and a provocative emotional context. These 

factors produce overestimation of the group, closed-mindedness, and pressures toward 

uniformity, which in turn lead to defective decision making, including a incomplete survey of 

available options, a failure to assess the risks of preferred option, and a selective bias in 

processing information. As a result, the group is more likely to become psychologically 

entrapped in a poor decision instead of good decision making”. As addressed earlier, the 

executive office is a highly insulated environment in which counterarguments are only 

allowed to enter on a small scale. This not only makes self-constraint harder but enables poor 

decision-making as a result of ‘groupthink’. Altogether, unilateral executive power is 

stimulated rather than prevented.  

1.3 Securitization     

The notion that secrecy is crucial to the functioning of the government is accompanied by the 

notion of securitization. Ever since the birth of the Republic, Presidents have been focused on 

securing the future of the ‘project’. At times this is achieved through the act of securitization; 

the process of moving a particular issue out of the normal, political sphere and into the 

exceptional, security sphere. As Buzan et al., (1998) aptly describe: In theory, any public 

issue can be located on the spectrum ranging from nonpoliticized (meaning the state does not 

deal with it and it is not in any other way made an issue of public debate and decision) 

through politicized (meaning the issue is part of public policy, requiring government decision 

and resource allocations or, more rarely, some other form of communal governance) to 

securitized (meaning the issue is presented as an existential threat, requiring emergency 

measures and justifying actions outside the normal bounds of political procedure) (23-24; in 

Lovett, 2014).   

If an issue is politicized it is open to deliberation; it is seen as a matter of choice. If the issue 

is securitized the perceived stakes are survival of an identity group (nation, race, religion) 

demanding special resources to meet the exceptional threat; there is no choice but to respond. 

There is no debate or question about the legitimacy of acting, the presented threat is just too 

severe not to act. The process of securitization consists of three aspects. First, a referent 

object; the ‘object’ perceived to be under existential threat and thus asserting a legitimate 

survival need. Given the subject of this dissertation, for example: national security. Second, a 

securitizing actor; the individual or group that asserts an existential threat to a referent object. 
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For instance: the president. Thirdly, a speech act; the utterance that identifies and convinces 

the group of the existential threat (Buzan et al., 1998; in Lovett, 2014). A good example here 

is President George W. Bush’s speech in which he declared the war on terror in the wake of 

9/11.  

Originally an international relations theory, the concept has increasingly been used as a 

governance tool. Given the ‘state of war’ the U.S. has positioned itself in since the beginning 

of the 20
th

 century – with the First and Second World War, Cold War and War on Terror – 

securitization has become an extremely powerful governance device. Especially since the 

separation of the executive, legislative and judicial blurs in such times of ‘exception’, 

focusing power in the executive and guaranteeing unified government action. Moreover, 

securitization also contributes to the ‘state of exception’ since the government is creating a 

‘no-man’s-land between public law and political fact and between the juridical and life’ by 

permanently assuming exceptional powers beyond the established legal system (Agamben. 

2005; 35; in Lovett, 2014). The result can be a government that uses the concept of 

securitization to protect the state and its power at the cost of its people’s self-governance.    

 

 

 

 

 

 

 

 

 

 

 

 



12 
 

2 – The Pentagon Papers 

Daniel Ellsberg was born in Chicago in 1931. After obtaining a PhD in Economics at Harvard 

he became a strategic analyst at Rand Corporation in 1959. Ellsberg’s work, as an analyst, had 

been ‘mainly on deterring a surprise nuclear attack from the Soviet Union’ (Ellsberg, 2002, 

4).  In that function he also served as a consultant to the Defense Department and the White 

House, again specializing in problems of the command and control of nuclear weapons, and 

crisis decision-making. It was not until 1964 when he joined the Defense Department as a 

Special Assistant to Assistant Secretary of Defense John McNaughton that he became 

involved in the policy making of the Vietnam War. This was a striking career move, since 

Ellsberg had not been a staunch supporter of U.S.’ involvement in Indochina or military 

conflict in general: “[…] in mid-1964 I had accepted an offer to leave Rand to join the 

Defense Department to assist a high official primarily on his Vietnam policy-making 

responsibilities. I had no newly acquired interest in Vietnam, nor had I gained a more hopeful 

attitude about our prospects there. […] It was from my point of view, research. Though it 

wasn’t obvious on the surface, it was research addressed to the same end as that of the 

previous six years, avoiding nuclear war. Certainly I would not have predicted that three 

years after my trip to Vietnam I would be working seventy hours a week in the Pentagon to 

help sneak the country into a war there. What I was doing over six years before that trip, 

working on preparations for general nuclear war, was just as bizarre in terms of my own 

background. The intense irony of my doing such work was rooted in my revulsion – ever since 

I was a child during World War II – at the bombing of civilians and my extreme abhorrence 

of nuclear weapons like the bombs that were dropped at the end of the war. Those attitudes, 

which figured my eventual response to the Vietnam War, have been virtual constants in my 

life, not matters of midlife conversion” (Ellsberg, 2002, 21-22).  

2.1 United States’ involvement in Vietnam  

By then, the U.S. had been involved in Vietnam for over a decade under the guise of 

‘containing communism’ and asserting self-government for the Vietnamese people. After 

World War II both the Soviet Union and China were seen as a threat to world peace, 

especially in South-East Asia. When both nation-states showed interest in Indochina, the 

United States feared a communist takeover of Asia, starting to actively defend the region. Ho 

Chi Minh, the leader of the leftist nationalist movement in French controlled Indochina was 

perceived by Washington as a communist, a tool of the Kremlin and therefore an enemy of the 
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United States. This was ironic, since the U.S. had been working closely with Ho Chi Minh 

during World War II. In the postwar power struggle, the French were not ready to give up 

colonial rule and persuaded the Americans into a coalition against the nationalist movement. 

They would not have succeeded in their attempts, had it not been for the Cold War. This 

conflict with the Soviet Union and its communist ideals, enabled the United States 

government to believe the message the French were telling them; that the nationalist 

movement in Indo-China was ‘simply another manifestation of the international communist 

conspiracy’ (Brogan, 1998; 647). If it wanted to prevent communism from spreading around 

the world, it had to stand firm in Indo-China. Consequently, America became the chief 

supplier and paymaster in the French war-effort.   

Military intervention  

Eventually, the French suffered a tremendous military loss at the battle of Dien Bien Phu, it 

became clear that the European game in Indochina was over, a peace agreement was signed. 

These Geneva Accords divided Indochina into two parts; North and South Vietnam. 

Nationwide elections were supposed to be held to determine its self-reliant future. But as Ho 

Chi Minh was gaining popularity, the United States feared that the election would be won by 

his communist party and that they would take over the whole of Vietnam. John Foster Dulles, 

Secretary of State under Eisenhower, determined to prevent this from happening, saw South-

East Asia as the Western’s alliance weak point and was troubled by the Soviets ‘increased’ 

interest in the region, obstructed the elections and conserved the division. With this action and 

with the construction of the South-East Asia Treaty Organization (SEATO)
8
, America was 

now deeply committed to resisting communism in the region. As the Cold War intensified and 

John F. Kennedy succeeded Eisenhower, America’s involvement in Vietnam did all but 

decline. Kennedy believed that the Eisenhower administration had made a mistake by 

alienating the South Vietnamese government of Ngo Dinh Diem and attempted to reinforce 

his power. Further, his Secretary of Defense, Robert McNamara, got Kennedy to assume that 

‘the problem was essentially a military one and that for every such problem there was a 

military answer’ (Brogan, 1998, 649). Kennedy, accordingly, increased the U.S. military 

presence in Vietnam which intensified the conflict.  

                                                           
8  Based on an idea of John Foster Dulles, the South-East Asia Treaty Organization or SEATO was set up on the model of 

NATO. Its members were the United States, Great Britain, France, Australia, New Zealand, Pakistan, Thailand and the 

Philippines. They pledged themselves to defend each other against any attack. But SEATO never really took foothold and 

never became a deterrent or defense mechanism in the region (Brogan, 1998; 648).  
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Escalation  

When Diem’s position as President of South Vietnam became untenable, Kennedy agreed for 

his removal
9
. Only three weeks later Kennedy was removed. All he had achieved in Vietnam 

was a deepening of American commitment. Lyndon B. Johnson, his successor, further 

deepened his involvement as he disclosed: “I am not going to lose Vietnam. I am not going to 

be the President who saw Southeast Asia go the way China went” (Brogan, 1998; 650). The 

‘Gulf of Tonkin’ incident ultimately enabled this escalation of American involvement as the 

resulting resolution gave President Johnson authorization, without a formal declaration of war 

by Congress, for the use of conventional military force in South Vietnam and retaliatory air 

bombing of North Vietnam (Schlesinger, 1973). It was during LBJ’s first term that Daniel 

Ellsberg was deployed to Vietnam. As a civilian employee of the State Department he had 

served two years at the U.S. Embassy in Saigon, studying and evaluating the pacification 

program at work (Ellsberg, 2002). There, in the Vietnamese rice fields, he witnessed the 

futility and uselessness of the war. By late 1967, Ellsberg had become discouraged by the 

continuing violence of the conflict and the unwillingness of the American government to 

change its approach.  

The McNamara study  

By the end of LBJ’s Presidency, 222,351 servicemen had either be killed or wounded in 

Vietnam. The anti-war protests were gaining ground. The battle in Vietnam had been the first 

to be covered effectively by television reporters and so for the first time many at home saw 

their screens filled with images of horror. The American people’s discontent with the war 

effort only grew and many of the military that returned home had become just as disillusioned 

as Ellsberg (Brogan, 1998). However, they were not aware of the issues Ellsberg had come to 

learn during his time working for the McNamara study and his time at the U.S. embassy in 

Saigon. The McNamara study was officially entitled the ‘History of U.S. Decision Making 

Process on Vietnam Policy, 1945-68’ and had been launched by the Secretary of Defense 

during Johnson’s second term to create an ‘encyclopedic history of the Vietnam War’ 

(Sheehan et al., 1971). Neither President Johnson nor Secretary of State Dean Rusk was 

informed about the study and the fifteen copies were classified ‘top secret sensitive’. Ellsberg 

was assigned to study the Kennedy decision-making of 1961, which turned out to be rather 

revealing: “What I found in my search of the 1961 documents for the McNamara study was 

                                                           
9 Diem and his family were killed in a violent military coup, with the CIA in attendance.    
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that not a single one of Kennedy’s military or civilian advisers had told him that the program 

of advisers and supporters units he announced in mid-November would be adequate to stop 

deteriorating trend in South-Vietnam even in the short run, let alone to bring ultimate 

success.[…]The official statements and news stories about their judgments and 

recommendations, and about their view that advisers would be adequate, had simply been 

false. Why the administration had lied about these matters wasn’t hard to explain either. If 

the President rejecting nearly unanimous advice of his senior officials, was going to send 

advisers and support units but no more than these, it wouldn’t been helpful to tell the truth 

about the actual judgments he’d heard on the ineffectiveness of this program or the urgent 

recommendations he’d received to do more” (Ellsberg, 2002; 192). These findings made 

Ellsberg highly skeptical about the decisions made by other presidents. Had they also lied 

about their decision-making and motivations for the war?    

2.2 The consequences of leaking classified information   

As the story of the Vietnam War in the McNamara study is told in the written words of the 

principal actors themselves, through their memorandums, cablegrams and orders, it gives a 

detailed account of the decision-making throughout the War (Sheehan et al., 1971). Ellsberg 

had read the whole study by 1969, it dawned on him that the deception by the Johnson 

administration was even deeper than that of Eisenhower or Kennedy. For the first time 

Ellsberg started to seriously consider leaking the classified information to either Congress or 

the press: “The striking impact of the unauthorized disclosure of the troop request – at that 

time one of the more closely held secrets in the administration – suddenly opened my eyes to 

my responsibilities as a citizen. I had never considered up till that point leaking classified 

information to Congress, much less to the public through the press […]. I realized something 

crucial: that the president’s ability to escalate, his entire strategy throughout the war, had 

depended on secrecy and lying and thus on his ability to deter unauthorized disclosures – 

truth telling – by officials. That did not mean with certainty that he could not have carried out 

his plans openly or that he still could not do so. The fact was, however, that he had never 

chosen to test that possibility, and it was doubtful now, in the wake of Tet, that he was ready 

to give truth a chance. […] He had to rely on all informed subordinates to keep his secrets 

and conceal his lies from Congress. His experience over the past three years would give him 

confidence that he could do just that. (Ellsberg, 2002; 204) 
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It would take Ellsberg two more years and endless nights of photocopying
10

 before he finally 

decided to make the Pentagon Papers public. He first tried to hand the study to a couple of 

Senators and members of the House to make them part of the public record. But they all 

considered it far too risky to their political wellbeing to take part in such action. Instead, they 

advised Ellsberg to take the Papers to The New York Times. To Ellsberg, The Times was the 

obvious choice in the newspaper industry. It was the only paper that had printed long accounts 

in their entirety before and it had the prestige to carry it through (Ellsberg, 2002). Ellsberg 

approached  NYTimes-editor Neil Sheehan, who he had met a couple of times in Vietnam and 

who he deemed worthy of the task. After months of secret meetings and smuggling the Papers 

across the country, The New York Times was finally, after long deliberation, intense research 

and several legal meetings, ready to publish the study.  

The first article, written by Sheehan and published on June 13, 1971, had the unexciting head: 

Vietnam Archive: Pentagon Study Traces 3 Decades of Growing U. S. Involvement. The 

article demonstrated that the study’s main disclosure revealed that ‘the four Administrations 

progressively developed a sense of commitment to a non-Communist Vietnam, a readiness to 

fight the North to protect the South, and an ultimate frustration with this effort – to a much 

greater extent than their public statements acknowledged at the time’ (Sheehan et al., 1971; 

x).   

Restricting the newspapers  

Unsurprisingly, the American public having been numbed by the extensive reporting on the 

Vietnam War, the Pentagon Papers drew little initial public attention or comment. It was not 

until the Nixon administration obtained a temporary constraining order, after the first three 

daily installments were published, barring The New York Times from publishing its fourth 

installment, that this inadvertently changed. The government contended that if public 

dissemination of the study continued, the national defense interests of the United States and 

the nation’s security would suffer immediate and irreparable harm. Therefore, they argued for 

a permanent injunction of the newspaper (Sheehan et al., 1971). 

By then Ellsberg feared that if publication halted and the full study was not published, its 

intended effects would not be reached: “It wasn’t any one page or volume or individual 

                                                           
10 His thirteen year old son ran the photocopier while his ten year old daughter ‘trimmed’ the papers so they could be filed 

neatly. They were accompanied, most of the times, by Lynda Sinay, the girlfriend of Anthony Russo who owned a small 

advertising company with a Xerox machine.  
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revelation that was so dramatic; it was the tenacity and nature of the patterns of deceit and 

recklessness and cynicism that were ultimately stunning. For that to register on any one 

reader or the country as a whole, much more had to come out” (2002; 389). So in deliberation 

with The New York Times, Ellsberg handed another copy of the Papers to The Washington 

Post. After hardly printing a letter, they also received an injunction. Thereafter, both the 

Boston Globe and the St. Louis Post-Dispatch were restrained from publishing their 

installments of the Papers and Ellsberg, in response, distributed the study to another number 

of local newspapers who continued publishing. The Nixon administration then finally realized 

it was fighting a lost cause and refrained from filing any more injunctions.   

However, the battle between Ellsberg and Nixon was far from over. Both The New York 

Times and The Washington Post decided to fight their injunctions in court. There they 

countered the government’s argument of ‘immediate and irreparable harm’ and argued that 

the Papers belonged in the public domain and that no danger to the nation’s security was 

involved (Sheehan et al., 1971). After days of deliberation between District Courts, second 

circuits and Courts of Appeals, both the government and the newspapers applied for a writ of 

certiorari; judicial review by the Supreme Court. In a five-to-four vote the Court granted this 

request and began reviewing New York Times v. United States (1971).  

It took only four days – until June 30, 1971 – for the U.S. Supreme Court to rule in favor of 

the newspapers and dismiss the injunction, holding that the right to a free press under the First 

Amendment to the Constitution overrode any subsidiary legal considerations that would block 

publication by the news media (Sheehan et al., 1971). As soon as the restraining order was 

lifted, The New York Times reinstated the publication of excerpts from the Pentagon Papers.  

Prosecution of Daniel Ellsberg  

Meanwhile, Daniel Ellsberg had been staying under the radar
11

 continually declining to 

comment on his role as there had been no clear indication for government prosecution of the 

leaker. They did have strong circumstantial evidence though and were definitely suspecting 

Ellsberg, but as long as they were not pressing any charges against him, he believed it was 

best not to come forward.   

                                                           
11 Ellsberg went into hiding for weeks as the FBI tried to find him. He even appeared in a television interview by Walter 

Cronkite.  
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Eventually, when his wife provided an affidavit on the process of copying the papers and 

Anthony Russo
12

 refused to testify but his girlfriend did provide testimony, the U.S. Justice 

Department, on 25
th

 June, issued a warrant for Ellsberg’s arrest. If he did not want to become 

a fugitive, Ellsberg now had to turn himself in. After a few days of stalling so that he could 

distribute more copies of the Papers to newspapers across the country, he surrendered on June 

28. Surrounded by reporters he answered a few questions about his motives: “How do you feel 

about going to prison?”, a reporter asked, Ellsberg replied: “Wouldn’t you go to jail to help 

end the war?” (Ellsberg, 2002; 408). Following Ellsberg’s revealing President Nixon was 

furious with Ellsberg’s actions. In a private meeting he called him ‘the most dangerous man 

of America’ and considered him a severe threat to the nation’s national security. Ellsberg was 

not surprised by his response: “I suspect that President Nixon was entirely sincere in 

asserting later that he saw me as a threat to national security, if you define national security 

in that precise sense [the freedom of the President to pursue his chosen foreign policy]. I 

threatened, to the best of my ability, to make public a strategy that our democratic system was 

not likely to permit him to pursue freely, if it was correctly understood” (Ellsberg, 2002; 442).  

By the end of the 1971, Ellsberg was indicted under the Espionage Act on twelve federal 

felony charges for a possible total sentence of 115 years. Anthony Russo faced 25 years 

(Ellsberg, 2002, 2006). The charges were eventually dismissed on grounds of governmental 

misconduct against Ellsberg, since it had subsequently become known that President Nixon 

had ordered a break-in and search of Ellsberg’s psychiatrist’s office to find ‘dirt’ that could be 

used in the case. These events would later become part of the ‘Watergate scandal’ leading to 

the impeachment and resignation of President Nixon.  

 

 

 

 

 

                                                           
12 Anthony Russo was a former colleague of Ellsberg at Rand Corporation who assisted him in copying the Pentagon Papers. 

He was also charged with espionage, theft and conspiracy but his charges were dropped too, after the government misconduct 

was revealed (Ellsberg, 2002). 
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3 – Democracy threatened by the abuse of executive power  

3.1 The Pentagon Paper’s revelations 

The Pentagon Papers revealed a number of issues concerning the involvement of the U.S. 

administrations of Truman, Eisenhower, Kennedy and Johnson in the Vietnam War. 

Published at a time when support for U.S. involvement in the Vietnam War was steadily 

eroding, the Pentagon Papers confirmed many people’s suspicions about the active role the 

government had taken when building up the conflict in Vietnam. Though the study did not 

explicitly cover the Presidency of Richard Nixon, the revelations included within it were also 

embarrassing for him in the run up to the election in 1972.  

For many, reading the Pentagon Papers in their vast detail must have been like stepping 

through the looking-glass into a different world; the executive branch resembled a guarded 

world with its own set of values, dynamic, language and perspective, one that is quite distinct 

from the public world of the ordinary citizen, little was known about executive action. 

Although the government insider world and the public world are like two intersecting circles, 

only a small portion of the government circle can be perceived by the ordinary citizen. It is for 

this reason that the publication of the Pentagon Papers was so important. Moreover, the 

Papers revealed a discrepancy between the parts of the circle that the government revealed 

and the rest of the circle, in other words, a discrepancy between the official statements about 

Vietnam and the actual course of the war (Sheehan et al., 1971). Furthermore, this secrecy and 

truth-twisting was not limited to public statements but ran throughout the different layers of 

government. Not only was the public being deceived, Congress, the judiciary, and lower ranks 

of the executive branch were also being deluded.  

Amongst many examples, in May 1965, a five day pause to the bombing of Vietnam 

illustrated this. Secretary McNamara sent a top-secret but misleading order through the entire 

military command structure stating that the purpose of the pause was to permit reconnaissance 

aircraft to conduct a thorough study of the North Vietnamese lines of communication. This 

order was then leaked to the other branches of government to reinforce the State department’s 

message. The real purpose of the pause was to provide an opportunity to deliver secretly a 

‘cease and desist order’ to Hanoi to halt the insurgency in the South. When the North 

Vietnamese rejected this demand, the seemingly peaceful gesture of pause would provide 

political legitimacy for escalation of the war (Sheehan, 1971; xiii). This demonstrated 
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President Johnson’s claim that inherent and exclusive presidential authority alone, 

unaccompanied by ‘life threatening’ emergencies, Congressional authorization or an 

international treaty, permitted a President to order troops into battle (Schlesinger, 1973; 93). 

This directly impaired the Constitution’s clause concerning the declaration of war. The 

Founding Fathers had vested this responsibility in Congress since they viewed ‘the powers to 

declare war, to conclude peace, and to form alliances, are among the highest acts of 

sovereignty; of which the legislative power must at least be an integral part and preeminent 

part’ (Shane, 2009; 48). By misleading, misinforming and ignoring Congress, the executive 

excluded the legislative from this process. The war efforts in Vietnam might therefore, be 

viewed as a gross infringement of the Constitution and thus an abuse of executive power.  

The secrecy system  

The need for secrecy was recognized in the Constitution; Congress is allowed to keep some of 

its decisions and documents secret. Additionally, the executive can under its executive 

privilege withhold information from Congress. Moreover, Congresses and congressional 

committees have recognized the need for some executive nondisclosure when they asked the 

State Department to report only what in the president’s judgment was ‘not incompatible with 

the public interest’. The Supreme Court has also repeatedly recognized the need for some 

secrecy in the executive activities but also insist on the confidentiality of deliberations in both 

the jury and judicial chambers. Hence, the conference of the Justices of the Supreme Court is 

probably the most confidential government proceeding (Henkin, 1971; 274).   

The reasons for government secrecy are various. Military operations, diplomatic 

communications plus defense security in time of peace are commonly confidential in order to 

protect the United States’ foreign policy and national security. Furthermore, new policies are 

usually kept secret to prevent them from creating unfair advantage to those who learn early. 

Secrecy is also fundamental in the field of domestic and foreign intelligence. Not only to 

prevent alarming the targets of the government’s suspicion but also not to alarm the public of 

potential threats to their safety. Many even believe that government would become impossible 

if all communications between officials became public knowledge.   

Yet democratic visionaries like James Madison believed that the dissemination of information 

would always have the upper hand over the culture of secrecy: “A popular government, 

without popular information, or the means of acquiring it, is but a Prologue to a Farce or a 

Tragedy; or, perhaps both. Knowledge will forever govern ignorance: and a people who 
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mean to be their own Governors must arm themselves with the power which knowledge gives” 

(Schlesinger, 1973; 332-333). The history of the American presidency and the Vietnam War 

in particular, suggests that this is not true. What the Pentagon Papers have revealed is that the 

culture of secrecy had been rapidly expanding within the executive branch since World War 

II.  The right of the people to know what government does, which also entails the right of the 

Congress to know what government does, has been reduced by the right of the executive to 

withhold information in the public interest (Henkin, 1971). Although, executive secrecy is 

normally directed at the public and the press, Congress has also been left out of the 

conversation which violates the separation of powers clause within the Constitution, by 

disabling the act of review and eliminating the partial institutional dependency. As Ellsberg 

underscores: “It took me […] long to recognize that the secrecy agreements we had signed 

frequently conflicted with our oath to uphold the Constitution. That conflict arose almost 

daily, unnoticed by me or other officials, whenever we were secretly aware that the President 

or other executive officers were lying or misleading Congress” (Ellsberg, 2006; 5).  

Although there are several government practices that thrive by some level of secrecy, the 

Pentagon Papers disclosed that this secrecy had been abused. The Papers revealed that too 

many actions and decisions were classified as ‘top secret’ and kept that classification for too 

long. The fine line between secrets held for true national security purposes and secrets held 

solely for the executive’s benefit was being crossed numerous times, creating an imbalance 

between the hypothetical dangers from informing an adversary and the right of the people to 

know. In reality, the apparatus of secrecy served to conceal recklessness, violation of law, 

crimes, corruption and questionable judgments, and classifying these issues as secret has to do 

with politics and accountability, not with true national security (Ellsberg, 2010). The 

difficulty of self-restraint and the presence of group think within the executive branch could 

be seen as the underlying factors that helped facilitate such behavior. The pattern of decision-

making that preceded the escalation of the Vietnam War was shallow, ill informed and driven 

more by wishful thinking and political momentum than by thorough interpretations of the 

events. This occurred because the executive was never seriously tested as to its assumptions 

about the nature of the conflict and the possibility of alternative strategies. Moreover, those 

responsible for providing the President with sound analysis of the situation were reluctant to 

tell him otherwise feeding him with what he wanted to hear (Shane, 2009). Johnson’s White 

House press secretary George Reedy said: “Isolation from reality is inseparable from the 

exercise of power” (Schlesinger, 1973; 214). It is precisely this isolation that created the 
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poisoned decision-making environment. Add to that the undermining of the separation of 

powers and we can conclude that the Pentagon Papers have made visible the imperial nature 

of the presidency.   

Moreover, the change in war-making decisions can be seen as a matter of congressional 

abdication and a presidential usurpation. As a result, the system of checks and balances that 

had kept the presidency into place diluted. The unwritten checks – Congress, judiciary, the 

press, public opinion – that a President once had to take into account were now either 

eliminated by means of secrecy or simply ignored. A president’s ability to secretly drop 

several hundred thousand bombs on a nation-state was a striking example of the effectiveness 

of the secrecy system
13

. It gave presidents the capability to initiate and escalate war in secret. 

Hence, over the course of the Vietnam War the American President had, on issues of war and 

peace, become like an absolute monarch of power (Schlesinger, 1973).   

3.2 The newspaper injunction  

The evolution of the mass media into a powerful fourth branch of government did not 

contribute to a more open government but frankly only encouraged the executive branch to be 

more secretive. The publication of the Pentagon Papers by The New York Times disrupted this 

culture of secrecy but did not stop it. Public opinion, by then, had already shifted against the 

war and, as they believed, also against the executive. The relationship between the press and 

the executive had been unpleasant for years and Nixon had considered them unsympathetic, 

even before he was elected. The executive felt that this publication could pose a great threat to 

their authority. To protect their reputation, the President’s office argued that publication of the 

papers would have an adverse effect on the conduct of war and U.S relations with other 

nation-states, therefore, harming national security. The Pentagon Papers had been classified 

‘top secret’ and if the Times did not stop publishing them the nation’s security would suffer 

immediate and irreparable harm. President Nixon authorized the Justice Department to sue the 

NYT and seek a prior restraint barring it from further publishing excerpts from the Papers 

(Junger, 1971; Rudenstine, 1996; Schlesinger, 1973). Was this the ultimate act of 

securitization? With Nixon being the securitizing actor, the newspaper injunction the speech 

act and national security the referent object?  

                                                           
13 The Christmas bombing of Hanoi when the U.S. dropped at least 20,000 bombs on the North-Vietnamese capital.   
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In hindsight, there is little evidence at all that the Pentagon Papers harmed national security. 

The government never made public a report that suggests otherwise, nor did any of the actors 

involved write about that kind of injury in their memoirs. This only contributed to the 

absurdity of the executive’s action.  

The First Amendment  

The New York Times received an injunction after it started publishing the Papers. There had 

never been an injunction that stopped the presses before in the history of the United States. 

The Founding Fathers had recognized the importance of a free press as the fourth branch of 

government. Although they understood that a nation-state like the United States needed a 

strong national government, they feared despotism. The best antidote for such absolute power, 

they reasoned, was the guarantee of freedom of speech and therefore, the press. Therefore, to 

safeguard democracy a wide diffusion of information was desirable (Schlesinger, 1972). To 

guarantee this, the First Amendment was added to the Constitution stating that ‘Congress 

shall make no law […] abridging the freedom of speech, or of the press…’ (Constitution of 

the United States, Amendment 1; 21) As John Adams emphasized: “The freedom of the press 

is one of the great bulwarks of liberty, and can never be restrained but by despotic 

governments” (Schlesinger, 1973; 228). Was Nixon now nominating himself for the title of 

despotic king?  

The newspaper injunction was a bold and unprecedented move. By filing the injunctions the 

executive was now bringing this elementary condition of American democracy into question. 

“The Nixon Justice Department was making a pioneering experiment, asking federal courts to 

violate or ignore the Constitution in effect to abrogate the First Amendment. It was the 

boldest assertion during cold war that ‘national security’ overrode the constitutional 

guarantees of the Bill of Rights”, Daniel Ellsberg explained (2002; 387). Not only was it a 

bold move, it was a clear sign that the executive had decided to ignore the values of 

democracy and the indispensable role a free press played. Frankly, it seemed that the 

executive, led by President Nixon, was trying to lock out Congress and mold the courts into a 

useful tool. This was all part of that securitization policy to protect national security. The 

President was no longer accepting the terms and conditions of ‘American Democracy’. Was 

national security once again overruling democracy?    
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Violating the separation of powers clause 

More important than the 1
st
 Amendment violation, was the executive’s violation of the 

separation of powers clause within the Constitution. It tried to make law, and change the 

Constitution by taking the issue to the courts, hereby ignoring Congress. The act of filing an 

injunction by the Justice Department, an executive body, went against the separation of 

powers, as the Constitution provided that Congress shall make laws, the President shall 

execute laws and the courts interpret laws. It thus did not provide for acts in which the courts 

and the executive branch can make law without regard to the action of Congress.  

Supreme Justice Black reflected the problematic nature of issue very well in his opinion in 

U.S. v. New York Times (1971): “[the government] makes a bold and dangerously far-

reaching contention that the courts should take it upon themselves to make a law abridging 

freedom to the press in the name of equity, presidential power and national security, even 

when the representatives of the people in Congress have adhered to the command of the First 

Amendment and refused to make such law… To find that the President has ‘inherent power’ 

to halt the publication of news by resort to the courts would wipe out the First Amendment 

and destroy the fundamental liberty and security of the very people the Government hopes to 

make ‘secure’ ” (New York Times co., …).  So the case U.S. v. New York Times (1971) was 

just as much about the separation of powers as it was about the First Amendment. It further 

demonstrated the worrying development of securitization and the imperial presidency entering 

the domestic. Like Daniel Ellsberg observed in an interview with news anchor Walter 

Cronkite: “[…] we must remember this is a self-governing country. We are the government. 

And in terms of institutions, the Constitution provides separation of powers, for Congress, for 

the courts, informally for the press, protected by the First Amendment. […] I think we cannot 

let the officials of the executive Branch determine for us what it is that the public needs to 

know about how well and how they are discharging their functions…”(Ellsberg, 2002; 401). 

By ruling that the executive was not allowed to file an injunction, the Supreme Court 

reinstated the balance of powers and rebuked the executive branch. The ruling further seemed 

to provide a clear message concerning the future of American democracy. The Court decided 

to risk the danger inherent in a freer press, the danger of more government whistleblowers and 

more leaks, because they stated that the alternative resolution was even more threatening to a 

stable and vital democracy. Rudenstine (1996; 356) wrote that the decision therefore 

‘represents the judgment that democracy must tolerate risks inherent in freedom, because 

freedom also strengthens a democracy’s fundamental security’. But was it really that? Or was 
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it just a rhetorical solution, an illusion of betterment? Another securitizing act by a 

government branch, to protect the state against revolt of its population?   

3.3 The prosecution of Daniel Ellsberg 

The Nixon administration effectively had tried to get an American equivalent of the British 

Official Secrets Act. Such an act would have allowed the prosecution of whistleblowers of 

government information and the prosecution of newspapers and journalists who publish that 

‘secret’ information. The defense argument that the publication was in the public interest, was 

nullified by this Act
14

 (Official Secrets Act, 1989). However, their attempt failed since the 

First Amendment prevented Congress from passing such a law. Moreover, Congress had 

never passed any law that provided criminal sanctions against copying and giving classified 

government information to newspapers, Congress or the public. So the administration could 

not prosecute the newspapers or Ellsberg under such an Act.   

The Espionage Act  

As had become clear from a secret CIA memorandum in 1966, government agencies were not 

pleased with the absence of such legislation. It would make anyone who revealed classified 

information immune from prosecution, since his defense automatically would be that the 

thought the public had the right to know (Schlesinger, 1973). But if they now were able to 

find Ellsberg guilty, they would create precedent and consequently they would be able to 

make leaking government secrets a federal offense. The law under which they could prosecute 

Ellsberg was the Espionage Act. Frankly, Ellsberg was clearly not guilty under the Espionage 

Act since it could not be proven that he had given secret information to enemies and thus 

inflicted injury to the United States. Yet, Nixon was desperate to convert the Espionage Act 

into an official secrets act as it would create more protection for him and his presidential 

power. So he persisted in trying to convict Ellsberg. To do this, the executive decided to 

interpret the Espionage Act in a different way. They argued that the espionage standard was 

limited to the transmission of ‘information’ but in the case of the transmission of ‘artifacts’ 

(pieces of paper, photographs, maps etc.) it was sufficient to prove only that the items related 

to national defense and were delivered into unauthorized hands. This argumentation very 

                                                           
14  The Official Secrets Act of 1989 removed the ‘public interest defense’ clause from the original Official Secrets Act of 

1911. As a result, the Act of 1989 allows for the prosecution of whistleblowers, newspapers and journalists in the United 

Kingdom.  
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much hinged on the interpretation of the punctuation in the statute. But no court for over half 

a century had read the act in this sense and in 1957 Congress had even declined to pass a bill 

making the unauthorized disclosure of classified data a crime (Schlesinger, 1973; 347-348).  

Violating the law?  

Daniel Ellsberg was charged with fifteen counts of conspiracy, conversion of government 

property, and espionage in December 1971. Ellsberg, his attorneys and even the newspapers, 

at that time, were unaware that they had not violated any laws: “None of this was known to me 

at the time I copied and released the Pentagon Papers, or to my lawyers, or, as far as I know, 

to any of the newspapers that printed them. All of us assumed […] that there was some 

equivalent of an official secrets act in the United States. In other words, we believed that 

there was a law that I, and presumably the newspapers, were violating. (Ellsberg, 2002; 430). 

It was not surprising that Ellsberg had thought so, during his years working for the 

government he had been warned of the prospect of prosecution for unauthorized disclosure 

many times. In written warnings, explicit references were made to the provisions of the 

Espionage Act, threatening to use parts of the espionage statutes against whistleblowers, as if 

it constituted an official secrets act. That these statutes were not suited for that kind of charges 

and counsels in the Justice Department had warned the high-level government officials 

sending those warnings that they were invalid, were simply ignored by the high-level 

executives. As a result, government contractors like Ellsberg were not aware of their rights. 

This revealed a problematic culture within the Executive Branch, namely that government 

officials assumed that they were somehow above the law and therefore, the First Amendment 

would not always apply to them.  

No legal grounds  

It was not until late 1972 that it dawned on Ellsberg and his attorneys that he had not violated 

any law. However, it did not mean that the lawsuit against him was over. When the 

government had gone into the courtroom and presented fifteen felony counts it had, by 

publicly taking legal action, created an elemental level of legitimacy needed for the 

prosecution. Moreover, during the trial Ellsberg had planned to make a statement as to why he 

had copied and distributed thousands of top-secret documents, believing that under oath he 

could deliver his strongest lines of defense. However, when Ellsberg was finally asked the 

question: ‘Why did you copy the Pentagon Papers?’ he is silenced before he could answer. 
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The government prosecutor objected and the judge sustained. Was this an act of securitization 

by the judicial? The restriction of free speech?  

Consequently, Ellsberg’s trial became the first in which a defendant was not permitted to tell 

the jury why he did what he did. This became a precedent for all the trials that followed in the 

subsequent years (Ellsberg, 2010).  

This absence of clear legal grounds and the manipulation of the trial by the government made 

the prosecution of Daniel Ellsberg just as unprecedented as the previously issued newspaper 

injunction. Moreover, it was another act of securitization executed by the executive branch. It 

illustrated once again, that the administration was willing to do anything to protect national 

security, and its own security. It demonstrated that he executive tried to conserve its dominant 

position with respect to the legislative, judiciary and the people of the United States. 

Ellsberg’s case was declared a mistrial and he and Anthony Russo went free, but it did create 

the precedent the administration had been looking for. Whistleblowers ever since have been 

prosecuted under the Espionage Act, without the right to testify. The message not to ‘mess’ 

with the executive and national security was heard loud and clear. It appears that citizens had 

lost their consent and therefore, the opportunity of descent, as the government has gained 

control of the process as well as the people.  
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4 – Intelligence reform   

In the wake of the Pentagon Papers revelations, it was clear President Nixon had overstepped 

the legal boundaries once again by breaking in offices and setting up secret surveillance 

operations to not only spy on Ellsberg but also on his political opponents. This was a further 

attempt by Nixon at securitization; protecting the national security and the interests of the 

executive branch from outside ‘threats’ such as the Pentagon Papers revelations, anti-Vietnam 

War protests, left-wing liberals and communism.   

Nixon truly believed that the Constitution had vested great power in the President therefore, 

he was permitted to act unilaterally. After Congress impeached him and he resigned from 

office, although he did not seem to realize his abuse of power. He stated that he was resigning 

from office because ‘his political base had been destroyed by unprincipled and vindictive 

enemies’ (Brogan, 1998; 666). Hence, he still believed what he had done what was in the 

interest of the nation-state. His actions had been to protect the internal stability and security of 

the nation-state. Yet, had he not sworn to preserve, protect and defend the Constitution?  

His successor, Gerald Ford, eventually decided to pardon Nixon. The ‘Watergate scandal’ had 

already caused uncertainty and insecurity in American society and he was of the opinion that 

turmoil was the nation-state’s biggest threat. Especially, in the Cold War setting, he had to 

end it in order to protect the future of the American ‘project’. Like so many times before, 

national security seemed to be chosen over the legal dimension of democracy. Ford did state 

that Nixon’s behavior was intolerable and that such practices should be prevented for future 

governments: “[…] certainly the pardon granted the former President will not cause us to 

forget the evils of Watergate–type offenses or to forget the lessons we have learned that a 

government which deceives its supporters and treats its opponents as enemies must never, 

never be tolerated” (President Ford’s statement…, 1974).  But have we really learned from 

those lessons? Or has, forty years later, nothing really changed?    

Reform of the intelligence community  

In the aftermath of the Pentagon Papers events and the Watergate scandal, it was believed that 

the lack of Congressional oversight was one of the reasons for the intelligence community’s 

failures and misconducts under Nixon. Congress, who has the authority to place restraints on 

domestic surveillance activities through legislation, appropriations and oversight committees, 

had not effectively asserted its responsibilities. It failed to uncover the excesses of Nixon’s 
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administration and failed to correctly define the scope of the domestic intelligence techniques.  

The Church Committee, the special Senate committee investigating the illegal and improper 

activities conducted by government intelligence agencies, reported that oversight had 

essentially nonexistent (Landau, 2013).  This absence of checks and balances paved the way 

for an executive branch in which accountability and transparency were almost nonexistent and 

in which intelligence agencies were predominantly used as the executive’s puppets  (Shane, 

2009; Greenwald, 2014). The American people, in the form of Congress, realized that the 

executive had crossed a line and demanded reform.  

4.1 FISA Act (1978)  

In response, the Foreign Intelligence Surveillance Act (FISA, 1978) was signed into law. 

Opposing President Nixon’s use of federal resources to spy on political and personal rivals, a 

violation of the Fourth Amendment
15

, the act was to provide judicial and congressional 

oversight of the government’s covert surveillance activities of foreign entities and individuals 

in the United States. It authorized the President to engage in electronic surveillance – 

conducted by the Federal Bureau of Intelligence (FBI) or National Security Agency (NSA) – 

for up to one year without a judicial warrant if the surveillance is directed at the 

communications between foreign powers, wherever located and if there is no likelihood that 

any United States citizen is a party. For surveillance directed at ‘United States persons’ the 

President has to authorize the Attorney General so seek a warrant from the special Foreign 

Intelligence Surveillance (FISA) Court. The Attorney General would only give out the 

warrant if the target of the surveillance was a foreign power or ‘the agent of a foreign 

power’
16

. This effectively meant that if you are considered an American ‘aiding’ international 

terrorism, you are a legitimate FISA target. Secondly, the Attorney General must certify that 

the information sought is foreign intelligence information; information that is necessary to the 

ability of the U.S. to protect itself against attacks from foreign powers or agents of a foreign 

power. In conducting such surveillance, it was required to minimize the information collected 

                                                           
15 Amendment IV to the U.S. Constitution:  The right of people to be secure in their persons, houses, papers, and effects, 

against unreasonable searches and seizures, shall not be violated, and no Warrants shall issue, but upon probable cause, 

supported by Oath or affirmation, and particularly describing the place to be searched, and the persons or things to be seized 

(U.S Constitution; 22).   

16 This meant that a group engaged in international terrorist activities qualified, but any American is also an agent of a foreign 

power if he or she ‘knowingly engages in sabotage or international terrorism, or activities that are in preparation there for, or 

on behalf of a foreign power or knowingly aids or abets any person or knowingly conspires with any person to engage in such 

activity’ (Shane, 2009; 87).  
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about ‘United States persons’ to the bare minimum. Only surveillance that fell into the 

category of law enforcement or foreign intelligence was lawful. Any President not following 

these procedures in directing electronic surveillance was conducting a felony (Shane, 2009). 

Was this the reform the United States had been waiting for?  

4.2 USA Patriot Act (2001)  

After the relatively quiet 1980s and 1990s it was the attacks of September, 11 that brought the 

national security debate back to the foreground. As the incursion was the first serious attack 

upon the United States in its history, the Bush administration believed national security was 

under severe threat. In response, the administration started the ‘War on Terror’ to retaliate and 

prevent future attacks on U.S. soil. Part of this ‘Bush doctrine’ was the 2001 USA Patriot Act. 

This act amended the FISA Act of 1978 and lowered the standard the government needed to 

meet in order to obtain ‘business records’ from ‘probable cause’ to ‘relevance’ (Greenwald, 

2014; Landau, 2013). Section 214 and 216 specify that as being the collection of wire or 

electronic communication metadata to communications relevant to a terrorist or espionage 

investigation. Section 215 allowed the government to order the collection of ‘tangible things’ 

that aid in terrorism or espionage investigation. These ‘things’ only need to be relevant to an 

investigation, they do not need to pertain directly to a target (MacAskill et al., 2013). As you 

can understand, the broad definition of ‘tangible things relevant to an investigation’ basically 

gave intelligence agencies a blank check for their surveillance practices. What nobody saw 

coming, however, was that Section 215 empowered the U.S. government to collect telephone 

and email records on anyone, in bulk and indiscriminately. Yet, this is exactly how the 

government and the FISA Court have now read the Patriot Act, allowing the NSA to 

essentially collect and store phone records for every American. This secret interpretation of 

law was going to have severe implications for the privacy of American citizens, as Edward 

Snowden would later reveal (Greenwald, 2014; Oliver, 2015).  

Bush’s illegal surveillance program  

During 2005 it was also revealed, that President George W. Bush had been ignoring the FISA 

Act in the three years following the September, 11 attacks. He was worried that the nation’s 

intelligence agencies were not appropriate to deal with the new threat of Al Qaeda and that 

they were handcuffed by legal and bureaucratic restrictions ‘better suited to peacetime than 

war’ (Risen & Lichtblau, 2005; 3). Therefore – under a Presidential Order in 2002 – he eased 

limits on American intelligence operations and secretly authorized the National Security 
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Agency (NSA) to monitor Americans and others inside the U.S. to search for evidence of 

terrorist activity, without the required FISA court-warrants. The NSA monitored the 

international telephone calls and international e-mail messages of thousands of people in the 

U.S., helped by telecommunication companies who would give direct access to their 

switchboards. Did this mean that the NSA could spy on any American citizen they liked 

(Risen & Lichtblau, 2005)?  

4.3 FISA Amendment Act (2008)  

This revelation created serious public outcry and as a response the FISA Act of 1978 was to 

be amended, resulting in the FISA Amendment Act of 2008. Like the original FISA Act it 

was a means to prevent warrantless surveillance. Yet, the outline allowed the crux of Bush’s 

illegal program to be legalized. Again, the American government was using the act of 

securitization to make certain the national security would not be endangered. Through this 

reform it led the American people believe it was in fact willing to put civil liberties before 

national security. It appears to have ‘fooled’ the American people into thinking it was 

restricting itself and reinstating the required checks and balances. Whilst, in reality, it sought 

to institutionalize some of the schema of Bush’s post-9/11 surveillance program (Greenwald, 

2014). What were the implemented changes?  

FISA 2008 allowed for the collection of communications without a warrant, where at least 

one end of the communications is a non-U.S. person. It further allows unintentional 

surveillance of U.S. citizens and warrantless surveillance of U.S. persons currently not on 

U.S. soil (MacAskill et al., 2013) So for all U.S. persons the NSA must obtain an individual 

warrant from the FISA Court, but for all other people, wherever they are, no individual 

warrant is needed, even if they are communicating with U.S. persons. Section 702 only 

requires the NSA to once a year submit to the FISA Court its general guidelines for 

determining that year’s targets and then receives blank authorization to proceed. Once this is 

approved, the NSA is empowered to target any foreign nationals it wants for surveillance and 

it can compel telecom operators and internet companies to provide access to all the 

communications of non-Americans, including those with Americans. Consequently, the NSA 

does not need to persuade a court that the person it wants to monitor is guilty of anything, or 

argue why they regard the person a suspect, not even to filter out the U.S. persons who end up 

being monitored in the process (Greenwald, 2014). Initially, the NSA’s rules on such data 

prevented the databases from being searched for any information related to U.S. persons. 
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However, in October 2011 the FISA court approved some new procedures that allow the NSA 

to search through that ‘incidental collection’ on U.S. persons in the databases (Ackerman & 

Ball, 2014). It can now not only collect the data without a warrant, it can also review that 

same data without official consent.  
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5 – The NSA Files 

5.1 Leaking classified information  

Edward Joseph Snowden was born in 1983 in North-Carolina but grew up in Maryland. In 

high school he felt deeply unchallenged and was more interested in the internet than in the 

classes he attended. He failed to get his diploma but enlisted in the USA army at twenty, 

intending to fight in the Iraq war. However, in a training accident he broke both his legs, 

forcing him to leave the military. Being patriotic, he intended to serve the U.S. another way. 

He, therefore, started to work as a security guard at the NSA office at the University of 

Maryland. During his time at the NSA he quickly moved to the position of technical expert at 

the CIA and in 2007 he was stationed in Geneva for three years. There he was considered the 

top technical and cyber security expert. It is during his time in Geneva, being faced with top 

secret information and intelligence programs that he started to feel troubled by the U.S. 

government’s actions: “I saw a lot of secret things and many of them were quite bad. I began 

to understand that why my government really does in the world is very different from what I’d 

always thought. That recognition in turn leads you to start reevaluating how you look at 

things, question things more” (Greenwald, 2014; 42). At this stage in his professional career, 

he first began to contemplate becoming a whistleblower and leaking secrets he believed 

revealed government wrongdoing: “… Over time the awareness of wrongdoing sort of builds 

up and you feel compelled to talk about it. And the more you talk about it the more you’re 

ignored. The more you’re told it’s not a problem until you realize that these things need to be 

determined by the public and not by somebody who was simply hired by the government” 

(Snowden, 2013). However, he decided to wait. President Obama had just been elected and 

Snowden hoped for change. When it became clear that Obama was actually expanding, rather 

than decreasing government surveillance programs, Snowden decided it was time to act.   

Leaking CIA secrets was not an option as they would harm people so Snowden decided that 

to reveal NSA programs since they disclosed only ‘harms abusive systems’. He deliberately 

returned to work for the NSA, eventually accepting a job for defense contractor Booz Allen 

Hamilton in Hawaii, which allowed him to access a set of documents he needed to complete 

picture he wanted to present to the world. Upon his arrival in Hawaii, Edward Snowden was 

already setting everything in motion to make sure he could leak the NSA files (Greenwald, 

2014).  
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During his period in Hawaii, Snowden also started contacting journalists Laura Poitras and 

Glenn Greenwald. Both of whom had been public critics of the U.S. government
17

. Snowden 

had seen what chaos and uncontrollability had occurred when Chelsea Manning
18

 leaked 

classified military documents to Wikileaks without proper supervision and he realized that he 

needed a different approach. By handing over the documents to journalists, Snowden intended 

to put some space between him and the documents he stole and have others do the reporting 

and check to see which stories might cause undue harm: “I didn’t want to take information 

that would basically be taken and thrown out in the press that would cause harm to 

individuals, that would cause people to die, that would put lives at risk. [..] That’s the reason 

that the journalists have been required [an] agreement with me as the source, although they 

could obviously break that or do whatever they want, but I demanded that they agreed to 

consult with the government to make sure no individuals or specific harms could be caused by 

any of that reporting” (Snowden & William, 2014) 

Hong Kong  

In May 2013, Snowden sent the reporters a couple of documents from the NSA files, – 

through encrypted communication technology – to prove his legitimacy and they agree to 

meet in Hong Kong. Snowden had come to realize that if he would leak the documents while 

being on U.S. soil, he would be arrested immediately and that it would impede the publication 

of the documents. Moreover, he had already seen Chelsea Manning get sentenced to life in 

                                                           
17 Laura Poitras is a documentary filmmaker and journalist. She is best known for her trilogy of films about post 9/11 

America. The first installment My Country, My Country is about the Iraq War, earning her a Academy Award nomination. 

The second film The Oath is about Guantanamo Bay. She was already working on a film about the NSA mass surveillance 

programs, as the final installment, when she was approached by Edward Snowden. Consequently, she decided to document 

the entire NSA revelations-publication process, resulting in the Academy Award winning documentary Citizenfour (Laura 

Poitras, n.d.).  

 

Glenn Greenwald is an American journalist and political commentator. He is a former constitutional law and civil rights 

litigator and has been reporting mainly on these issues. In 2010 he won the Online Journalism Award for his investigative 

reporting on the arrest and detention of Chelsea Manning. After leaving The Guardian in 2014 he started his own online 

journalism platform The Intercept.  For their reporting on the NSA, Greenwald, Poitras and MacAskill were awarded the 

Pulitzer Prize for public service (About the author, 2014). 

  
18 Chelsea Manning, born as Bradley Manning, is a U.S. soldier who has been sentenced to 35 years in prison for the leaking 

of seven hundred thousand classified military documents to Wikileaks, the international whistleblowing platform which 

publishes secret (government) information. These documents included videos of air strikes in Afghanistan and Iraq in which 

civilians were killed.  He was found guilty of 20 counts; six of them under the Espionage Act (Lewis, 2013).  
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prison. So he choose to flee to country to a place that would provide him with ‘the cultural 

and legal framework to allow him to work without being immediately detained (Finn & 

Horwitz, 2013) His choice of Hong Kong seemed an odd but smart one, since the city-state 

was part of Chinese territory, which would make it harder for American agents to operate 

against him. Secondly, he wished to be in a place where people had a commitment to political 

values that were important to him. The people of Hong Kong had fought to preserve their 

tradition of free speech, it had democratically elected leaders and carried a vibrant climate of 

dissent (Greenwald, 2014; 49).   

The documents leaked by Edward Snowden have disclosed a variety of issues, from foreign 

and domestic surveillance practices and government officials lying to Congress to the spying 

on EU decision makers during the G20 summit in 2009 and the signing of secret presidential 

orders (Deiseroth & Falter, 2014) For the sake of my argument only the largest and most 

significant disclosures for U.S. citizens will be discussed here. This does not include the 

impact of the NSA surveillance programs on foreign countries or international relations.  

5.2 NSA’s collection of telephone records 

The first article The Guardian published based on Snowden’s documents was a story called: 

“NSA collecting phone records of millions of Verizon customers daily”. Written by 

Greenwald , it revealed a court order which ordered Verizon Business to turn over to the NSA 

all call detail records for communications between the United States, abroad, and wholly 

within the United States. It showed that for the first time under the Obama administration the 

communication records of millions of US citizens were being collected indiscriminately and 

in bulk; telephone records are thus collected regardless whether you were suspected of any 

wrongdoing or not (Greenwald, 2013; Greenwald, 2014). Secondly, it revealed that Section 

215 of the Patriot Act was being used to legitimize the bulk collection of American telephone 

records. NSA surveillance was no longer just targeted at foreign, but also at domestic 

‘suspects’. The large-scale collection of call records data by the NSA, that had been deemed 

illegal under the Bush administration, was being continued and extended by President Obama 

(Greenwald, 2013; Landau, 2013).   

President Obama responded to this revelation by saying: “So I want to be very clear. Some of 

the hype that we’ve been hearing over the last day or so – nobody’s listening to the content of 

people’s phone calls. […] That’s not what this program is about. They are not looking at 
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people’s names, and they’re not looking at content. But by sifting through this so-called 

metadata
19

, they may identify potential leads with respect to folks who might engage in 

terrorism” (Obama, 2013). By dismissing the collected information as metadata, President 

Obama tried to imply that this kind of spying is not intrusive. However, I believe that the 

collection of metadata was just as invasive to one’s privacy as the collection of content since 

metadata allows you to create a very detailed profile of someone based on their social 

communications
20

.  

5.3 NSA’s data tracking program   

In a follow-up article the BOUNDLESS INFORMANT program was also revealed. This 

secret NSA data-tracking program maps and details by country the amount of information it 

collects from computer and telephone records; the metadata. The document showed the NSA 

was collecting and storing billions of phone calls and emails sent across American 

telecommunications networks. This raised the question whether NSA officials had lied to 

Congress about the agency’s activities. For years, various Senators had asked if the officials 

knew how many Americans were having their calls and emails intercepted, repeatedly the 

officials said they were unable to answer such questions because they did and could not 

maintain such data. Yet, BOUNDLESS INFORMANT demonstrated that they were very 

much capable of doing just that (Greenwald & MacAskill, 2013a). More significantly, these 

files suggested that the Director of National Intelligence James Clapper lied to Congress when 

he was asked if the NSA collects any type of data at all on hundred millions of Americans and 

answered with a clear: “No, Sir” (Greenwald, 2014; 30) . President Obama, in his response, 

legitimized the surveillance programs by stating that they are subjected to checks and 

balances through congressional intelligence committees and the FISA Court. But allow these 

control mechanisms for the required transparency in a democracy?   

                                                           
19 The NSA broadly collects two types of information: content and metadata. Content refers to listening to people’s phone 

calls or reading their emails and online chats. It further entails reviewing people’s internet activity such as browsing histories 

and search activities. Metadata is the data about those communications. For an email this is for example, the records of who 

emailed whom, the title of the email, when the email was sent plus the location of the person sending the email. For 

telephone calls, metadata includes the phone number of the caller and the receiver, how long they spoke for, their locations 

and the types of devices they used to communicate (Greenwald, 2014; 132) .  

 

20 Who you are talking to, when and how long you are talking to them and where you are when you’re having these 

conversations. Solely on the collection of your metadata, the NSA would be able to know whether you’re being unfaithful to 

your wife for example, just by looking at all the late night text messages and phone calls.    
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Four days after the first article was published, Snowden made a video statement revealing his 

identity to the public. Unlike Daniel Ellsberg, this had been his plan all along. Snowden 

firmly believed that going public would strengthen his case and grant him protection from 

unfair prosecution. “I think that the public is owed an explanation of the motivations behind 

the people who make these disclosures that are outside of the democratic model. When you 

are subverting the power of government that’s a fundamentally dangerous thing to democracy 

and if you do that in secret consistently as the government does when it wants to benefit from 

a secret action it took. It will kind of give its officials a mandate to go, ‘Hey tell the press 

about this thing and that thing so that the public is on our side.’ But they rarely, if ever, do 

that when an abuse occurs. That falls to individual citizens but they’re typically maligned. It 

becomes a thing of ‘These people are against the country. They’re against the government’. 

But I am not” (Snowden, 2013). 

After declaring himself as the person behind the disclosures, the hunt was on and Snowden 

was no longer safe in Hong Kong. In attempt to fly to Cuba, he boarded a plane to Moscow, 

where he eventually was left stranded in the transit zone as the U.S. authorities revoked his 

passport, blocking him from traveling while he was not able to enter Russia because he did 

not have a Russian visa (Greenwald, 2014).  

Snowden charged under the Espionage Act  

In the meantime the U.S. Department of Justice had also charged him with theft of 

government property, ‘unauthorized communication of national defense information’ and 

‘willful communication of classified communications intelligence information to an 

unauthorized person’, of which the latter two are brought under the Espionage Act of 1917 

(U.S. vs Edward J. Snowden…, 2013). This further troubled his travels as he now could only 

seek refuge in countries without an extradition treaty with the United States. After being 

detained for several weeks in the transit zone of the Moscow Airport, Russia granted him 

asylum and Edward Snowden now resides in Moscow.  

Snowden has always made clear that if he has to go to prison he can live with this: “I am 

going to try not to. But if that’s the outcome of all of this, and I know there’s a huge change 

that it will be, I decided a while ago that I can live with whatever they do to me. The only 

thing I can’t live with is knowing I did nothing” (Greenwald, 2014; 51).  The Supreme Court 

ruling in New York Times v. US (1971) has established that The Guardian is protected under 

the First Amendment for publishing the leaked NSA documents. Edward Snowden, however, 
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is not protected under that same law. As the trial of Ellsberg and the recent prosecution of 

Chelsea Manning have demonstrated, the government does not believe the First Amendment 

is applicable when it comes to leaking ‘classified’ government documents. As they have 

demonstrated in the trial of Manning the government will again use the Espionage Act as the 

equivalent of an Official Secrets Act. Proposals for such an act have been repeatedly rejected 

by Congress, as it is violating the First Amendment protections of free speech and free press. 

So the Obama administration, like Nixon, turned to the Espionage Act to prosecute 

government whistleblowers. Hence, the defendant is not permitted to testify and the 

government is not mandated to demonstrate harm from the release of the classified documents 

only contributes to the problematic nature of prosecution under the Espionage Act (Ellsberg, 

2014).  Moreover, these developments suggest a continuation of the securitization of the state; 

initiated with the prosecution of Ellsberg, continued with the conviction of Manning and now 

further enhanced with the indictment of Snowden. It gives the appearance that the courts are 

not willing to put civil rights above national security interests.   

As a result, a fair trial was not available to Edward Snowden. As his attorney Bas Wizner 

clarified: “[…] when we say that the trial wouldn’t be fair, we’re not talking about what 

human right lawyers think of as fair practices, we’re saying that the law, the statutes itself, 

eliminates any kind of defense that Snowden might be able to make and essentially would 

equate him with a spy. […] It is going to be ninety-five percent politics and five percent law, 

how this is going to be resolved” (Poitras, 2014). Politics would mean a reform to the 

Espionage Act that lets a court hear a public interest defense – both by the attorney and the 

defendant – and the one branch that can demand such reform is the U.S. Supreme Court. 

However, the Court has never yet addressed the constitutionality of the Espionage Act 

concerning leaks to the public and it is not likely that it will do that any time soon. The Act is 

a too powerful government tool to do that and such a ruling would harm the legitimacy of the 

entire state. So as long as the Supreme Court refuses to rule on the Espionage Act, demanding 

its reform, Edward Snowden will not be able to return to the United States. 

 

 

 

 



39 
 

5.4 NSA’s PRISM program 

For the publication of the disclosures it did not matter where Edward Snowden was. He had 

given all of the files to Greenwald and Poitras so they were able to continue publishing 

without his help. Another article, written by Greenwald and MacAskill, was devoted entirely 

to a surveillance program called PRISM. The headline was: “NSA PRISM program taps in to 

user data of Apple, Google and others
21

”. It revealed that the NSA had obtained direct access 

to the data servers of U.S. internet giants like Facebook, Google, Yahoo! and Apple which 

allowed the agency to collect material including search history, content of emails, file 

transfers and live chats. The internet companies denied any knowledge about PRISM. The 

government legitimizes the program under Section 702 of FISA 2008 which makes the 

surveillance of any foreign nationals possible, even if they are communicating with U.S. 

citizens
22

.  

The government does not have to have a specific suspicion to target people; it can just access 

all the communications and look for something ‘valuable’. As a result, all communications of 

non-U.S. citizens through any of these major internet companies can be monitored without 

any kind of warrant. Further, if a foreigner is communicating with a U.S. citizen, than those 

correspondence can also be accessed without a warrant. Correspondingly, thanks to the 

government’s interpretation of the Patriot Act, there are no checks or limits on NSA’s bulk 

collection of metadata. Consequently, we can assume that, in our contemporary globalized 

society, the communications of most of U.S. citizens are monitored too (Greenwald & 

MacAskill, 2013; Landau, 2013).   

The internet companies claimed to only give the NSA information for which it has a warrant 

and tried to depict PRISM as little more than ‘a trivial technical detail’ (Greenwald, 2014; 

109). Moreover, in different evasive and legalistic statements the companies tried to 

                                                           
21  Internet companies the NSA can access: Microsoft,  Google, Yahoo!, Facebook, Paltalk, YouTube, Skype, AOL and 

Apple (Greenwald, 2014;110)   

22 The other NSA program that is performed under FISA 2008, section 702 is UPSTREAM. This program is collects all 

foreign ‘communications on fiber cables and infrastructure as data flows past’. It intercepts the data while it is going from 

server A to server B through the cables, it is therefore called upstream gathering. It operates parallel with PRISM, which is a 

downstream program, gathering the data when it has arrived at server B (Timberg, 2013)   
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downgrade their capabilities of the program. However, none of them denied that they had 

worked with the NSA to set up a system through which the agency could directly access their 

servers. The NSA has repeatedly praised PRISM for its unique collection capabilities. 

(Greenwald, 2014). Obama (2013) defended the program by saying: “with respect to the 

Internet and emails, this does not apply to U.S. citizens, and it does not apply to people living 

in the United States. And again, in this instance, not only Congress is fully apprised of it, but 

what is also true is that the FISA court has to authorize it”. However, as I will consider in the 

next chapter, the existence of the congressional oversight committees and the FISA court is 

not that reassuring.  
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6 – Democracy threatened by government abuse 

6.1 The façade of accountability 

NSA officials and defenders of the government surveillance programs frequently bring up the 

FISA court process as evidence that the agency is under effective oversight. However, the 

Court was not set up to as a genuine check on the government’s power but merely as a 

cosmetic measure. It just provided the appearance of reform in response to the public anger 

over Nixon’s surveillance abuses revealed in the 1970s.  

The incompetence of the FISA court to be a true check on surveillance abuses is quite clear 

since it virtually lacks every attribute of what we generally understand as the minimal 

elements of a justice system. First, the FISA court meets in complete secrecy. When President 

Obama was asked about whether surveillance oversight should be transparent in some way, he 

answered: “It is transparent. That’s why we set up the FISA court” (Gerstein, 2013). He failed 

to mention that the court carries out its work almost entirely in secret and that Obama has to 

cite a court that operates in secrecy demonstrates how little transparency there actually is to 

this. Secondly, only the government is allowed to attend the hearing and make its case. It 

makes its argument in favor of the surveillance practices and based on solely that reasoning, 

the court judges whether it will approve or reject the government’s request. Third, the court 

rulings are automatically market ‘top secret’ and cannot be accessed by anyone without that 

clearance. Finally, for years the FISA court was located within the Department of Justice 

building. This suggested that the court is a part of the executive branch rather than an 

independent judiciary (Greenwald, 2014; Shane, 2009).   

Strikingly, the FISA court hardly ever rejects NSA applications for surveillance. Despite its 

secret nature, the executive branch has to disclose to Congress annually, since FISA 2008, 

how many applications the court receives and approves, modifies or rejects. From its 

foundation in 1978 up to 2002 it rejected zero government applications while approving 

several thousands. From 2002 to 2011 it has rejected eleven requests but also approved more 

than twenty thousand. In 2012, the disclosure to Congress showed that the court approved 

every single one of the 1,788 requests for electronic surveillance, while ‘modifying’, which 

means narrowing the purview of the order, in just forty cases, that is less than three percent of 

all the applications (Greenwald, 2014; 128).  
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The FISA court itself is not subject to any monitoring procedures. Once it puts it approval 

stamp on the NSA’s applications, there is no external judicial check on which persons end up 

being selected by the NSA analysts for surveilling. Therefore, when it comes to the 

accountability of the NSA, the FISA court lacks an oversight assignment. This implies that, 

when it comes to the intelligence community, there is not a lack of checks and balances but 

both a failure and negligence of the system. Consequently, the question is raised; who guards 

the guards? The absence of transparency has taken away the people’s ability to control those 

in power. Their ability to self-govern is taken away from them as the intelligence agencies are 

hidden behind a façade of accountability. It is this lack of transparency that disables the 

system of checks and balances and creates an imbalance of power.  

6.2 Failed Congressional oversight  

Not only was the FISA court founded after the Nixon surveillance controversies, 

congressional oversight committees were also installed. The United States House Permanent 

Select Committee on Intelligence was at the times of the revelations headed by Republican 

congressman Mike Rogers and is currently chaired by fellow Republican Devin Dunes. The 

United States Senate Select Committee on Intelligence is currently headed by Democratic 

senator Dianne Feinstein. Both committees are tasked with overseeing the intelligence 

community. The official mission of the panels is to conduct ‘vigilant legislative oversight’, 

but what it in reality does, does not resemble that at all. Instead of offering a check on the 

NSA’s operations, they primarily defend and justify what the agency does.  

When the committee members question the NSA officials, their questions typically contained 

nothing more than long monologues by the members about their recollections of 9/11 and 

how vital it is to prevent such attacks in the future. No real interrogation or oversight takes 

place. More often the committees treated the senior intelligence officers like ‘matinee dolls’ 

and propagandize in defense of the NSA (Lizza, 2013). Both committees thus consisted of 

strong supporters of surveillance practices, so when Dianne Feinstein was asked her opinion 

about the Snowden revelations she, unsurprisingly, wrote: “This program [‘Verizon’ call-

records program] helps "connect the dots" — the main failure of our intelligence before 9/11. 

Former FBI director Robert Mueller and Director of National Intelligence James Clapper 

testified that if this program existed before 9/11, it likely would have identified the presence 

inside the U.S. of hijacker Khalid al-Mihdhar. The NSA uses these records to identify 

connections between known and suspected terrorists (as well as terror conspirators and 
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supporters). The overwhelming majority of records are never reviewed before being 

destroyed, but it is necessary for the NSA to obtain "the haystack" of records in order to find 

the terrorist "needle"” (Feinstein, 2013).   

Like President Obama, she completely dismissed the collection of metadata as being an 

intrusion to one’s privacy and stated that its collection was constitutional: “The call-records 

program is not surveillance. It does not collect the content of any communication, nor do the 

records include names or locations. The NSA only collects the type of information found on a 

telephone bill: phone numbers of calls placed and received, the time of the calls and duration. 

The Supreme Court has held this "metadata" is not protected under the Fourth Amendment
23

” 

(Feinstein, 2013). The presence of such strong surveillance proponents suggests an imbalance 

in the system of checks and balances. Does fair oversight not call for a committee that is 

representative for the wide range of voices in Congress?    

President Obama further emphasized that there was indeed proper congressional oversight: 

“Now, the programs that have been discussed over the last couple days in the press are secret 

in the sense that they’re classified, but they’re not secret in the sense that when it comes to 

telephone calls, every member of Congress has been briefed on this program” (Obama, 

2013). However, this is highly disputable, as several Congressmen have responded to this 

statement saying that they were not fully briefed on this issue (Everett & Sherman, 2013). Of 

course, the House and Senate intelligence committees themselves are routinely briefed on the 

surveillance operations, as well as the majority and minority leaders in Congress, but ‘rank-

and-file’ members are only periodically briefed and only on specific incidents, such as the 

Boston bombings or Syria (Everett & Sherman, 2013). This too suggests that constructive 

congressional oversight is questionable and the system of ‘checks and balances’, is not 

working as it should be.   

 

 

 

                                                           
23 Feinstein refers here to the Supreme Court ruling in Smith v. Maryland (1979). In this landmark ruling the Supreme Court 

held that the installation and use of pen register – an electronic device that records all numbers being called from a specific 

number – was not a search within the 4th Amendment and no warrant was thus required. Section 216 of the 2001 Patriot Act 

expanded the definition of ‘pen register’ to all internet communications. It is under these ruling and law that the NSA 

legitimizes its metadata collection.  
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Fake reform  

After Snowden’s revelations, there was, fortunately, a call for reform. The three main 

questions were: ‘Should Congress reform the e-mail and phone tapping allowed by Section 

702 to insure that the communications of innocent Americans are not being swept up in the 

NSA’s targeting of terrorists? Should the NSA end the bulk collection of phone metadata now 

authorized by Section 215? Should the FISA court be reformed to make it less deferential to 

government? (Weigel, 2013; 29) The group of senators opposing the surveillance practices 

started drafting the ‘surveillance reform bill’
24

. They were, however, quickly caught up by the 

FISA improvements act
25

, composed by supporters of the NSA and led by Dianne Feinstein. 

As the bill concerned national intelligence, the Senate Intelligence Committee determined 

whether the reforms should take place. That Committee was led by the same Dianne 

Feinstein, so little surprise that the Committee endorsed the bill by a vote of 11-4. Like so 

many times before, with FISA 1979 and 2008, Congress had signed up to something that 

looked like reform but actually ‘codified and excused the practices being exposed and 

pilloried’ (Weigel, 2013).  

So regardless of what President Obama has been saying in favor of congressional oversight, 

the NSA has no substantial constraints on whom it can spy on and how. The NSA has become 

empowered to do whatever it wants with very little control, accountability or transparency 

(Greenwald, 2014). This is an extremely alarming development that only further illustrates the 

lack of well-functioning checks and demonstrates the government’s inability in improving the 

system of checks and balances. It implies that the transparency that should live within a 

balanced system of separation of powers is not to be found. As democracy requires both 

                                                           
24 The Surveillance Reform Bill intended to amend the FISA Act to prohibit bulk collection of American’s records and 

communications, prohibit National Security Letters from being used for that bulk collection and it required more public 

reporting about how the government had used these National Security Letters. Further, it demanded greater transparency 

from government bodies and the private sector (Domestic Surveillance Reform, 2013)   

 

25 The FISA Improvements Act also aimed at improving transparency. It required the NSA to publish an annual transparency 

report and stricter limitations on how long collected metadata may be stored. The bill also calls for clearer guidelines on the 

standard for ‘reasonable, articulable suspicion’ that dictates when a phone number may be monitored by the NSA. At the 

same time, the FISA Improvements Act would give the NSA greater powers to spy on foreign suspects, by giving the agency 

a seven-day window during which the NSA could ask the FISA court for a warrant. This enables the NSA to continue 

monitoring foreign suspects for seven days after they arrive in the United States (Fung, 2013).  
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accountability and transparency, we can observe that American democracy is currently being 

subverted in its core by the NSA’s surveillance practices and the ‘fog of secrecy’ that the 

government has surrounded the agency with.     

6.3 The violation of privacy 

While the government is hiding more and more what it does behind closed court doors and 

under top secret classifications, the American citizens become shielded by a wall of secrecy. 

At the same time, the government continues to state that we, private citizens, should not be 

worried about our privacy since surveillance is only targeted at ‘bad’ people and if you have 

‘nothing’ to hide, you also have nothing to worry about. Another frequently heard mantra is 

that we have to face a ‘trade-off’ between safety on the one hand and privacy on the other. 

That for a safe and secure nation, its citizens should give up some of their privacy (Lynch, 

2013). This reasoning is highly contestable as we will consider.  

The presumption of a democracy is that the citizens are aware of what is being done in their 

name. At the same time, the presumption is that the government will not know anything that 

law-abiding citizens are doing. That is why we are called private citizens, functioning in our 

private capacity. Transparency, therefore, is for all who carry out public duties and exercise 

public power. Privacy is for everyone else (Greenwald, 2014; 209).  

Privacy is a constitutional right, as Supreme Justice Louis Brandeis said in his ‘dissent’ 

opinion in Olmstead v. U.S. (1928): “The makers of our Constitution undertook to secure 

conditions favorable to the pursuit of happiness. They recognized the significance of man's 

spiritual nature, of his feelings, and of his intellect. They knew that only a part of the pain, 

pleasure and satisfactions of life are to be found in material things. They sought to protect 

Americans in their beliefs, their thoughts, their emotions and their sensations. They conferred, 

as against the Government, the right to be let alone -- the most comprehensive of rights, and 

the right most valued by civilized men”(Olmstead v. U.S, 1928, 277 U.S. 438 ; 479).  

But is privacy not just a legal term or a political construct, it is also connected to what it is to 

be an autonomous person. The most elementary appearance of privacy is the private sphere 

within oneself; your thoughts, feelings and inner self are private in the sense that it is not 

accessible for anyone except you. This means that the ‘I’ is a continuing manifestation of 

privacy. Which inner parts we choose to reveal and share with others is determined by our 

self, mostly through conscious communication but sometimes through unconscious 
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expressions. Who you are is in large part defined by your ability to determine which part of 

your inner self you share with others and which parts you do not. When politicians say ‘if you 

have nothing to hide, you have nothing to fear’ they thus completely ignore the notion that the 

construction of ‘I’ in itself always has something to hide; your personal identity (Wijnberg & 

Martijn, 2013). When we lose the capacity for self-knowledge, we literally lose our selves. It 

is the loss of privacy that will risk the loss of our ability to be subjective, autonomous persons 

(Lynch, 2013).  

Surveillance is limiting that ability to be an autonomous person. Once you know you are 

being watched, you change your behavior radically. You will do what is expected of you, not 

what you really want. The range of choices people have when they believe others are 

watching are therefore far more limited than the choices they might consider when no one is 

watching. Only when we believe that no one is watching us, do we truly feel free (Greenwald, 

2014). More strikingly, effective surveillance is not about that everyone is being watched, but 

about the possibility of everyone being watched. It is the people’s uncertainty that keeps them 

in line. Since even the NSA cannot read every email and listen to every phone call, it is the 

knowledge that one’s words and actions are susceptible to monitoring that makes their 

surveillance system effective. This is based on the concept of the ‘Panopticon’, an idea 

developed by British philosopher Jeremy Bentham. He designed a prison in which there was a 

large central tower from which every room could be monitored at any time by the guards. The 

prisoners were not able to see into the tower and could thus never know when they were, or 

were not, being watched. The two basic elements of the Panopticon are its central surveillance 

system; which is the most economic solution for surveillance since it enables one person to 

monitor all the inmates, and the invisibility of the eye; which prevents the prisoners from 

observing the guards so that they cannot control their own surveillance. As a result, the eye 

can, in the concealment of the tower, intensify all its powers as its real presence is combined 

with its apparent omnipresence (Miller & Miller, 1987).  

The problematic aspect of such omnipresent surveillance is, as Foucault subsequently wrote in 

Discipline and Punish (Foucault Sheridan, 1977&), that it induces individuals to internalize 

their watchers. Those who believe they are being watched will instinctively choose to do that 

what is wanted of them without even realizing they are being controlled. The Panopticon 

creates a state of consciousness and permanent visibility in the persons being watched that 

assures the power of the agency that executes the surveillance. As a result of the internalized 

control, the overt evidence of repression is no longer necessary and thus disappears. Take for 
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example security cameras in public spaces. When they are first installed, the cameras are 

accompanied by signs saying ‘all activities monitored by video camera’, to make sure that 

people are aware of the fact that there is a security camera present and that they are being 

watched. The first couple of weeks, there is actually a lens in the camera recording 

everything, but after a while, when people have become completely aware of the camera, it is 

no longer necessary to actually record as the people have internalized the surveillance and 

will ‘behave’.  

Additionally, this ubiquitous surveillance creates the illusion of freedom. As the compulsion 

to obedience exists in the individual’s mind, you choose on your own to comply, out of fear 

that you are being watched. The need for all the visible hallmarks of compulsion is therefore, 

eliminated, which enables people to falsely believe they are free (Greenwald, 2014; 176). The 

illusion of freedom and the internalization of surveillance is why oppressive states love mass 

surveillance as an instrument of control. Accordingly, this is why the government’s argument, 

that the NSA’s computerized collection of data is not violating anyone’s privacy because no 

human is looking at it, does not hold up. The Panopticon concept suggests that the collection 

of metadata and surveillance itself is an intrusion into the lives of the American people and a 

limitation of their freedom (Schneier, 2013).  

This internalization and illusion of freedom are further underscored by the public response to 

the revelations. Many people have showed clear apathy and disinterest toward the issue. It is 

worrisome that many truly believe that they have nothing to hide, seemingly unaware of the 

intrusion surveillance is to their personal identity. Polls show that only a third of the 

American public are concerned about the surveillance of their own data and electronic 

communications, while half of the people say they are not very or not at all concerned (Rainie 

& Madden, 2015).  

A reason for this acceptance of government surveillance can be found in the way the 

American government has framed it. In the wake of 9/11 President George W. Bush gave a 

speech about the importance of surveillance in the war on terror. It was this ‘speech act’ that 

made many people believe it was necessary to give up some degree of privacy for the safety 

of the nation-state. Privacy concerns diminished and the acceptance of incursions in their 

personal affairs rose (Best, Krueger, Ladewig, 2006). Thereafter, Obama administration 

continued playing the ‘terrorism card’ and addressing people’s fear for terrorist attacks 

directly by stating that mass surveillance is absolutely crucial for national security (Obama, 
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2013). I believe this to be a continuation of the ‘speech act’ of President Bush and the 

prolongation of the securitization of the state.  

Moreover, I believe that the internalization of surveillance suggests that the securitization of 

the state has come to a disquieting high. The American people now seem to be convinced by 

the state of the severe threat of terrorism to the national security of their nation-state and 

therefore, have come to view the intrusion of their privacy as a necessary evil. This suggests 

that the power the government has acquired in itself is a threat to the sovereignty of the 

American people and thus to democracy itself.  
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Conclusion   

When government institutions fail to be transparent an environment for whistleblowing is 

created. Therefore, whistleblowing can be said to be a product of democracy. Daniel Ellsberg 

and Edward Snowden felt that the U.S. government was not transparent in its governance and 

responded by blowing the whistle. In their opinion, it was their social responsibility towards 

the American public to disclose specific government information. Moreover, both men 

believed that the government’s negligence of transparency disabled the people’s self-

governance.  

The Founding Fathers had implemented the system of separation of powers to minimize the 

risk at abuse of power but history has suggested that the internal structure of the executive 

branch repudiates this system. Moreover, the U.S. government has from its outset focused on 

securing the longevity of the ‘project’. Accordingly, the government prioritizes national 

security over democratic processes.  

By disclosing the Pentagon Papers Daniel Ellsberg has revealed the imperial nature of the 

presidency. The executive had misinformed the American people about their motivations for 

the war in Vietnam; there was a discrepancy between the official statements and the actual 

course of the war, and Congress had been excluded from the decision-making process. 

Moreover, the isolated decision-making environment in the executive had rapidly expanded 

the culture of secrecy, leading to the abuse of the ‘security classification system’. 

Additionally, this suggested that the system of checks and balances had been eliminated by 

means of secrecy, the President becoming like an absolute monarch of power in wartime.  

The newspaper injunction that followed the publication of the Papers by The New York Times 

and The Washington Post was a bold and unprecedented move. By bringing the 

constitutionality of the First Amendment into question, the executive not only demonstrated 

that national security overrode the democratic process but also that the executive went great 

lengths to not only secure the state but its own power, again displaying signs of an imperial 

presidency. Moreover, the newspaper injunction was a violation of the separation of powers 

clause in the Constitution because the executive was attempting to make law by going to the 

courts, thereby excluding Congress from the governance process. The Supreme Court ruling 

in U.S. v. New York Times (1971) was supposed to represent the judgment that democracy 
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must tolerate risks inherent in freedom. However, one might argue that this was an act of 

securitization instead.  

The absence of clear legal grounds in the prosecution of Daniel Ellsberg, the conversion of 

the Espionage Act into an equivalent of the British Official Secrets Act and the manipulation 

of the trial by the government further illustrated the act of securitization by the executive 

branch. Once again, the government demonstrated that it prioritized national security over 

individual freedom. Moreover, it seemed to indicate that the executive would take great pains 

to protect its security. It appears that U.S. citizens had lost their consent and therefore, their 

ability to self-govern. Together, the disclosures of the Pentagon Papers and the subsequent 

events imply that the President now resembled an imperial head of State and posed a threat to 

democracy.   

In the aftermath of the Pentagon Papers and the ‘Watergate scandal’ reform of the intelligence 

community was demanded, as it was believed that the absence of correct oversight had paved 

the way for government abuse. FISA 1978 was enacted, limiting the warrantless surveillance 

to foreign powers and restricting the surveillance of U.S. citizens through the FISA court. But 

as the September 11 attacks happened, national security was again at the center of the stage. 

The Bush Administration issued the USA Patriot Act, lowering the standard the government 

needed to meet to collect data, and empowering the executive to basically spy on every U.S. 

citizen. The FISA Amendment act of 2008 was issued to restrain the intelligence operations 

after it had been revealed that President Bush had abused his power to widen the NSA’s 

surveillance capacities. However, I believe this reform to be another act of securitization by 

the government. It let the American people believe it was restricting itself whilst, in reality, it 

was only implementing loose oversight procedures, allowing for far-reaching surveillance 

practices.  

By disclosing numerous NSA documents, Edward Snowden has revealed that the Patriot Act 

legitimized the NSA surveillance of domestic ‘suspects’, collecting American telephone 

records indiscriminately and in bulk. Moreover, it was revealed that the NSA surveillance 

practices that had been deemed illegal under Bush were now being continued and extended by 

President Obama. Furthermore, the NSA documents suggested that NSA officials had 

repeatedly been lying to Congress about the scope and capacity of their surveillance practices. 

Moreover, the documents revealed that the PRISM program was legitimized under Section 

702 of FISA 2008 which allows for the bulk data collection of U.S. citizens’ communications.  
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In defense of these surveillance programs, government officials continually mentioned the 

FISA court and congressional oversight committees as evidence of an effective system of 

checks and balances. However, the FISA court is merely a cosmetic measure as it operates in 

complete secrecy, hardly ever rejects NSA applications for surveillance and is not subject to 

monitoring procedures itself. Consequently, the FISA court lacks its oversight assignment and 

the system of checks and balances is ignored. This façade of accountability removes the 

people’s ability to self-govern and creates an imbalance of power. Moreover, this suggests the 

neglect of individual freedom by the increasing need to protect the state.  

The congressional oversight committees also fail in their task of overseeing the intelligence 

community. Consisting of strong supporters of surveillance practices, the committees treat 

intelligence officers like ‘matinee dolls’ and propagandize in defense of the NSA. Moreover, 

the reform enacted after the NSA revelations seems to have only codified and excused the 

practices that had been exposed. This suggests both an imbalance and lack of transparency in 

the system of checks and balances. More importantly, this indicates that American democracy 

is being threatened by the NSA’s surveillance practices and the culture of secrecy, as 

transparency and accountability are absent.  

Even more worrisome seems to be the internalization of electronic mass surveillance and the 

illusion of freedom inherent to such practices. These processes and the apparent apathy of the 

American people towards this intrusion to civil liberty, suggest that the securitization of the 

state has come to a disquieting high, posing a threat to democracy. This is further underscored 

by the continued use of the Espionage Act to prosecute whistleblowers, obstructing a fair trial 

for anyone ‘threatening’ national security.  

The events discussed seem to illustrate a continuity of secrecy. In spite of who is in office, 

when it comes to national security issues, Republicans and Democrats appear to react more or 

less the same. However, I believe the NSA revelations to be more far-reaching than the 

Pentagon Papers disclosures because the system of checks and balances seemed to have 

worked in the 1970s. The First Amendment was upheld and President Nixon eventually 

impeached. Today, these checks and balances do not seem to be working. More and more, we 

appear to have arrived at the stage where the state is no longer here to protect its people, but 

protects the state from its people instead.  
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This is illustrated by the recent ruling of the Second Circuit Court of Appeals that deemed the 

NSA phone tapping program illegal
26

. The bulk collection of metadata had been legitimized 

under Section 215 of the Patriot Act but the Court ruled that while the ‘relevance standard’ 

gives the government broad latitude, the metadata collection is not unlimited (Lee, 2015). 

However, the government seems to remain somewhat ignorant towards the issue as no 

government or NSA official, including director of National Intelligence James Clapper, has 

been reprimanded, neither after this ruling nor after any of the previous revelations.  

Moreover, the Court did not rule on the constitutionality of the NSA program. As Section 215 

of the Patriot Act expires on June 1
st
 2015, it will be interesting to see whether it will be 

reauthorized in its current form or if Congress will be able to reform some of its passages 

through the USA Freedom Act
27

. Amending the Patriot Act would be the first step toward the 

kind of systematic reform that is required to restore American civil liberties. At the same time 

it would send the broader message that the U.S. government is committed to restoring limits 

on ‘national security’ powers and ending its long-term policy of ‘securitization’.  

Additionally, it will be interesting to see whether the U.S. Supreme Court will finally take up 

the issue of mass surveillance if Congress passes new legislation, since this could have 

decisive effects on the future of American democracy.  

 

 

 

 

                                                           
26 The indiscriminative and unwarranted bulk collection of the U.S. population’s phone records by the government is ruled to 

be illegal because it was not authorized by Congress. The court held that Section 215 requires the government to show that 

information is relevant to a particular investigation, rather than being of ‘potential relevance’ to terrorism investigations. 

Therefore, the collection of metadata is not unlimited (Lee, 2015).  

 
27

  On May 13, 2015 the U.S. House of Representatives approved the USA Freedom Act. This bill would amend the USA 

Patriot Act and thus end the bulk collection of Americans’ telephone data, as executed by the NSA. It would give intelligence 

agencies access to telephone data and records only when the FISA court finds there is reasonable suspicion. The bill needs to 

pass the Senate before it will be enacted, which is deemed difficult as many lawmakers are considering reauthorizing the 

Patriot Act instead of restricting it (House approves bill…, 2015).  
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